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1.Introduction to Comodo Endpoint
Security

Overview

Comodo Endpoint Security (CES) offers complete protection against internal and external threats by
combining a powerful antivirus, an enterprise class packet filtering firewall and an advanced host intrusion
prevention system called Defense+.

When used individually, each of the Antivirus and Defense+ components delivers superior protection against their
specific threat challenge. When used together they provide a complete 'prevention, detection and cure' security
system for your computer. Once installed on a Windows endpoint, CES can be remotely configured and monitored
from the Comodo Endpoint Security Manager console.

cOMODO

- - T R R
Endpoint Security

Secure

Realtime Protection: Active

Last Update: 24 minutes ago |

Scan Objects
Drop files here

Subscription: 104 days left Silent Mode r’]x

Advanced Settings

The software is designed to be secure 'out of the box' - so even the most inexperienced users need not have to deal
with complex configuration issues after installation.

Comodo Endpoint Security - Key Features:

«  Antivirus - Proactive antivirus engine that automatically detects and eliminates viruses, worms and other
malware. Apart from the powerful on-demand, on-access and scheduled scan capabilities, CES users can
now simply drag-and-drop items onto the home screen to run an instant virus scan.

«  Firewall - Highly configurable packet filtering firewall that constantly defends your system from inbound and
outbound Internet attacks.
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- Defenset+ - A collection of prevention based security technologies designed to preserve the integrity,
security and privacy of your operating system and user data.

- Sandbox - Authenticates every executable and process running on your computer and prevents
them from taking actions that could harm your computer. Unrecognized processes and
applications will be auto-sandboxed and run under a set of restrictions so they cannot harm your
computer. This gives untrusted (but harmless) applications the freedom to operate whilst untrusted
(and potentially malicious) applications are prevented from damaging your PC or data.

» Host Intrusion Protection (HIPS) - A rules-based intrusion prevention system that monitors the
activities of all applications and processes on your computer. HIPS blocks the activities of
malicious programs by halting any action that could cause damage to your operating system,
system-memory, registry keys or personal data.

»  Viruscope - Monitors the activities of processes running on your computer and alerts you if they
take actions that could potentially threaten your privacy and/or security. Using a system of
behavior 'recognizers', Viruscope not only detects unauthorized actions but also allows you to
completely undo them. Apart from representing another hi-tech layer of protection against
malware, this also provides you with the granular power to reverse unwanted actions taken by
legitimate software without blocking the software entirely.

» Rescue Disk - Built-in wizard that allows you to burn a boot-disk which will run antivirus scans in a pre-
Windows / pre-boot environment.

- Additional Utilities - The advanced tasks section contains links that allow you to install other, free,
Comodo security products - Comodo Cleaning Essentials and KillSwitch.

Guide Structure
This introduction is intended to provide an overview of the basics of Comodo Endpoint Security and should be of
interest to all users.

* Introduction
»  Special Features
« System Requirements
» Installation
« Starting Comodo Endpoint Security
« The Main Interface
» Understanding Security Alerts
The next four sections of the guide cover every aspect of the configuration of Comodo Endpoint Security.

«  General Tasks - Introduction

« Scan and Clean your Computer
* RunaQuick Scan
*  Run aFull Computer Scan
* Run aRating Scan
* Run a Custom Scan
+ Instantly Scan Files and Folders
» Processing Infected Files
+ Manage Virus Database and Program Updates
« Manage Quarantined Items
» View CES Logs
» Sandbox Tasks - An Introduction

* Run an Application in the Sandbox
* Reset the Sandbox
» View Active Process List

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 7



» Advanced Tasks - An Introduction

Create a Rescue Disk

Downloading and Burning Comodo Rescue Disk
Submit Files

Identify and Kill Unsafe Running Processes
Remove Deeply Hidden Malware

Manage CES Tasks

« Advanced Settings

General Settings
»  Customize User Interface
»  Configure Program and Virus Database Updates
» Log Settings
» Manage CES Configurations
Security Settings
« Antivirus Settings
* Real-time Scanner Settings
» Scan Profiles
» Exclusions
» Defense+ Settings
« HIPS Behavior Settings
« Active HIPS Rules
« HIPS Rule Sets
»  Protected Objects
* HIPS Groups
« Sandbox
« The Sandbox - An Overview
« Unknown Files: The Scanning Processes
»  Configure the Sandbox
«  Configure Rules for Auto-Sandbox
« Viruscope
« Firewall Settings
« Firewall Behavior Settings
» Application Rules
+  Global Rules
«  Firewall Rule Sets
»  Network Zones
*  Network Zones
+ Blocked Zones
« Port Sets
»  Website Filtering
» Creating and Modifying Website Filtering Rules
 Defining or Modifying Website Categories
* Manage File Rating
» File Rating Settings

COMODO

Creating Trust Online®
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»  File Groups
 File List
+  Submitted Files
» Trusted Vendors List
« Appendix 1 - CES How to... Tutorials
» Enabling / Disabling AV, Firewall, Auto-Sandbox and Viruscope Easily
»  Set up the Firewall For Maximum Security and Usability
» Block Internet Access while Allowing Local Area Network (LAN) Access
« Block/Allow Websites Selectively to Users of Your Computer
«  Setting up the HIPS for Maximum Security and Usability
» Create Rules for Auto-Sandboxing Applications
* Running an Instant Antivirus Scan on Selected ltems
» Creating an Antivirus Scanning Schedule
*  Run Untrusted Programs inside Sandbox
*  Run Browsers Inside Sandbox
» Restore Incorrectly Quarantined Item(s)
+  Submit Quarantined Items to Comodo for Analysis
« Enable File Sharing Applications like BitTorrent and Emule
« Block any Downloads of a Specific File Type
» Disable Auto-Sandboxing on a Per-application Basis
»  Switch Off Automatic Antivirus and Software Updates
»  Suppressing CES Alerts Temporarily
« Changing your License Type From 'Stand-Alone' to 'Managed'
» Renewal or Upgrading your Stand-Alone Installation License
»  Appendix 2 - Comodo Secure DNS Service

1.1.Special Features
Sandbox

» Authenticates the integrity of every program before allowing it to load into your computer's memory
«  Performs Cloud Based Behavior Analysis for immediate identification of Malware
»  Alerts you every time an unknown or untrusted applications attempts to run or install
«  Blocks Viruses, Trojans and Spy-ware before they can ever get onto your system
»  Prevents unauthorized modification of critical operating system files and registry entries
» Includes auto-sandbox feature to completely isolate untrusted files from the rest of your computer
Ability to configure rules for auto-sandboxing
Viruscope
«  Monitors the activities of processes running on your computer and alerts you if their actions could
potentially threaten your privacy and/or security

« Ability to reverse potentially undesirable actions of software without necessarily blocking the software
entirely

Host Intrusion Prevention System

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 9
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«  Virtually Bulletproof protection against root-kits, inter-process memory injections, key-loggers and more;

«  Monitors the activities of all applications and processes on your computer and allows executables and
processes to run if they comply with the prevailing security rules

»  Blocks the activities of malicious programs by halting any action that could cause damage to your operating
system, system-memory, registry keys or personal data.

« Enables advanced users to enhance their security measures by quickly creating custom policies and

rulesets using the powerful rules interface.
Comprehensive Antivirus Protection
»  Detects and eliminates viruses from desktops, laptops and network workstations;
»  Performs Cloud based Antivirus Scanning;
»  Employs heuristic techniques to identify previously unknown viruses and Trojans;
«  Scans even Windows Registry and System Files for possible spyware infection and cleans them;
«  Constantly protects with real-time, On-Access scanning;
«  Comodo AV shows the percentage of the completed scanning;
» Rootkit scanner detects and identifies hidden malicious files and registry keys stored by rootkits;
«  Highly configurable On-Demand scanner allows you to run instant checks on any file, folder or drive;
«  Comodo AV realtime scanning performance in Stateful mode;
+  Seamless integration into the Windows operating system allows scanning specific objects 'on the fly";
Daily, automatic updates of virus definitions;
« Isolates suspicious files in quarantine preventing further infection;
»  Builtin scheduler allows you to run scans at a time that suits you;
«  Simple to use - install it and forget it - Comodo AV protects you in the background.
Intuitive Graphical User Interface

«  Summary screen gives an at-a-glance snapshot of your security settings;
- Easy and quick navigation between each module of the Antivirus and Defense+;
«  Simple point and click configuration - no steep learning curves;

»  New completely redesigned security rules interface - you can quickly set granular access rights and
privileges on a global or per application. The firewall also contains preset policies and wizards that help
simplify the rule setting process.

Comodo Endpoint Security - Extended Features
Highly Configurable Security Rules Interface

Comodo Endpoint Security offers more control over security settings than ever before. Users can quickly set
granular Internet access rights and privileges on a global or per application basis using the flexible and easy to
understand GUI. This version also sees the introduction of preset security policies which allow you to deploy a
sophisticated hierarchy of firewall rules with a couple of mouse clicks.

Application Behavior Analysis

Comodo Endpoint Security features an advanced protocol driver level protection - essential for the defense of your
PC against Trojans that run their own protocol drivers.

Cloud Based Behavior Analysis

Comodo Internet Security features cloud based analysis of unrecognized files, in which any file that is not recognized
and not in Comodo's white-list will be sent to Comodo Instant Malware Analysis (CIMA) server for behavior analysis.
Each file is executed in a virtual environment on Comodo servers and tested to determine whether it behaves in a
malicious manner. [f yes, the file is then manually analyzed by Comodo technicians to confirm whether itis a
malicious file or not. The results will be sent back to your computer in around 15 minutes.
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Event logging

Comodo Endpoint Security features a vastly improved log management module - allowing users to export records of
Antivirus, Firewall and Defense+ activities according to several user-defined filters. Beginners and advanced users
alike are greatly benefited from this essential troubleshooting feature.

Memory Firewall Integration

Comodo Endpoint Security now includes the buffer-overflow protection original featured in Comodo Memory Firewall.
This provides protection against drive-by-downloads, data theft, computer crashes and system damage.

'Training Mode' and 'Clean PC' Mode

These modes enable the firewall and host intrusion prevention systems to automatically create ‘allow' rules for new
components of applications you have decided to trust, so you won't receive pointless alerts for those programs you
trust. The firewall learns how they work and only warn you when it detects truly suspicious behavior.

Application Recognition Database (Extensive and proprietary application safe list)

The Firewall includes an extensive white-list of safe executables called the 'Comodo Safe-List Database'. This
database checks the integrity of every executable and the Firewall alerts you of potentially damaging applications
before they are installed. This level of protection is new because traditionally firewalls only detect harmful
applications from a blacklist of known malware - often-missing new forms of malware as might be launched in day
zero attacks.

The Firewall is continually updated and currently over 1,000,000 applications are in Comodo Safe list, representing
virtually one of the largest safe lists within the security industry.

Self Protection against Critical Process Termination

Viruses and Trojans often try to disable your computer's security applications so that they can operate without
detection. CES protects its own registry entries, system files and processes so malware can never shut it down or
sabotage the installation.

Sandboxing as a security feature

Comodo Endpoint Security's new 'Sandbox' is an isolated operating environment for unknown and untrusted
applications. Because they are virtualized, applications running in the sandbox cannot make permanent changes to
other processes, programs or data on your 'real' system. Comodo have also integrated auto-sandboxing directly into
the security architecture of CES to complement and strengthen the Firewall, Defense+ and Antivirus modules.

Submit Suspicious Files to Comodo

Are you the first victim of a brand new type of spyware? Users can help combat zero-hour threats by using the built
in submit feature to send files to Comodo for analysis. Comodo then analyzes the files for any potential threats and
update our database for all users.

1.2.System Requirements

To ensure optimal performance of Comodo Endpoint Security, please ensure that your PC complies with the
minimum system requirements as stated below:

Windows 8 (Both 32-bit and 64-bit versions) » 384 MB available RAM
Windows 7 (Both 32-bit and 64-bit versions) « 210 MB hard disk space for both 32-bit and
Windows Vista (Both 32-bit and 64-bit versions) 64-bit versions

»  CPU with SSE2 support
» Internet Explorer Version 5.1 or above

Windows XP (Both 32-bit and 64-bit versions) » 256 MB available RAM

» 210 MB hard disk space for both 32-bit and
64-bit versions

»  CPU with SSE2 support
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‘ ‘ » Internet Explorer Version 5.1 or above

CES rates files appropriately during scanning and submits unrecognized files to Comodo servers for further analysis.
In order for the software to submit unknown files to our file rating and Comodo Automated Malware Analysis System
(CAMAS) servers, please make sure the following IP addresses and ports are allowed on your network firewall:

»  To allow communication with camas.comodo.com

« |P that needs to be allowed: 199.66.201.30
»  Port that needs to be allowed: port 80 for TCP
+  Direction: Outgoing (Endpoints to CAMAS)
»  To allow communication with our File Lookup Servers (FLSs):
+ IPs that need to be allowed:
. 91.209.196.27
. 91.209.196.28
. 199.66.201.20
. 199.66.201.21
. 199.66.201.22
. 199.66.201.25
. 199.66.201.26
« Ports that need to be allowed: 4447 UDP and 4448 TCP
Direction: Outgoing (Endpoints to FLSs)

1.3.Installing Endpoint Security

Note - Before beginning installation, please ensure you have uninstalled any other antivirus products that are on
your server. More specifically, remove any other products of the same type as those Comodo products you plan to
install. For example, if you plan to install only the antivirus then you do not need to remove 3rd party firewall
solutions and vice-versa. Failure to remove products of the same type could cause conflicts that mean CES will not
function correctly.

The CES application can be installed on your server in two ways, through:
« the command line

» the installation wizard

To install CES via the command line interface

.msi — Streamlined installer allows administrators to quickly and remotely install CES to large numbers of endpoints.

After the installation is complete, the server will restart automatically. So please make sure that the installation does
not interrupt other server activities. The command line for installing CAVS s given below:

<Path of the setup file><name of the setup file> CESMCONTEXT=1 -quiet
For desktop

msiexec.exe -i <CES MSI location folder>/CIS_Setup_R80DFR_8.2.0.4758_x64.msi CESMCONTEXT=1
INSTALLFIREWALL=1 INSTALLANTIVIRUS=1 SET_FIREWALL_STATE=1 SET_ANTIVIRUS_STATE=1
SET_HIPS_STATE=1 SET_BBLOCKER_STATE=1-q
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For server platform
msiexec.exe -i <CES MSI location folder>/CIS_Setup_R80DFR_8.2.0.4758_x64.msi AV_FOR_SERVERS=1 -quiet

The restart process will be started automatically. The virus database will be updated automatically for the first time
after installation.

COMODO Update

Download signatures
d speed: 84.11 KB/s

Task Status

+ Check far signature updates Cornpleted

{7) Download signatures In Progress (36.2%)

Wieww Logs

[ Send to Background J

The screen will display details such as download speed, how much has been downloaded and the progress of the
process. You can also send this task to the background by pressing the 'Send to Background' button and retrieve it in
the 'Task Manager' interface. Refer to the section Manage CES Tasks for more details. When the virus database
has been downloaded, the '‘Completed' dialog will be displayed.

COMODO Lipdate

Completed

Tazk Status

'  Check for signature updates Completed

' Download signatures Completed

v Install signatures Completed

Close (4]
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CES will commence a 'Quick’ scan of system memory, autorun entries, hidden services, boot sectors and other
critical areas automatically after the virus database has been updated.

COMODO scan

o
ask: Quick Scan

d Time: 00:00:12

{tm) Plug-In 2

rﬁ\ Threat(s) Found: 0

Threat Name

l Apply Selected Actions ‘

[] Turn off this computer if no threats are found at the end of the scan

\ Send To Background I

If you do not want the scan to continue at this time, click the ‘Stop’ button.After the scanning is complete, the results
screen will be displayed.
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COMODO scan

100% Task: Quick Scan
e Elapsed Time: 00:00:33

Status: Scan Finished

& Threat(s) Found: 0

Threat Name

I Apply Selected Actions ‘

Turn off this computer if no threats are found at the end of the scan

l Send To Background I

The scan results window will display any threats discovered during the scan (Viruses, Rootkits, Malware and so on).
Refer to the section Processing Infected Files for more details.

To install CES using installation wizard
.exe — Full installer gives administrators granular control over local installation at each endpoint.

After downloading the required Comodo Endpoint Security setup file to your local hard drive, double click on it

to start the installation wizard.

Step 1 - Choosing the Interface Language

The installation wizard starts automatically and the 'Select the language' dialog is displayed. Comodo Endpoint
Security is available in several languages.

COMODO instalier

@ Select the language

English (United States) - By COMODO

Cancel

«  Select the language in which you want Comodo Endpoint Security to be installed from the drop-down
menu and click 'OK'.
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Step 2 — CES Activation

You have the option to activate CES using the license keys or via the ESM server that you want to connect the

endpoint to.

COMODO License IERET

Activate COMODO Endpoint Security

i) Activate with a License Key

Choose this option if you have a valid license key and would like to use it

@ Activate with an ESM Server

Choose this option if you are using COMODO Endpoint Security Manager console
to manage this endpoint

Option 1 - Using the license key:
»  Choose Activate with a License Key and click ‘Next'
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COMODO Endpoint Security

In order to activate:

Make sure you are connected to the Internet
Enter your license key or click here to obtain one

Activate the license and register your product

License Key:

-

By clicking "Agree and Install” button, you agree to the installation and the User License Agreement(s)
below:
COMODO Endpoint Security License Agreement

< Back Agree and Install Cancel

+  Click the 'License Agreement' link, read the ‘License Agreement' fully and click 'Back'.
«  Click 'Agree and Install'
Step 3 - CES Installation

The installation progress will be displayed...
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COMOD O Endpoint Security Installer

Installing COMODO Endpoint Security. .

...and after completion, the application will start automatically.
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cCOMODO

Endpoint Security - ' At Risk

Realtime Protection: Active

Last Update:  Newer Updated

Scan Objects
Drog filas here

Silent Mode

You haven't performed an initial scan yet

The virus database will be updated automatically for the first time after installation.

COMODO scan

E_END_USER

rﬁ\ Threat(s) Found: 0

Threat Name

[ Apply Selected Actions ‘

[] Tumn offthis computer if no threats are found at the end ofthe scan

| Send To Background |

The screen will display details such as download speed, how much has been downloaded and the progress of the
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process. You can also send this task to the background by pressing the 'Send to Background' button and retrieve it in
the 'Task Manager' interface. Refer to the section 'Manage CES Tasks' for more details. When the virus database
has been downloaded, the '‘Completed' dialog will be displayed.

COMODO scan

Task: Quick Scan
Elapsed Time: 00:06:46

ification Engine Extension

rﬁ\ Threat(s) Found: 0

Threat Name

[ Apply Selected Actions ‘

[] Tumn offthis computer if no threats are found at the end ofthe scan

[ SeniToBaciomend |

If you do not want the scan to continue at this time, click the ‘Stop’ button.

After the scanning is complete, the results screen will be displayed.
COMODO scan

Task: Quick Scan
2d Time: 00:13:50

Scan Finished

& Threat(s) Found: 0

Threat Name |§| Action | Clean

[ Apply Selected Actions ‘

Turn off this computer if no threats are found at the end of the scan

l Send To Background ‘

If any threats are detected, they will be displayed and you can choose to take appropriate action from any of the
drop-down fields in the screen and click '‘Apply Selected Actions' button. Refer to the section 'Processing Infected
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Files' for more details.

If the endpoint is connected to a home or work network, then you are prompted to configure it at the 'Network
Detected!' dialog. At the top of the dialog, the connectivity mode will be displayed, whether wired or wireless.

COMO DO network Detecied

= Join a New Network
B \Wired: 192.168.40.128/24

Please select your location:

| am at Home

Choose if you are at home and have just connected your computer to a local
netwaork

| am at Work

Choose if you are at work place and have just connected your computer to a
local network

| am at a Public Place

Choose this option if you are at public place such as a coffee shop, hotel or
school etc.

[F] Do not detect new networks again

«  Select your location from the three options above

«  Select 'Do not detect new networks again' If you are an experienced user that wishes to manually set-up
their own trusted networks (this can be done in ‘Network Zones' and through the 'Stealth Ports Wizard')

Step 4 - Restarting Your System
In order for the installation to take effect, your computer needs to be restarted.

COMODO en dpoint Security

Restart Computer
Your computer needs to be restarted to complete the process.

You may choose to restart it now or postpone this to a later
time.

Remind me in:

30 minutes

Restart Now Fostpone

Please save any unsaved data and click 'Restart Now' to restart the system. If you want to restart the system at a
later time, click 'Postpone’. You will be reminded to restart the system as selected from the 'Remind me in:' option.

Option 2 - Activating via CESM
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«  Choose 'Activate with an ESM Server' and click 'Next'

cCOMODO Endpoint Security Installer

| C COMODO Endpoint Security

) Activate with a License Key

Choose this option if you have a valid license key and would like to use it

@ Activate with an ESM Server

Choose this option if you are using COMODO Endpoint Security Manager console to manage
this endpoint

Next > Cancel

The ESM server details that you want to connect the endpoint and the components that you want to activate screen
will be displayed.
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COMODO Endpoint Security Installer

._ c COMODO Endpoint Security

ESM Server: ESM Server Port:

27153

Choose which components fo activate:

7y CES Sandbox and Antivirus

©) CES Sandbox and Firewall

0y CES Sandbox

@ CES Suite (Sandbox, Antivirus and Firewall)

By clicking "Agree and Install” button, you agree to the installation and the User License Agreement(s)
below:
COMODO Endpoint Security License Agreement

< Back Agree and Install Cancel

Click the 'License Agreement' link, read the Subscriber Agreement fully and click 'Back'.

»  Enter the host name or IP Address of the CESM server in the ESM server text box and enter the port
through which the server listens for endpoint connections in the ESM server Port text box. (Default = 57193)

«  Select the components to be activated in your CES installation under the CESM license.
»  Click 'Agree and Install'
The installation progress will be displayed...
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cCOMODO Endpoint Security Installer

Installing COMODO Endpoint Security. ..

... and after successful completion, the CESM agent installation screen will be displayed.

COMODO

Creating Trust Online®

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved

24



COMODO

Creating Trust Online®

Comodo Endpoint Secu [i____t__y,__-,.,Us-er-f?j de

et =

Background Note on CESM Agent: The CESM agent is a small application installed on every managed endpoint
to facilitate communication between the endpoint and the CESM central server. The agent is responsible for
receiving tasks and passing them to the endpoint’s installation of Comodo Security Software (CES, CAS OR CAV
for Mac). Example tasks include changes in security policy, an on-demand virus scan, updates to the local antivirus
database or gathering reports that have been requested by the central service. As an additional security feature,
endpoint agents can only communicate with the specific instance of the central service which provisioned the
agent. This means the agent cannot be reconfigured to connect to any other CESM service. The agent also acts as
a tool for endpoint users to interact with the administrators for resolving any issues in their systems.

COMODO instal

U Install Required Packages
The feature requires installation of additional packages.

The following must be downloaded and installed:

Package Name License Agreement

COMODO ESM Agent

By pressing "Agree and Install”, you agree with user license agreements for all the
packages listed above.

Agree and Install

»  Click 'Agree and Install'.
The downloading and installing progress will be displayed.
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Installing COMODO ESM Agent...

After the agent installation, it will initiate communication with the CESM server from which it was downloaded.

Pending connection to ESM server ...

m 4T )

On completion, the agent icon will be displayed in the system tray....
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... and the license will be activated from the CESM server. Your CES installation can be remotely managed by the
CESM Server now.
«  Clicking the CESM Agent system tray icon will open a support chat window that enables you to interact with
your administrators for resolving any issues in your system. Refer to the section Instance User
Assistance for more details.

Note: CES 8.0+ features additional functionality that are not supported by Comodo Endpoint Security Manager
version 3.4 and lower versions. Please make sure to activate the CES 8.2 license from CESM 3.2 and higher
versions for full compatibility. The CES 8.2 features that are not supported by CESM 3.4 and lower versions are:

« Sandbox Rules
« Viruscope

» Network Zones detection auto action.

1.4.Starting Comodo Endpoint Security

After installation, Comodo Endpoint Security automatically starts whenever you start Windows and the CES Widget
will be displayed. In order to configure and view settings within Comodo Endpoint Security, you need to access the
main interface.

There are 4 different ways to access the main interface of Comodo Endpoint Security:

*  Windows Start Menu
*  Windows Desktop

+  Widget

« System Tray Icon

Start Menu
You can access Comodo Endpoint Security via the Windows Start Menu.
«  Click Start and select All Programs > Comodo > COMODO Endpoint Security > COMODO
Endpoint Security.
| COMODO
., COMODO Endpoint Security
COMODO Endpoint Security |
. Dragon

. Far Manager 2

. File Type Advisor

. Free Mda to MP3 Converter
. Games

. Genymotion

. Google Chrome

Back

| |555r':b programs and files yo |

Windows Desktop
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Widget
 Just click the information bar in the widget to start CES.

cCOMODO |
: Secure ’

f/_ ] '.rj'-}

You can also view other details in the widget such as number of tasks running and shortcuts to common CES tasks
and browsers. Refer to the section 'The Widget' for more details.

CES Tray Icon
« Just double click the shield icon to start the main interface.

A B W o o ) U7 16:47

01.09.2015

By right-clicking on the tray icon, you can access short cuts to selected settings such as enabling or disabling
Antivirus real-time scan, Firewall, Auto-Sandbox, Silent Mode and Widget option.

Silent Mode - Switches CES to Silent Mode to enable you to configuring without any interruptions from various
alerts in your computer. The operations that can interfere with users' configuration experience are either suppressed
or postponed.
In silent mode:

» Defense+ alert is suppressed as if it is in training mode;

« AV database updates and scheduled scans are postponed until the configuring is over;

»  Automatic isolation of unknown applications and real-time virus detection are still functional.
Deactivate Silent Mode to resume alerts and scheduled scans.
Widget - Click here for more details on CES Widget.

1.5.The Main Interface

The CES interface has been designed to be as clean and informative as possible while letting you carry out any task
you want with the minimum of fuss. Clicking the curved arrowed on the upper right lets you switch between the
home screen and the more advanced tasks interface. You can instantly run a virus scan on a file or folder by
dragging it into the scan box while ‘Silent Mode’ means you will not be interrupted by CES messages while you
perform other tasks. The Task Bar at the bottom of the home screen allows one-click access to important features
such as the antivirus scanner, the update checker and the CES Task Manager.
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Security Status Information Help button
Toggle
COMODO hetween
Endpoint Security Home Screen
and
Tasks Screen

Instant P . Realtime Protection:  Active
Scan 4
and | _ et U i Status Pane
Sandbox \ |

drop pane Drop Mes here

Siont Moda | % Silent mode
button

Taskhar contains shortcuts to ferquently executed tasks

Click the following links for more information:
« The Home Screen
»  The Tasks Interface
«  The Widget
»  The System Tray Icon
+ Instant Assistance

1.5.1. The Home Screen
The main interface of CES can be switched to display the 'Home'" screen or the "Tasks' interface. Click the curved
green arrow l:at the upper right of the interface to switch between home screen and tasks interface.

The home screen of CES allows you to carry out various tasks and also provides information about security
components. In the middle-left of the home screen there is an instant virus scan box into which you can drag-and-
drop files, folders or drives. If you flip this box, you can drag-and-drop programs here that to run them in the
sandbox. The pane on the right displays update status and real-time protection status. Clicking on the real-time
protection status will flip the pane and allow you to switch individual security components on or off. The Task Bar at
the bottom of the home screen allows you to add frequently executed tasks so that you can run any of the tasks with
a single mouse click. Click the links below to find out more about the home screen:

- Instantly scan objects / run a program in sandbox
* Adding tasks to the Task Bar
+  Silent mode
»  Get Help
Instantly scan objects / run a program in sandbox

The pane on the left side of the home screen flips between an instant virus scanner and an instant sandbox.
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Scan Objects Sandbox Objects
Drop files here Drop programs here

To run an instant scan, navigate to the file/folder that you want to scan and just drag and drop the file into the 'Scan
Objects' box. The virus scan will commence immediately. Refer to 'Instantly Scan Individual Files and Folders' for
more details.

To run a program in a sandboyx, first flip the pane by clicking the curved arrow at the top right side to display
'Sandbox Objects'.

Now, navigate to the program that you want to run in sandboxed environment and just drag and drop it into the box.
The program will start as usual but will be run in the CES sandbox. Refer to 'Run an application in a sandbox' for
more details.

Adding tasks to the Task Bar

The task bar contains a set of shortcuts which will launch common tasks with a single click. You can add any task
you wish to this toolbar. Click the handles to the left and right sides to scroll through all tasks.

« Toadd a task to the Task Bar, first open the tasks interface by clicking the curved arrow: ?
»  Expand any one of the General, Firewall, Sandbox or Advanced Tasks menus.
»  Right-click on the task you wish to add then click the message 'Add to Task Bar'.

sandbox [asks Y
. Run Virtual ] Open Shared Space
It Fun applicat Addto Task Bar e Open the storage space shared between
shortcuts for'o e virtual and real applications.
D Reset Sandbox E View Active Processes
Clean Sandbox data by erasing all the “iew the details of the processes active
content. on this computer.
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+  The selected task will be added to the Task Bar.

Tip - Many will find it useful to add 'Open Advanced Settings' to the task-bar as it contains several areas important
to the configuration of CES. To do this, from the 'Home' screen, click the 'Tasks' arrow at upper-right, click
'Advanced Settings' then right-click on 'Open Advanced Settings' and select 'Add to Task Bar'.

Silent mode

Switches CES to Silent mode to enable you to perform other tasks without any interruptions from various alerts in
your computer. The operations that are run normally are either suppressed or postponed in silent mode.

In silent mode:
« Defense+ alert is suppressed;

« AV database updates and scheduled scans are postponed until the silent mode is over;
«  Automatic isolation of unknown applications and real-time virus detection are still functional.
Deactivate Silent mode to resume alerts and scheduled scans.

Get Help

The Help button allows you to refer to our online help guide, run a self diagnostics test as well as view the version of
the application.

Online Help
Diagnostics
About

»  Online Help - Opens Comodo Endpoint Security's online help guide at http://help.comodo.com
« Diagnostics - Helps to identify any problems with your installation.

«  About - Displays the product version, virus signature database version, website database version (website
filtering URLs), details of active Viruscope Recognizers and copyright information. The 'About' dialog also
allows you to import a locally stored virus database and to enter a license key for CES.

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 31


http://help.comodo.com/topic-84-1-499-5468-Introduction-to-Comodo-Endpoint-Security.html

COMODO

Creating Trust Online®

Comodo Endpoint Security - User Gi e

COMODO about

cCOMODO
| ‘ Endpoint Security
Product Version: 8.2.0.4657

Database Version: 23050 |mport Virus Database

License Key: Viruscope Details
Patents Pending.
Copyright @ 2005-2015 COMODO.

»  Click Import Virus Database to import a locally stored virus signature database into CES.

«  Click on the number or text beside License Key to renew the license or activate the CES via ESM.

Click Viruscope Details to open a dialog which shows the Viruscope Recognizers that are active on your
system. Refer to the Viruscope section for more details.

1.5.2. The Tasks Interface

The links in the 'Tasks' interface allows you to configure every aspect of Comodo Endpoint Security.

COMODO

Endpoint Security

Q

General Tasks

Scan View Logs

Scan your computer for viruses and YWiew a record of security events, activity
Spyware. and alerts.

Update bl View Connections

Run the updater to check for program and Wiew applications which are connected to
virus database updates. the Internet.

View Quarantine

Wiew and manage threats quarantined by
virus scanner.

Firewall Tasks

Sandbox Tasks

Advanced Tasks
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Tasks are broken down into four main sections. Click the following links for more details on each:

»  General Tasks - Run antivirus scans, update virus database, view and manage quarantined threats and
view logs of security events, activity and alerts. Refer to the section General Tasks for more details.

- Firewall Tasks - Allow or block applications, manage ports, manage networks and configure advanced
firewall settings. Refer to the section Firewall Tasks for more details.

« Sandbox Tasks - Run applications in a virtual environment and configure advanced sandbox settings.
Refer to the section ‘Sandbox Tasks' for more details.

» Advanced Tasks - Create a boot disk to clean up highly infected systems; install other Comodo software
like KillSwitch and Cleaning Essentials; submit files to Comodo for analysis and gain access to the
'Advanced Settings' interface. Refer to the section 'Advanced Tasks' for more details.

1.5.3. The Widget

The CES Widget is a handy control that provides at-a-glance information about the security status, speed of
outgoing and incoming traffic and number of active processes. The Widget is disabled by default and can be enabled
from the System Tray Icon or in the 'User Interface' of General Settings.

Right clicking on the Widget opens a context sensitive menu similar to the one displayed on right clicking the CES
system tray icon. The context sensitive menu allows you to enable or disable CES components and configure
various settings. Refer to section The System Tray Icon for more details.

COMODO | COMODO | COMODO COMODO

«  The color coded row at the top of the widget displays your current security status. Double-clicking on 'At
Risk' or 'Needs Attention' opens the appropriate interface for you to take action immediately.

»  The second row tells you current status of the CES application:

o Thefirst buttor_ displays the number of programs/processes that are currently running in
the sandbox. Clicking the button opens the Active Process List interface, which allows you to identify
and terminate unnecessary processes. Clicking the 'More' button in this interface will open the
KillSwitch application. If KillSwitch is not yet installed, clicking this button will prompt you to download
the application. Refer to the sections View Active Process List and Identify and Kill Unsafe
Processes for more details.

« The second butto_ tells you how many CES tasks are currently running. Clicking the
button opens the Windows Task Manager interface.

+  The third button - displays how many files are added as 'Unrecognized' to the Files list and
are pending for submission to Comodo for analysis. Clicking on it opens the Files list interface which
displays the list of Unrecognized files.

The status row is displayed only if 'Show Status Pane' is enabled under 'Widget options of CES tray icon or
Widget right click menu. Refer to The System Tray Icon for more details. (Default = Disabled)

«  The third row contains shortcuts for five common tasks you have in the task bar at the bottom of the home
screen. Clicking the shortcut on the widget will run the task. The Common Tasks row is displayed only if
‘Show Common Tasks Pane' is enabled under 'Widget' options of CES tray icon or Widget right click menu.
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Refer to The System Tray Icon for more details. (Default = Enabled)

«  The fourth row displays the browsers installed in your computer system. Clicking on a browser icon will
open the browser inside the sandbox for a secure browsing session. You can tell the browser is running in
the sandbox because it will have a green border around it. Refer to Running an application inside the
sandbox for more details. The Browsers row is displayed only if 'Show Browsers Pane' is enabled under
'Widget' options of CES tray icon or Widget right click menu. Refer to The System Tray Icon for more
details. (Default = Enabled)

»  You can expand or collapse the Widget by clicking the arrow at the bottom.

1.5.4. The System Tray Icon

In addition to providing a short cut method to start CES, the system tray icon &= also provides short cuts to
configure security settings.

Right-clicking the system tray icon will provide you the option to enable or disable various security settings.

Antivirus »
Firewall »
Auto-Sandbox b
Viruscope 3
Silent Mode

Widget 2
Open ...

L=

Hover your mouse pointer on any of the menus and the following options are available.
«  Antivirus - You can enable or disable Real-time antivirus scan.

If this setting is disabled, immediately the Security Information in the main task interface and the Widget will turn red
alerting you of the status. In addition, a pop-up alert will be displayed.

cCOMODO Endpoint Security

Turn Off Antivirus
You have just turmed off a realtime security component.

Disabling a security component reduces the protection on
this computer.

How long should it stay disabled?

15 minutes

Cancel

You can select the period for which the security should be turned off from the drop-down.
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COMOD O Eendpoint Security

Turn Off Antivirus

You have just turmed off a realtime security component.

Disabling a security component reduces the protection on
this computer.

How long should it stay disabled?

|15 minutes -

15 minutes

30 minutes
&0 minutes

Permanenthy

Select the period and click 'OK'. If you have selected any of first three periods, the security component will be
enabled automatically after the chosen period.

+ Auto-Sandbox - You can enable or disable Auto-Sandbox. You can create rules for running potentially risky
applications on an isolated environment. Refer to the sections Sandbox and Configuring Rules for Auto-
Sandbox for more details.

«  Firewall - Options available are Block All, Custom Ruleset, Safe Mode, Training Mode and Disabled. Refer
to the section 'Firewall Settings' for more details. Clicking Settings from the options will open the Firewall
Settings interface. Refer to the section Firewall Settings for more details.

»  Auto-Sandbox - You can enable or disable Auto-Sandbox. Refer to the section 'Configuring Rules for
Auto-Sandbox' for more details.

- Viruscope - You can enable or disable Viruscope. Refer to the section Viruscope for more details.

- Silent Mode - Switches CES to Silent mode to enable you to configuring the application without any
interruptions from various alerts in your computer. The operations that can interfere with users' silent mode
experience are either suppressed or postponed.

In silent mode:
»  Defense+/Firewall alert is suppressed.

» AV database updates and scheduled scans are postponed until the silent mode is over;
- Automatic isolation of unknown applications and real-time virus detection are still functional.
Deactivate Silent mode to resume alerts and scheduled scans.

«  Widget - You can select whether or not the Widget is to be displayed and select the components of it to be
displayed.
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Antrirus b
i 3
v Show Firewall
Auto-Sandbox F
Always on top
Viruscope b
v Show Status Pane
v Show Common Tasks Pane silent Mode
| ¥ Show Browsers Pane ( widget ) b
J
Open ...
Exit

|"ﬁ|‘| ‘:_-'.' = | ':I.:I L
4 “\Il' o ' |=l—=I — 11ﬂ2f2ﬂ15 ol

«  Show: Toggles the display of widget. (Default = Disabled)

- Always on top: Displays the widget on top of all windows currently running on your computer.
(Default = Disabled)

« Show Status Pane: Displays the row indicating the current status of CES in the widget. (Default =
Disabled)

«  Show Common Tasks Pane: Displays the row containing shortcuts to common CES tasks in the
widget. (Default = Enabled)

»  Show Browsers Pane: Displays the row containing the shortcuts to browsers in your computer.
(Default = Enabled)

«  Open - Opens the CES interface.
«  Exit - Closes the CES application.

1.5.5. Instant Assistance

The 'Request Assistance...' features allows you to open a chat session with your local administrator or tech support
should you need help with problems on your computer. The chat interface allows you to describe your problem and,
if required and you agree, will allow the technician to remote desktop into your machine to directly resolve problems.

To request assistance from your administrator, please right-click on the CESM icon E in your system tray. If the tray
icon is not visible, please contact your administrator, who may have to install some software on your machine.

Assistance_
Change Language »
About...

1:52 PM
2/11/2015

[me )

pia]

«  Select 'Request Assistance..." to open a chat session. The chat interface works like most instant messaging
programs. Simply describe the issue you are experiencing in the field provided and click 'Send'".
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1.6.Understanding Security Alerts

Alerts Overview

+  Alert Types
«  Severity Levels
» Descriptions

+  Antivirus Alerts

« Firewall Alerts

« HIPS Alerts

» Device Driver Installation and Physical Memory Access Alerts
» Protected Registry Key Alerts
» Protected File Alerts
» Sandbox Alerts
« Sandbox Notification
» Elevated Privilege Alerts
« Viruscope Alerts

Alerts Overview

CES alerts warn you about security related activities and requests at the moment they occur. Each alert contains
information about the particular issue so you can make an informed decision about whether to allow or block it. Alerts
also let you specify how CES should behave in future when it encounters activities of the same type. The alerts also
enable you to reverse the changes made to your computer by the applications that raised the security related event.
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Type of Alert

Can be Antivirus,
Firewall, HIPS,
Sandbox, Viruscope or
Cloud Scanner

Color indicates COMODO Hirs
severity of the Alert

Description of activity or

Firewa”, H|PS and 3% trying to load the device driver i
/BF 55 connection attempt

Sandbox alerts are
color coded to
indicate risk level

High visibility icons quickly inform
you which applications and
techniques are involved in an alert.
Clicking the name of the
executables here opens a window
containing more information about
the application in question.

Clicking the handle .
Opens the alert_ i Allows the application to perform the action above
description which
contains advice

about how to react to Dlock

Blocks the application from performing the action above

the alert —
Jrast ax Click 'Show Activities' to open a list
b ™" ] Lets you choose a ruleset to apply Of act|v|t|es performed by the
[] Remember my answer process
Select this option to 4 Click these options to allow,
create a rule in block or otherwise handle the
respective module request

for the application in
question to allow or
block as per your
choice.

Alert Types

Comodo Endpoint Security alerts come in five main varieties, namely:

« Antivirus Alerts - Shown whenever virus or virus-like activity is detected. AV alerts will be displayed
only when Antivirus is enabled and the option 'Do not show antivirus alerts' is disabled in Real-
time Scanner Settings.

»  Firewall Alerts - Shown whenever a process attempts unauthorized network activity. Firewall alerts will
be displayed only when the Firewall is enabled and the option 'Do not show popup alerts' is
disabled in Firewall Settings.

»  HIPS Alerts - Shown whenever an application attempts an unauthorized action or tries to access
protected areas. HIPS alerts will only be generated if HIPS is enabled and Do NOT show popup
alerts is disabled.

« Sandbox Alerts (including Elevated Privilege Alerts)- Shown whenever an application tries to modify
the Operating System or related files and when the Defense+ automatically sandboxes an
unrecognizable file. Sandbox Alerts will be displayed only if privilege elevation alerts is enabled under
Sandbox Settings.
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»  Viruscope Alerts - Shown whenever a currently running process attempts to take suspicious actions.
Viruscope alerts allow you to quarantine the process & reverse its changes or to let the process go
ahead. Be especially wary if a Viruscope alert pops up ‘out-of-the-blue' when you have not made any
recent changes to your computer. Viruscope Alerts will be displayed only when Viruscope is enabled
under Defense+.

In each case, the alert may contain very important security warnings or may simply occur because you are running a
certain application for the first time. Your reaction should depend on the information that is presented at the alert.

Note: This section is concerned only with the security alerts generated by the Antivirus, Firewall, HIPS and Auto-
Sandbox components of CES. For other types of alert, see Comodo Message Center notifications, Notification
Messages and Information Messages.

Severity Level

The shield icons at the upper left of each alert are color coded according to the risk level presented by the activity or
request. However, it cannot be stressed enough that you should still read the information in order to reach an
informed decision on allowing or blocking the activity.

«  Yellow Icons - Low Severity - In most cases, you can safely approve these requests. The 'Remember my
answer' option is automatically pre-selected for safe requests

»  Orange Icons - Medium Severity - Carefully read the information in the alert description area before
making a decision. These alerts could be the result of a harmless process or activity by a trusted program
or an indication of an attack by malware. If you know the application to be safe, then it is usually okay to
allow the request. If you do not recognize the application performing the activity or connection request then
you should block it.

» Red Icons - High Severity - These alerts indicate highly suspicious behavior that is consistent with the
activity of a Trojan horse, virus or other malware program. Carefully read the information provided when
deciding whether to allow it to proceed.

Note: Antivirus and Viruscope alerts are not ranked in this way. They always appear with a red icon.

Alert Description

The description is a summary of the nature of the alert and can be revealed by clicking the handle as shown:

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 39



COMODO

Creating Trust Online®

Comodo Endpoint Secu [i____t__y,__-,.,Us-er-f?j de

e =

COMODO uvrs

| @ | Prock.exe is trying to access the disk directly

p D D @

ProcX.exe

FProck exe could not be recognized and it is abowt to access the disk
directly. Accessing the disk directly is not a comimon operation for

| everyday applications. However, some systerm profiling or disk
defragmentationfmanagement utilities may need to access a disk directly

The description tells you the name of the software/executable that caused the alert; the action that it is attempting to
perform and how that action could potentially affect your system. You can also find helpful advice about how you
should respond.

Now that we've outlined the basic construction of an alert, lets look at how you should react to them.

Answering an Antivirus Alert

Comodo Endpoint Security generates an Antivirus alert whenever a virus or virus-like activity is detected on your
computer. The alert contains the name of the virus detected and the location of the file or application infected by it.
Within the alert, you are also presented with response-options such as 'Clean’ or 'Ignore'.

Note: Antivirus alerts will be displayed only if the option 'Do not show antivirus alerts' is disabled. If this setting is
enabled, antivirus notifications will be displayed. This option is found under 'Security Settings > Antivirus >
Realtime Scan'. Refer to Real-time Scanner Settings for more details.
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COMODO antivirus Alert

Somelnfection@54321

Location: Cwir\archive.zip

More information: Unavailable

| Clean (Recommended)
Quarantines the file

L Ignore
Ignores the alert and allows the file operation

Show Activities

The following response-options are available:

« Clean - Disinfects the file if a disinfection routine exists. If no routine exists for the file then it will be
moved to Quarantine. If desired, you can submit the file/application to Comodo for analysis from the
Quarantine interface. Refer to Manage Quarantined Items for more details on quarantined files.

« lIgnore - Allows the process to run and does not attempt to clean the file or move it to quarantine. Only
click 'lgnore’ if you are absolutely sure the file is safe. Clicking 'Ignore" will open three further options:

. Ignore
lgnares the alert and allows the file operation

lgnore Once
Ignore and Add to Exclusions

lgnore and Report as False Alert

Show Activities

 Ignore Once -The file is allowed to run this time only. If the file attempts to execute on future
occasions, another antivirus alert is displayed.

+ Ignore and Add to Exclusions - The file is allowed to run and is moved to the Exclusions list -
effectively making this the 'lgnore Permanently' choice. No alert is generated if the same application
runs again.

« Ignore and Report as a False Alert - If you are sure that the file is safe, select 'lgnore and Report as
a False Alert'. CES will then submit this file to Comodo for analysis. If the false-positive is verified (and
the file is trustworthy), it will be added to the Comodo safe list.

Antivirus Notification

If CES detects a virus or other malware, it will immediately block it and provide you with instant on-screen
notification:
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COMODO antivirus

Fs
Malware Stopped

ApplicUnwnt Win32.Leaktest.Ghost@s7 119

ClsamplesiGhostiGhostiGhost exe

[] Hide these alerts

Please note that these antivirus notifications will be displayed only when 'Do not show antivirus alerts' check box in
Antivirus > Real-time Scan settings screen is selected and 'Show notification messages' check box is enabled in
Advanced Settings > User Interface screen.

Answering Firewall Alerts
CES generates a firewall alert when it detects unauthorized network connection attempts or when traffic runs
contrary to one of your application or global rules. Each firewall alert allows you to set a default response that CES

should automatically implement if the same activity is detected in future. The followings steps will help you answer a
Firewall alert:

COMODO rirewal

M Hijack_All.exe is trying to connect to Internet

Application:  Hijack_All.exe
Remaote: 127.0.01 - TCP
Paort: 1282

S

Allow

Allowes the connection request

Block

Blocks the connection request

@ Treat as
Lets you choose a rulesetto apply

[J Remember rmy answer Show Activities

Tip: Clicking the Show Activities link at the bottom right will open the Process Activities List dialog. The Process
Activities dialog will display the list activities of the processes run by the application.
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The Show Activities link is available only if Viruscope is enabled under Advanced Settings > Defense+ >
Viruscope. If none of the processes associated with the application that makes the connection attempt has started
before the alert is generated, the Show Activities link is disabled and will not open the Process Activities List dialog.

1. Carefully read the information displayed in clicking the down arrow in the alert description area. The Firewall
can recognize thousands of safe applications. (For example, Internet Explorer and Outlook are safe
applications). If the application is known to be safe - it is written directly in the security considerations
section along with advice that it is safe to proceed. Similarly, if the application is unknown and cannot be
recognized you are informed of this.

COMODO Firewall

W test wbs is trying to connect to the Internet

. Application:  testvhs
Remuote: B5.52102.94-TCP
Port: hitpa0)

testvbs could not be recognized and it is about to connectthe Internet. If

itis one ofyour everyday applicatio ou can allow this request.

If it is one of your everyday applications and you want to allow it Internet access to then you should select
Allow.

In all cases, clicking on the name of the application opens a properties window that can help you determine
whether or not to proceed:

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 43



COMODO

Creating Trust Online®

Comodo Endpoint Security - User Guide

t Properties

General |Sc:ript | Summary |

test
s | - : ying to eennect to the Internet

Type of file:  WBScript Script File

Opens with:  gg- Microsoft [R] windows

Location: C:h

Remaote: 0410394 -TCP
Port: hittp {80}
Size: 412 bytes (412 bytes) S

Size on digk:  4.00 KB [4.095 bytes]
4 Allow
Created: wednesday, October 03, 2012, 11:50:32 At Sl ~llowes the connection regquest

t adified: Wednesday, October 03, 2012, 11:50:32 Ak
Accezzed: Today, October 17, 2012, 1:33:56 PM | | Block

Aftributes; [JRead-only [ ] Hidden

Block the connection request

@ Treat as
3 Lets you choose a rulesetto apply

[ oK. ] l Baneel ] Apply [ rRemember my answer Show Activiies

If you don't recognize the application then we recommend you Block the application. By clicking the handle
to expand the alert, you can choose to block the connection (connection is not allowed to proceed), block &
terminate (connection is not allowed to proceed and the process/application that made the request is shut
down) or block, terminate and reverse (connection is not allowed to proceed and the process/application
that has made any changes will be rolled back)

COMODO Fr

5 i5 trying to connect to the Internet

h Application: testwhs
Remote: 655210394 - TCP

Port: hittp (20)
S
Block
: )
Blocks the connection request
Block Only

Block and Terminate

Block, Terminate and Reverse

Trasat ac

2. Ifyou are sure that it is one of your everyday application, try to use the 'Treat As' option as much as
possible. This allows you to deploy a predefined firewall ruleset on the target application. For example,
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you may choose to apply the policy Web Browser to the known and trusted applications 'Internet Explorer,
'Firefox' and 'Opera’. Each predefined ruleset has been specifically designed by Comodo to optimize the
security level of a certain type of application.

@ Treat as
| N
Lets vou choose a uleset to apply

Web Browser

Ftp Client

Allowed Application
Blocked Application
Ouptgpoimg Onby

Show Activites

[ Remember my answer

Remember to check the box Remember My Answer for the ruleset to be applied in future.

3. Ifthe Firewall alert reports a behavior, consistent with that of a malware in the security considerations
section, then you should block the request AND select Remember My Answer to make the setting
permanent.

Answering HIPS Alerts

Comodo Endpoint Security generates a HIPS alert based on the behavior of applications and processes running on
your system. Please read the following advice before answering a HIPS alert:

1. Carefully read the information displayed after clicking the handle under the alert description. Comodo
Endpoint Security can recognize thousands of safe applications. If the application is known to be safe - it is
written directly in the security considerations section along with advice that it is safe to proceed. Similarly, if
the application is unknown and cannot be recognized, you are informed of this.

COMODO uPs

surfer.exe is trying to execute surfer exe

surfer.exe surfer.exe

surfer.exe is a new executable and could not be recognized. Its parent
application surfer.exe was allowed to be executed previously. If surfer.exe

and surfer.exe are your mwda@s, you can allow this request.

Allow

If it is one of your everyday applications and you simply want it to be allowed to continue then you should
select Allow.
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If you don't recognize the application then we recommend you select Block the application. You can choose

to just block the connection, block & terminate or block, terminate and roll back any changes it may have
already done.

COMODO uirs

e—

@ | surfer exe is trying to execute surfer e

surfer.exe surfer.exe
; Block
Blocks the application from performing the action Lo
above
Block Only

Block and Terminate

Block, Terminate and Reverse

1 — Treat as

2. Ifyou are sure that it is one of your everyday applications and want to enforce a security policy (ruleset) to
it, please use the Treat As' option. This applies a predefined HIPS ruleset to the target application.

COMODO urs

E—

| @ | surfer.exe is trying to execute surfer.exe

surfer.exe surfer.exe

@. Treat as
Lets you choose aruleset to apply

Installer or Updater

Windows System Application

Isolated Application

Remember my answer Show Activities
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Avoid using the Installer or Updater ruleset if you are not installing an application. This is because treating
an application as an 'Installer or Updater' grants maximum possible privileges onto to an application -
something that is not required by most ‘already installed' applications. If you select 'Installer or Updater', you
may consider using it temporarily with Remember My Answer left unchecked.

3. Pay special attention to Device Driver Installation and Physical Memory Access alerts. Again, not many
legitimate applications would cause such an alert and this is usually a good indicator of malware / rootkit

like behavior. Unless you know for a fact that the application performing the activity is legitimate, then
Comodo recommends blocking these requests.

COMODO Hrs

fing to load the device driver

S

L Allow
Allowes the application to perform the action ahowve

Block

Blocks the application from performing the action abowe

Treat as
Lets you choose a ruleset to apply

[J rRemember my answer Show Activities

4. Protected Registry Key Alerts usually occur when you install a new application. If you haven't been

installing a new program and do not recognize the application requesting the access, then a 'Protected
Registry Key Alert' should be a cause for concern.
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srrstr.dll is trying to modify a protected registry
key

Allow
Allows the application to perform the action above

Block

Blocks the application from performing the action hd
above

Treat as
Lets you choose a rulesetto apply

Remember my answer Show Activities

5. Protected File Alerts usually occur when you try to download or copy files or when you update an already
installed application.

COMODO Hirs

i | firehole ywing to modify a protected file or
directory

firehole.exe
i i

Allow

Allowes the application to perfarm the action ahaowve

Block

Blocks the application fram peforming the action above

Treat as
Lets you choose a rulesetto apply

[] Remember my answer Show Activities

Were you installing new software or trying to download an application from the Internet? If you are
downloading a file from the 'net, select Allow, without selecting Remember my answer option to cut down
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on the creation of unnecessary rules within the firewall.

If an application is trying to create an executable file in the Windows directory (or any of its subdirectories)
then pay special attention. The Windows directory is a favorite target of malware applications. If you are not
installing any new applications or updating Windows then make sure you recognize the application in
question. If you don't, then click Block and choose Block Only from the options, without selecting
Remember My answer option.

If an application is trying to create a new file with a random file name e.g. "hughbasd.dll" then it is probably
a virus and you should block it permanently by clicking Treat As and choosing 'Isolated Application’ from
the options.

6. Ifa HIPS alert reports a malware behavior in the security considerations area then you should Block the
request permanently by selecting Remember My Answer option. As this is probably a virus, you should
also submit the application in question, to Comodo for analysis.

7. Unrecognized applications are not always bad. Your best loved applications may very well be safe but not
yet included in the Comodo certified application database. If the security considerations section says "If xxx
is one of your everyday applications, you can allow this request", you may allow the request permanently if
you are sure it is not a virus. You may report it to Comodo for further analysis and inclusion in the certified
application database.

8. IfHIPS isin Clean PC Mode, you probably are seeing the alerts for any new applications introduced to the
system - but not for the ones you have already installed. You may review the files with '‘Unrecognized'
rating in the 'File List' interface for your newly installed applications and remove them from the list for them
to be considered as clean.

9. Avoid using Trusted Application or Windows System Application policies for you email clients, web
browsers, IM or P2P applications. These applications do not need such powerful access rights.

Answering a Sandbox Alert

Comodo Endpoint Security generates a Sandbox alert if an application or a process tries to perform certain
modifications to the operating system, its related files or critical areas like Windows Registry and when it
automatically sandboxes an unknown application.

Please read the following advice before answering a Sandbox alert:

1. Carefully read the information displayed after clicking the handle under the alert description. Comodo
Endpoint Security can recognize thousands of safe applications. If the application is known to be safe - it is
written directly in the security considerations section along with advice that it is safe to proceed. Similarly, if
the application is unknown and cannot be recognized, you are informed of this.

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 49



Comodo Endpoint Securlty UserG de

COMODO

Creating Trust Online®

COMODO sandbox

f——

| TestTarget exe could not be recognized and
requests unlimited access to your computer

I TesiTarget.exe
Unidentified Publisher

The publisher of TestTarget exe has NOT digitally signed their
application. Hence the origin of this application should not be trusted.
Digital Signing helps with verifying the authenticity of applications. If you
are unsure, we strongly recommend you press the "Run Isolated™

== s

| ' Run Isolated (Default)

s the application with limited access rights

e

« Ifyou are sure that the application is authentic and safe and you simply want it to be allowed to continue
then you should select Run Unlimited. If you want the application not to be monitored in future, select
"Trust this application' checkbox. The application will be added to Files List with Trusted status.

button.

Run Isolated (Default)
Runs the application with limited access rights

Run Unlimited
Grants unlimited access to the application above

Block
Stops execution of the application abaove

[] Trustthis application

«  Ifyou are unsure of the safety of the software, then Comodo recommends that you run it with limited
privileges and access to your system resources by clicking the 'Run Isolated' button. Refer to the section
Unknown Files: The Scanning process for more explanations on applications run with limited privileges.

« Ifyou don't recognize the application then we recommend you select Block the application.

Run with Elevated Privileges Alert

The Sandbox will display this kind of alert when the installer of an unknown application requires administrator, or
elevated, privileges to run. An installer that is allowed to run with elevated privileges is permitted to make changes to
important areas of your computer such as the registry.

+ If you have good reason to trust the publisher of the software then you can click the 'Run Unlimited' button.
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This will grant the elevated privilege request and allow the installer to run.

« Ifyou are unsure of the safety of the software, then Comodo recommends that you run it with restricted
access to your system resources by clicking the 'Run Isolated' button.

« Ifthis alert is unexpected then you should abort the installation by clicking the 'Block' button (for example,
you have not proactively started to install an application and the executable does not belong to an updater
program that you recognize)

- Ifyou select 'Trust this application’ then CES assign Trusted Status to this file in the 'Files List' and no
future alerts will be generated when you run the same application.

Note: You will see this type of alert only if 'Detect installers and show privilege elevation alerts' is enabled. This can
be found in "Advanced Settings > Security Settings > Defense+ > Sandbox Settings'

There are two versions of this alert - one for unknown installers that are not digitally signed and the second for
unknown installers that are digitally signed but the publisher of the software has not yet been white-listed (they are
not yet a 'Trusted Software Vendor').

COMODO s COMODO s

| cuckoo _mp3_setup exe could not be recognized
| and request!. unlimited access to your

computer

0.3-windows exe could not be
1 and requests unlimited access to

your computer

! {1]1]

Unidentfied Publisher Bird¥oice Inc.

P il

Run Isolated (Default)
Rumns the application with limited access nghts

Run lsolated{Default)
Runs the application with Hmited access rights

| Run Unlimited
Grants unlimitad access to the application above

v . Run Unlimited

Grants unlimited access W the application above

Block

Stops execulion of the application above

. Block

S|\.|.l_- exgcution ol tha al’.l:J| calion above

[J Trust this application [ Trustthis application

Unknown and not digitally signed Unknown and digitally signed but the publisher not yet whitelisted
(Mot yet a Trusted Vendor)

»  Unknown and unsigned installers should be either isolated or blocked.

«  Unknown but signed installers can be allowed to run if you trust the publisher, or may be isolated if you
would like to evaluate the behavior of the application.

Also see:
« 'Unknown Files: The Scanning Processes' - to understand process behind how CES scans files

« 'Trusted Software Vendors' - for an explanation of digitally signed files and 'Trusted Software
Vendors'.

Sandbox Notification

The Sandbox will display a notification whenever it auto-sandboxes an unknown application:
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COMODO sandbox

% Application Isolated

. _|i some very long name 12312312312321312312difnskl...
has been Run Virtually

|:| Hide these alers Don't isolate it again

The alert will show the name of the executable that has been auto-sandboxed. The application will be automatically
added to the File List with the 'Unrecognized' rating.

«  Clicking the name of the application will open the File List interface with the currently sandboxed
application highlighted.

«  Clicking Don't isolate it again assigns ‘Trusted' status to the file in the File List, so that the application
will not be auto-sandboxed in future. Choose this option if you are absolutely sure that the executable
is safe.

Users are also reminded that they should submit such unknown applications to Comodo via the 'File List' interface.
This will allow Comodo to analyze the executable and, if it is found to be safe, to add it to the global safe list. This will
ensure that unknown but ultimately safe applications are quickly white-listed for all users.

Also see:

« 'Unknown Files: The Scanning Processes' - to understand process behind how CES scans files

Answering a Viruscope Alert

Comodo Endpoint Security generates a Viruscope alert if a running process performs an action that might represent
a threat to your privacy and/or security. Please note that Viruscope alerts are not always definitive proof that
malicious activity has taken place. Rather, they are an indication that a process has taken actions that you ought to
review and confirm because they have the potential to be malicious. You can review all actions taken by clicking the
'Show Activities' link.

Please read the following advice before answering a Viruscope alert:

1. Carefully read the information displayed in the alert. The 'More Information' section provides you the nature
of the suspicious action.
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B\ Found suspicious activity for process
@ BlutoForce.exe (10744)

Application: C\Program Files\Fopeye'BlutaForce exe

Maore information: Generic.Infector.

Clean (Recommended)

Cuarantines the file and undoes all of the changes
done byit.

Ignore
Ignores the alert and allows the file operation

Show Activities

« Ifyou are not sure on the authenticity of the parent application indicated in the 'Application’ field, you can
safely reverse the changes effected by the process and move the parent application to quarantine by
clicking 'Clean'.

- Ifitis a trusted application, you can allow the process to run, by clicking Ignore and selecting the option
from the drop-down.

« Ignore Once -The process is allowed to run this time only. If the process attempts to execute on
future occasions, another Viruscope alert is displayed.

» Ignore and Add to Trusted Files - The process is allowed to run and and the parent application
assigned Trusted' status - effectively making this the 'Ignore Permanently' choice. No alert is
generated if the same application runs again.

« To view the activities of the processes, click the Show Activities link at the bottom right. The Process
Activities List dialog will open with a list of activities exhibited by the process.
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Application Activities PID  Data

Ex = cmd.exe 2760

FEE @ BluteForce exe 2820

Load image file C:\WWindows\System32\sechost dll i
Load image file C:\Windows\winsxsiamdb4 _microsoft. windows.common-contr...

4 Load image file C\WWindows\System32iwinspool .drv

Load image file C:\Windows\System32wersion.dll

4 Load image file C\WYindows\System32\immaz2._dll

Load image file C:\Windows\System32\guard64 dll

Load image file C:\WWindows\System32\itLib.dll

4 Load image file C:\WWindows\System32\cryptbase. dll

Load image file C:\Windows\System32wuxtheme dll

4 Load image file C:\Windows\System32idwmapi_dll

EH Create registry key 5-1-5-21-276995555-200008927-1743316382-1000\Software\Mic.._
EH Create registry key 5-1-5-21-276995555-200008927-1743316382-1000\Software

EH Create registry key 5-1-5-21-278995555-200008927-1743316382-1000\Software\Mic._
EH Create registry key 5-1-5-21-276995555-200008927-1743316382-1000\Software\Mic...
HH Create registry key 5-1-5-21-276995555-200008927-1743316382-1000\Software\Mic._
Bl Create registry key 5-1-5-21-276995555-200008927-1743316382-1000\Software\Mic.
EH Create registry key 5-1-5-21-278995555-200008927-1743316382-1000\Software\Mic...

Column Descriptions

- Application Activities - Displays the activities of each of the processes run by the parent application.

- B -File actions: The process performed a file-system operation (create\modify\rename\delete file)
which you might not be aware of.

. - Registry: The process performed a registry operation (created/modified a registry key) which
might not be authorized.

. [ Process: The process created a child process which you may not have authorized or have
been aware of.

- & Network: The process attempted to establish a network connection that you may not have
been aware of.

- Ifthe process has been terminated, the activities will be indicated with gray text and will appear in
the list until you view the 'Process Activities List' interface. If you close the interface and reopen the
list within five minutes, the activities will appear in the list. Else, the terminated activities will not be
displayed in the list.

«  PID - Process Identification Number.
» Data - Displays the file affected by the action.
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2.General Tasks - Introduction

The 'General Tasks' interface allows you to quickly perform antivirus scans, update the virus database, manage
quarantined files, view CES event logs, view and manage Internet connections and manage CES running tasks.

COMODO

Endpcint Security ]

Secqre
Q

General Tasks

Scan View Logs

Scan your computer for viruses and View a record of security events, activity
spyware. and alerts.

Update bl View Connections
Run the updater to check for pragram and Wiew applications which are connected to

virus database updates. the Internet.

View Quarantine

View and manage threats quarantined by
Virus scanner.

Firewall Tasks

Sandbox Tasks

Advanced Tasks

'General Tasks' contains the following areas. Click the links to jump to the help page for that topic.
» Scan and Clean your Computer
» Instantly Scan Files And Folders
» Processing Infected Files
» Manage Virus Database and Program Updates
« Manage Quarantined Items
« View CES Logs
» View Active Internet Connections

2.1.Scan and Clean Your Computer

Comodo Antivirus leverages multiple technologies, including Real-time/On-Access Scanning and On-Demand
Scanning to immediately start cleaning or quarantining suspicious files from your hard drives, shared disks, emails,
downloads and system memory. The application also allows users to create custom scan profiles, time-table
scheduled scans and features full event logging, quarantine and file submission facilities. When you want to run a
virus scan on your system, you can launch an On-Demand Scan using the Scan option. This executes an instant
virus scan on the selected item.
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Q

General Tasks

Scan

Scan your computer for viruses and
Spyware

Update

Run the updater to check for program and
virus database updates

View Quarantine

View and manage threals quarantined by
vinus scanner.

Firewall Tasks

Sandbox Tasks

Advanced Tasks

View Logs

View a record of security events, activity
and alerts

View Connections

View applications which are connected to
the Internet

There are multiple types of antivirus scan that can be run from the 'Scan’ interface. Click the links below to find out
more on each:

21.1.

Run a Quick Scan

Run a Full Computer Scan
Run a Rating Scan

Run a Custom Scan

» Scan aFolder

« ScanafFile

» Create and Schedule a Custom Scan
Scan individual file/folder

Processing Infected Files

Run a Quick Scan

The 'Quick Scan' profile enables you to quickly scan critical areas of your computer which are highly prone to
infection from viruses, rootkits and other malware. The areas scanned include system memory, auto-run entries,
hidden services, boot sectors and other significant areas like important registry keys and system files. These areas
are of great importance to the health of your computer so it is essential to keep them free of infection.

You can customize which items are scanned under a '‘Quick Scan' and create a scan schedule from the 'Advanced
Tasks' interface. Refer to Antivirus Settings > Scan Profiles Antivirus Settings for more details.

To run a Quick Scan

Click 'Scan' from the General Tasks interface and click '‘Quick Scan' from the 'Scan' interface.

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 56



Comodo Endpoint Security - User Gui e

.-’/

COMODO scan

Quick Scan
Scans commaonly infected areas and memory.

Full Scan
Scans all the files and folders in the computer.

Rating Scan

Scans commaonly infected areas and memory in the
cloud for file reputation.

Custom Scan
Scan files and folders or run custom scan profiles.

COMODO

Creating Trust Online®

Last Scan:
20.08.2015

Last Scan:
HNever

Last Scan:
Hever

The scanner will start and first check whether your virus signature database is up-to-date:

COMODO scan

rﬂ\ Threat(s) Found: 0

Status: Updating

Threat Name

[ Apply Selected Actions ‘

[ Turn off this computer if no threats are found at the end of the scan

| Send To Background |
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If the database is outdated, the scanner will first download and install the latest database. Once CES has the latest
database, the scanner starts the scan and the progress will be displayed:

COMODO scan

Task: Quick Scan
Elapsed Time: 00:02:36

& Threat(s) Found: 0

Threat Name

\ Apply Selected Actions J

|| Turn offthis computer if no threats are found at the end of the scan

l Send To Background ‘

*  You can Pause, Resume or Stop the scan by clicking respective buttons. If you want to run the scan in the
background, click 'Send to Background'. You can still keep track of the scan progress from the "Task
Manager' interface.

»  On completion of scanning, the results will be displayed with a list of identified infections

« Toopen or close the lower panel that shows the list of infected files detected during the course of scan,
click the down/up arrow.
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COMODO scan

7 gy
100%

Quick Scan

Elapsed Time: 00:00:15

can Finished

& Threat(s) Found: 2

Threat Name Ql Action Clean
= ApplicUnsaf Win32 PornDialer AdultBrowser ~SAA@11733678

|— | ] cllusers\ybaskatovalappdata\roaming\microsoftwindows'. .. |+ Clean
= TrojWare Win32 PSW Ldpinch ~NNT@101951803

|— | ] cllusers\ybaskatovalappdata\roaming\microsoftwindows'. .. |+ Clean B

-

l Apply Selected Actions J

Turn offthis computer if no threats are found at the end of the scan

® Close l Send To Background ‘

You can use the search option to find a specific item in the list.
To use the search option, click the search |§| at the far right in the column header.

Threat Mame

m
[}

x [[<][>]

«  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
«  Enter partly or fully the name of the item as per the selected criteria in the search field.

Click the right or left arrow at the far right of the column header to begin the search.

« Clickthe 3 icon in the search field to close the search option.

»  Click 'Close' to close the results window

COMOD O Endpoint Security

ﬁ Are you sure you want to close the results window?

. Yes || No

»  Click 'Yes' in the confirmation window.

The scan results window displays the number of objects scanned and the number of threats (Viruses, Rootkits,
Malware and so on). You can choose to clean, move to quarantine or ignore the threat based in your assessment.
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Refer to Processing the infected files for more details.

2.1.2. Run a Full Computer Scan

The 'Full System Scan' scans every local drive, folder and file on your system. Any external devices like USB drives,
digital camera and so on are also scanned.

You can customize the items scanned during a 'Full System Scan and set-up a scan schedule from the 'Advanced
Tasks' interface.

Refer to Antivirus Settings > Scan Profiles for more details.
To run a Full Computer Scan
«  Click 'Scan' from the General Tasks interface and click 'Full Scan' from the 'Scan' interface.

COMODO scan

Quick Scan Last Scan:
Scans commaonly infected areas and memory. 20.08.2015

Full Scan Last Scan:
Scans all the files and folders in the computer. Never

Rating Scan

Scans commaonly infected areas and memory in the Never
cloud for file reputation.

Last Scan:

Custom Scan
Scan files and folders or run custom scan profiles.

The scanner will start and first check whether your virus signature database is up-to-date.
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COMODO scan

e —— ask: Check for signature updates
- apsed Time: 00:00:06
e

us: Updating

r% Threat(s) Found: 0

Threat Name

[ Apply Selected Actions ‘

[T] Turn off this computer if no threats are found atthe end of the scan

| Send To Background |

If the database is outdated, CES will first download and install the latest database before commencing the virus
scan.

COMODO scan

Task: Full Scan
Elapsed Time: 00:00:12

logon.exe

& Threat(s) Found: 0

Threat Name

[ Apply Selected Actions ‘

[7] Turn off this computer if no threats are found atthe end of the scan

[ sentToBacigons |
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»  You can Pause, Resume or Stop the scan by clicking the respective buttons. If you want to run the scan in
the background, click ‘Send to Background'.

COMODO send ToBa oud

What is a Background Task?

A task which runs in the background without interfering with
your normal PC activities,

Send To Background action, where awvailable, makes the task
suUch as scanning or updating continue running in the
background. These tasks are going to take longer to complete but
resource usage of the computer is going to be minimal.

Please use Task Manager in order to access therm later.

[] Do nat show this message again

You can still view scan progress by clicking ‘Task Manager' on the home screen.

COMODO scan

Full Scan
Time: 02:11:03

& Threat(s) Found: &

Threat Name
C:\__TMP_CIS\Disl zip|91exestealth exe
TrojWare Win32 PSW.Ldpinch. ~NNT@101951803

C:\Usersiybaskatova\AppDataiLocal\TempledPKnQde. exe.part
TrojWare Win32 Agent IPUM@315759834

C:\Users\ybaskatova\AppData'Local\TempirMCO0QRNh exe_part
TrojWare Win32 Kryptik. AXJX@294918402

C:\Users'ybaskatova\AppData\Local\TemplsrVIMOFNR. exe part
TrojWare Win32 Kryptik AXJX@294918402

\ Apply Selected Actions J

[] Turn offthis computer if no threats are found at the end of the scan

[ SeniToBasigond |

«  On completion of scanning, if any threats are found, an alert screen will be displayed.
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COMODO scan

£ N

100%

Task: Full Scan
Elapsed Time: 05:16:20

can Finished

& Threat(s) Found: 27
Threat Name |§| Aﬂioﬂ Clean
B @Worm. Win32 AutoRun ~APS
L | ] e-wusers\ybaskatovalappdata\roaming\microsoftwindows'_. |« Clean
E Win32 Jeefo A@EE5T4

-

}~ [ ] €:\Users\ybaskatova\AppData\Roaming\MicrosoftWindo... |« Clean B

\ Apply Selected Actions J

Turn off this computer if no threats are found atthe end of the scan

® Close l Send To Background ‘

You can use the search option to find a specific item in the list.
To use the search option, click the search |§.| at the far right in the column header.

Threat Name x (<[>

m
[»]

Click the chevron on the left side of the column header and select the search criteria from the drop-down.
Enter partly or fully the name of the item as per the selected criteria in the search field.

Click the right or left arrow at the far right of the column header to begin the search.

Clickthe ¥ icon in the search field to close the search option.

Click 'Close’ to close the results window

COMODO Endpoint Security

ﬁ Are you sure you want to close the results window?

I Yes ‘ I Mo

Click 'Yes' in the confirmation window.
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The scan results window displays the number of objects scanned and the number of threats (Viruses, Rootkits,
Malware and so on). You can choose to clean, move to quarantine or ignore the threat based in your assessment.
Refer to Processing the infected files for more details.

2.1.3. Run a Rating Scan

The 'Rating Scan' feature runs a cloud-based assessment on files on your computer to assess how trustworthy they
are.

Based on the trustworthiness, the files are rated as:
«  Trusted - the file is safe
«  Unknown - the trustworthiness of the file could not be assessed

« Bad - the file is unsafe and may contain malicious code. You will be presented with disinfection options for
such files.

To run a Rating scan
«  Click the curved 'Tasks' arrow on the home screen then click 'General Tasks' > 'Scan' > 'Rating Scan':

COMODO scan

Quick Scan Last Scan:
Scans commonly infected areas and memaory. 20.08.2015

Full Scan Last Scan:
Scans all the files and folders in the computer. Never

Rating Scan

scans commaonly infected areas and memory in the Never
cloud for file reputation.

Last Scan:

Custom Scan
Scan files and folders or run custom scan profiles.

Atfter the cloud scanners have finished their analysis, file ratings will be displayed as follows:
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Trust Level:
0.00%

Show |All Files
File Name

mmcss.dll

imma32_dll

mpic.sys

srvsve dll

W Trusted Files: 1021 3 Running Files: 71
™' unknown Files: 36 ] Autorun Files: 646

B Bad Files: 1 M Average File Age: 41 months

B

‘ Rating ‘ Age ‘ Autorun | Action |Clean

Trusted 44 months
Trusted 44 months
k4l 44 months

il 44 months

ortabledeviceconnect . KAl 44 months

-

\ Apply Selected Actions J

Turn off this computer if no threats are found atthe end of the scan

® Close

«  File Name: The file which was scanned

« Rating: The rating of the file as per the cloud based analysis

+ Age: The period of time that the file has been stored on your computer

« Autorun: Indicates whether the file is an auto-run file or not. Malicious auto-run files could be ruinous to
your computer so we advise you clean or quarantine them immediately.

Show |l Files [=]
. All Files
File Na )
Bad Files

m auti Unknown Files
Trusted Files

Running Files

shh Autorun Files

You can filter the results by rating using the 'Show' drop-down:

Each file identified as 'Bad' is accompanied with a drop-down box that allows you to 'Clean’, Trust' or 'Take no action'
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Show | all Files B
« File .. Q Search x (€| >|| Rating Age | A... | Action | Clean lz]
=] patra exe Bad - Bac... 18 minut. Clean O
Clean
% =
%| pcadm dil Lal Trusted 60 months
- . Mo Action
["7 pealua exe Trusted &0 months Trust

« Clean - If a disinfection routine is available for the selected infection(s), Comodo Antivirus will disinfect the
application and retain the application file. If a disinfection routine is not available, Comodo Antivirus will
move the files to Quarantine for later analysis. See Manage Quarantined ltems for more info.

« No Action - If you wish to ignore the file, select 'No Action'. Use this option with caution. By choosing to
neither 'Clean’ nor 'Trust, this file will be detected by the next ratings scan that you run.

« Trusted - The file assigned Trusted status in the File List and will be given 'Trusted' rating from the next
scan.

For the same action to be applied to all 'Bad' files, make a selection from the drop-down menu at the top of the
'Action’ column.

Show | Al Files [+]
File Name |§|‘ Rating ‘ Age ‘ Autorun | Action | Clean D éu
— cl
=] autochk exe Tr.. 44 mon... ean
Mo Action
%] listsve.dll Tr... 44 mon... Trust

(-

Click 'Apply Selected Actions' to implement your choice. The selected actions will be applied and a progress bar will
be displayed underneath the results:
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CD M 0 D 0 Rating Scan

Trust Level: ™ Trusted Files: 677 3 Running Files: 46
0.00% —-
' Unknown Files: 0 Autorun Files: 400

1 I I B Bad Files: 1 M Average File Age: 55 months

Show Al Files

File Hame |§|‘ Rating ‘ Age ‘ Auto... ‘ Action |Clean
ndptsp.tsp B9 m...
wrrnphoto. il B9 ...
null sys B9 m...
B msmsgs exe 28 m...
eventlog. dll B9 m...

[&) vyanem fon B9 m...

DEEEEE

el -.olying Actions...

Turn offthis computer if no threats are found at the end ofthe scan

You can use the search option to find a specific rule in the list.

To use the search option, click the search IC:),I at the far right in the column header.

Threat Mame

x [[<][>]

m

«  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
+  Enter partly or fully the name of the item as per the selected criteria in the search field.
«  Click the right or left arrow at the far right of the column header to begin the search.
« Clickthe 2 icon in the search field to close the search option.
Click 'Close' to close the results window
+  Click 'Close' to exit
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COMODO Endpoint Security

ﬁ Are you sure you want to close the results window?

| Yes || No

»  Click 'Yes'in the confirmation window.

2.1.4. Run a Custom Scan

Comodo Antivirus allows you to create custom scan profiles to scan specific areas, drives, folders or files in your
computer.

To run a custom scan, click 'Scan' from the 'General Tasks' interface then click 'Custom Scan'. The Custom Scan
panel will open:
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COMODO scan

Quick Scan Last Scan:
Scans commonly infected areas and memory. 20.08.2015

Custom Scan
Scan files and folders or run custom scan profiles.

Folder Scan
Select and scan a folder.

File Scan
Select and scan a file.

More Scan Options
Run custom scan profiles.

The 'Custom Scan' panel contains the following scan options. Click the links to jump to the help page for that topic.
« Folder Scan - scan individual folders
«  File Scan - scan an individual file
*  More Scan Options - create a custom scan profile here

2.1.4.1. Scan a Folder

The custom scan allows you to scan a specific folder stored in your hard drive, CD/DVD or in external devices like a
USB drive connected to your computer. For example you might have copied a folder from another computer in your

network, an external device or downloaded from Internet and want to scan it for viruses and other threats before you
open it.

To scan a specific folder
«  Click Scan from the 'General Tasks' interface and Click 'Custom Scan' from the 'Scan' interface
»  Click 'Folder Scan' from the 'Custom Scan' pane
»  Navigate to the folder to be scanned in the '‘Browse for Folder' window and click 'OK'
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COMODO scan

g Quick Scan Last Scan:
k=28 Scans commonly infected areas and memaory. 20.08.2015

x Custom Scan

Scan files and folders or run custom scan profiles.

Folder Scan

Browse For Folder

, inetpub
. PerflLogs "
. Program Files m
= 1. Program Files (B8] E

i 5uspiciuu5ﬁ|es|

| Suspicious programs

g tmp
[ 1) Users
[ L4 yitils i
Make Mew Folder ]

The folder will be scanned instantly and the results will be displayed with a list of any identified infections.
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COMODO scan

> Scan Finished
rﬁ\ Threat(s) Found: 10
Threat Name Action |Clean
& Application Win32 Adware BHO AA@115014
|— CASuspicious files\Probably suspisious filestinfected_files\test exe + Clean

= ApplicUnsaf Win32 PornDialer AdultBrowser ~SAA@11733678

}— CASuspicious files\Probably suspisious files\infected_files\91.exe + Clean

|— CASuspicious files\Probably suspisious files\infected_files\31AcP ...  Clean

=

I Apply Selected Actions ‘

Turn off this computer if no threats are found atthe end ofthe scan

The scan results window displays the number of objects scanned and the number of threats (Viruses, Rootkits,
Malware and so on). You can choose to clean, move to quarantine or ignore the threat based in your assessment.
Refer to Processing the infected files for more details.

Tip: Alternatively, you can perform an express scan on a folder by dragging and dropping it onto the CES interface
or by right clicking it. Refer to Scan Individual File/Folder for more details.

2.1.4.2. Scan a File

The custom scan allows you to scan a specific file stored in your hard drive, CD/DVD or in external devices like a
USB drive connected to your computer. For example you might have downloaded a file from the Internet or dragged
an email attachment onto your desktop and want to scan it for viruses and other threats before you open it.

To scan a specific file
«  Click Scan from the 'General Tasks' interface and Click 'Custom Scan' from the 'Scan' interface
»  Click 'File Scan' from the 'Custom Scan' pane
« Navigate to the file to be scanned in the 'Open’ window and click ‘Open’
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COMODO scan

Quick Scan Last Scan:
Scans commonly infected areas and memory. 20.08.2015

Custom Scan
Scan files and folders or run custom scan profiles.

Folder Scan
Select and scan a folder.

File Scan
Select and scan afile.

-
More S¢l @ Open
Run cusia

] =X=)

- Look in: | karantin - & ? > '
i MNarne : Date modified Type
el || winscp.md 12.06.2012 11:04 RND File

Recent Places

Desktop

Libraries

i

Computer

@

Network

dq | 1 b

File name: winscp.md -

Files of type: (Al Fies ) - | Cancsl |

The file will be scanned instantly. On completion of scanning, if any threats are found, an alert screen will be
displayed.
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COMODO scan

Status: Scan Finished
rﬁ\ Threat(s) Found: 1
Threat Name Action | Clean

= Application Win32 Adware BHO AA@115014

|— CASuspicious files\Probably suspisious fileslinfected_files\test exe & Clean

I Apply Selected Actions J

Turn off this computer if no threats are found at the end of the scan

The scan results window displays the number of objects scanned and the number of threats (Viruses, Rootkits,
Malware and so on). You can choose to clean, move to quarantine or ignore the threat based in your assessment.
Refer to Processing the infected files for more details.

Tip: Alternatively, you can perform an express scan on a file by dragging and dropping it onto the CES interface or
by right clicking it. Refer to Scan Individual File/Folder for more details.

2.1.4.3. Create, Schedule and Run a Custom Scan

By creating a custom scan profile, you can choose exactly which files and folders are scanned, when they are
scanned and how they are scanned. Once created and saved, your custom scan profile will appear in the scans
interface and can be run, on demand, at any time.

« Creating a Scan Profile
* Running a custom scan
To create a custom profile
»  Click the 'Tasks' arrow on the home screen to open the main Tasks menu
« In'General Tasks', click 'Scan'
«  Select 'Custom Scan' then 'More Scan Options'
»  The'Advanced Settings' interface will be displayed with 'Scans' panel opened
«  Click the handle at the bottom of the interface then select 'Add":
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@ Scans

This page allows you to add, remove and edit scan profiles and scheduled scans.

Name Action Last Scan Status

Full Scan Mever uD

Quick Scan 1111112015 2.19:32 aM @D

Cancel

The scan profile interface will be displayed.
«  Type a name for the profile in the 'Scan Name' text box
»  Click the handle at the bottom of the interface to select items to be included in the profile:
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COMODO scan

Scan Name: | Example Scan Profle

Define items to be scanned, scanning options and running schedule

ltems ~

Profile

Chscriptsiinstall_Software.vhs

T
& | B 3| | x
Add Files  Add Folder Rggicoln Rernove
Options b4

Schedule

« Add File - Allows you to add individual files to the profile.
« Add Folder - Allows you to select entire folders to be included in the profile

« Add Region - Allows you to add pre-defined regions to the profile (choice of 'Full Computer’,
'‘Commonly Infected Areas' and 'System Memory')

C 0 M 0 D 0 Choose a Fegion

—
Entire Computer

e

&« Commonly Infected Areas
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»  Repeat the process to add more items to the profile. Click 'OK' to confirm your choice.

»  Next, click 'Options' to further customize the scan:

COMODO scan

Scan Name: | Example Sacn Proﬁle|

Define items to be scanned, scanning options and running schedule

Items

Options

Enable scanning optimizations
This option increases the scanning speed significantly

Decompress and scan compressed files
This option allows scanner to decompress archive files e.g. .zip, .rar, etc. during scanning

[] Use cloud while scanning
This option allows scanner to connect to cloud to query file ratings

Automatically clean threats | Disinfect Threats -

When the threats are identified, perform the selected action automatically

[] Use heuristics scanning | |

Schedule

Cancel

» Options:

« Enable scanning optimizations - On selecting this option, the antivirus will employ various
optimization techniques like running the scan in the background in order to speed-up the scanning
process (Default = Enabled)

- Decompress and scan compressed files - When this check box is selected, the Antivirus scans
archive files such as .ZIP and .RAR files. Supported formats include RAR, WIinRAR, ZIP, WinZIP ARJ,
WinARJ and CAB archives (Default = Enabled)

« Use cloud while scanning - Selecting this option enables the Antivirus to detect the very latest viruses
more accurately because the local scan is augmented with a real-time look-up of Comodo's online
signature database. With Cloud Scanning enabled your system is capable of detecting zero-day
malware even if your local anitvirus database is out-dated. (Default = Disabled).

» Automatically clean threats - Enables you to select the action to be taken against the detected
threats and infected files automatically from disinfecting threats or moving the threats to quarantine
(Default = Enabled)

» Use heuristics scanning - Enables you to select whether or not Heuristic techniques should be
applied on scans in this profile. You are also given the opportunity to define the heuristics scan level.
(Default = Disabled).

«  Background Info: Comodo Endpoint Security employs various heuristic techniques to identify
previously unknown viruses and Trojans. 'Heuristics' describes the method of analyzing the code of a
file to ascertain whether it contains code patterns similar to those in known viruses. If it is found to do
so then the application deletes the file or recommends it for quarantine. Heuristics is about detecting
'virus-like' traits or attributes rather than looking for a precise virus signature that matches a signature
on the virus blacklist.

« This allows CES to 'predict' the existence of new viruses - even if it is not contained in the current virus
database.
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» Low - Lowest' sensitivity to detecting unknown threats but will also generate the fewest false
positives. This setting combines an extremely high level of security and protection with a low rate
of false positives. Comodo recommends this setting for most users.

»  Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a
corresponding rise in the possibility of false positives.

« High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more
false positives too.

+  Limit maximum file size to - Select this option if you want to impose size restrictions on files being
scanned. Files of size larger than that specified here, are not scanned, if this option is selected
(Default = 40 MB).

* Run this scan with - Enables you to set the priority of how much computer resources should be used
for the scan profile. You can select the priority from the drop-down.(Default = Disabled)

« Update virus database before running - Instructs Comodo Endpoint Security to check for latest
virus signature database updates from Comodo website and download the updates automatically
before starting the scanning (Default = Enabled)

» Detect potentially unwanted applications - When this check box is selected, Antivirus scans also
scans for applications that (i) a user may or may not be aware is installed on their computer and (ii)
may functionality and objectives that are not clear to the user. Example PUA's include adware and
browser toolbars. PUA's are often installed as an additional extra when the user is installing an
unrelated piece of software. Unlike malware, many PUA's are 'legitimate’ pieces of software with their
own EULA agreements. However, the 'true' functionality of the software might not have been made
clear to the end-user at the time of installation. For example, a browser toolbar may also contain code
that tracks a user's activity on the Internet (Default = Disabled).

»  Ifyou want the scan to run at specific times, click 'Schedule":

COMODO scan

Scan Name: | Example Scan Profile

Define items to be scanned, scanning options and running schedule
Items
Options

Schedule

Frequency: Start Time: | 2:00 AM &

) Do not schedule this task

Day(=) of Week

L A=) Sun  Mon Tue Wed Thu
@ Every Week

) Every Month

Cancel

+ Do not schedule this task - The scan profile will be created but will not be run automatically. The
profile will be available for manual on-demand scanning

»  Every Day - The Antivurus starts scanning the areas defined in the scan profile every day at the
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time specified in the Start Time field

«  Every Week - The Antivurus starts scans the areas defined in the scan profile on the day(s) of the
week specified in 'Days of the Week' field and the time specified in the 'Start Time' field. You can
select the days of the week by directly clicking on them.

«  Every Month - The Antivurus starts scans the areas defined in the scan profile on the day(s) of the
month specified in 'Days of the month' field and the time specified in the 'Start Time' field. You can
select the days of the month by directly clicking on them.

*  Run only when computer is not running on battery - This option is useful when you are using a
laptop or any other battery driven portable computer. Selecting this option runs the scan only if the
computer runs with the adopter connected to mains supply and not on battery.

*  Run only when computer id IDLE - Select this option if you do not want to disturbed when
involved in computer related activities. The scheduled can will run only if the computer is in idle
state

« Turn off computer if no threats are found at the end of the scan - Selecting this option turns
your computer off, if no threats are found during the scan. This is useful when you are scheduling
the scans to run at nights.

»  Click 'OK' to save the profile.

Note: The schedule scan will run only if it is enabled. Click the button under the Active column beside the
respective profile row to toggle between on and off status.

The profile will be available for deployment in future.

COMDDD Advanced Settings

@ Scans

This page allows you to add, remove and edit scan profiles and scheduled scans

) Name Action Last Scan Status
]  Full Scan Scan Never &
F  Quick Scan Scan 11112015 2:19:32 AM E_,
H

Example Scan Profile Scan MNever ﬂ:,
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To run a custom scan
+  Click "Scan' from the 'General Tasks' interface and Click ‘Custom Scan' from the 'Scan' interface
»  Click 'More Scan Options' from the 'Custom Scan' pane
«  The'Advanced Settings' interface will be displayed with 'Scans' panel opened.
»  Click 'Scan' beside the required scan profile.

Q Scans

This page allows you to add, remove and edit scan profiles and scheduled scans.

[ MName Action Last Scan Status

Full Scan MNever E

Quick Scan 1112015 21932 Am - @D

Example Scan Profile Never m

»  The scan will be started. On completion of scanning, if any threats are found, an alert screen will be
displayed.
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COMODO scan

]

o) Task: Example Scan Profile

apsed Time: 00:00:31

can Finished

&\ Threat(s) Found: 1
Threat Name Action | Clean
= Application. Win32 Adware BHO AA@115014

L CASuspicious files\Probably suspisious filestinfected_filesitest exe Cleaned

l Apply Selected Actions I

Turn off this computer if no threats are found at the end of the scan

«  The scan results window displays the number of objects scanned and the number of threats (Viruses,
Rootkits, Malware and so on). You can choose to clean, move to quarantine or ignore the threat based in
your assessment. Refer to Processing the infected files for more details.

2.2.Instantly Scan Files and Folders

You can scan individual files or folders instantly to check whether it contains any threats or infections. This is useful if
you have just copied a file/folder or a program from an external device like a USB drive, another system in your
network, or downloaded from Internet.

To instantly scan an item
« Drag and drop the item over the area marked 'Scan Objects' in the 'Home'" screen of the CES interface
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@@:” , ¢ Local.. » Program Files » - | g | | Search Program Files 2 |
File Edit View Tools Help
Organize = Open MNew folder = -~ [ @
& Favorites Mame Date modified Type |+
o — I —
@JnknownMusicConverter.exe ) 19.08.2015 13:51 Application
B Desktop J et EX 25.09.2012 317 File folder
| COMODO 18.09.2012 10:59 File folder

cCOMODO

Endpoint Security

Realtime Protection: Active

Last Update: 24 minutes ago |

Scan Objects
Drop files here

Subscription: 104 davs left Silent Mode ri]x

iew Quarantine Task Manager Advanced Settings

- Alternatively, right click on the item and select Scan with 'Comodo Antivirus' from the context sensitive menu
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@@;| ., %« Local.. » Program Files » - |1'n}| | Search Program Files 2 |
File Edit WView Tools Help
Organize * Open Mew folder i= i @
A Favorites MName Date modified Type =
|ﬁ‘.|§| T e e ey v 10 N2 3015 12.51 L | |
B Desktop . Interne L=
|| COMO @ Run as administrator

| Windo Troubleshoot compatibility

. Windof 1-Zip »
| WinPc! [af  Edit with Notepad++

b NVTDLqﬁ Scan with COMODOAHtiI.firuE)
W Windo| g3 " RunT andbox

e

F .
Pin to Taskbar

UnknownhusicConve Pin to Start Menu

Application
Date modified: 19.08.2( Z}\ Unlocker
Size: 29,3 ME

Restore previous versions
Send to *
Cut
Copy
Create shortcut

@ Delete
@ Rename

Properties

The item will be scanned immediately.
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COMODO scan

Task: EX\Program Files\UnknownMusicConverter.exe

Elapsed Time: 00:00:01
Status: Initializing

rﬁ\ Threat({s) Found: 0

Threat Name

I Apply Selected Actions I

[ Turn off this computer if no threats are found at the end of the scan

l Send To Background ‘

« On completion of scanning, if any threats are found, an alert screen will be displayed.
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COMODO =can

. C:\Program Files\Cuckoo\cuckoomp.exe

Elapsed Time: 00:00:08

n Finished

rﬁ Threat(s) Found: 1

Threat Name | Action |Clean

I
= ApplicUmintEadn

|— CARProgram FilesiCuckoowcuckoomp. exe iv‘clean

\ Apply Selected Actions l ;

Turn off this computer if no threats are found at the end of the scan

You can choose to clean, move to quarantine or ignore the threat based in your assessment. Refer to Processing
the infected files for more details.

2.3.Processing Infected Files

On completion of any on-demand or scheduled scanning, if any threats are found, an alert screen will be displayed.
The alert will display the number of threats/infections discovered by the scanning and provide you the options for
cleaning.
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COMODO scan

[
[ e |

100%

Full Scan

Elapsed Time: 02:52:19
can Finished

& Threat(s) Found: &

Threat Name |§| Action gclean

= Application WWin32 LeakTest ~TSE149925

|— || Cisuspicious_files\black _magic.exe _JCIean
= Application WWin32 LeakTest ~TS2E@91644

|— || Cisuspicious_fileshgueen_of narnia.exe _JCIean
= ApplicUment Win32 Leaktest Ghost@@as 119

|— || Cihsuspicious_files\Devil's Files\Ghost. exe + Clean
) b

Turn off this computer if no threats are found at the end of the scan

+  You can select the action to be taken on all the detected threats from the 'Action’ drop-down at the to
right...
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can Finished

&\ Threat(s) Found: &

Threat Name Igl Action Clean { E ’ =
S
i i Clean
= Application Win32 LeakTest ~TSE@ 149925
Ignore Once
L L] Chsuspicious_filesiblack magic. exe | Clear| Add to Trusted Files

Report as a False Alert

= Application Win32 LeakTest ~TS2@31644 add 1 Exclusions

L

|| Cihsuspicious_files\gueen_of_narnia. exe W/ Clean E

= ApplicUnwnt Win32. Leaktest. Ghost@sy 119
|

lean

. or the actions to be applied to individual items from the drop-down beside each item.

& Threat(g) Found: &

- ' | 1 -
Threat Name Q| Action |Clean E =
B Application.Win32 LeakTest. ~TSE 149925
|— || Csuspicious_files\black_magic exe | W Clean
- . o Clean Qe
El Application Win32. LeakTest ~TS2@91644
= Ignore COnce
|— |] Crisuspicious_files\queen_of_narnia exe + Add to Trusted Files
() Report a5 a False Alert
= ApplicUrant Win32. Leaktest. Ghosti@s? 119 o= Add to Exclusions
L L | Chsuspicious_files\Devil's Files\WShost.exe +f Clean |T
- o

Apply Selected Actions

The choices for the actions available are:

« Clean - If a disinfection routine is available for the selected intfction(s), Comodo Antivirus will disinfect the
application and retain the application safe. If the disinfection routine is not available, Comodo Antivirus will
move the infections to Quarantine for later analysis and restoring/removal of the files. For more details on
quarantine feature, refer to Manage Quarantined ltems.

+ Ignore Once - If you want to ignore the threat this time only, select 'lgnore Once'. The file will be ignored
only at that time. If the same application invokes again, the Antivirus will report it as a threat.

» Add to Trusted Files - If you trust the file, select 'Add to Trusted Files'. The file will be assigned Trusted
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status in the File List. The alert will not generated if the same application invokes again.

* Report as a False Alert - If you are sure that the file is safe, select 'Report as a False Alert'. The Antivirus
will send the file to Comodo for analysis. If the file is trustworthy, it is added to the Comodo safe list.

« Add to Exclusions - The file will be moved to Exclusions list and will not be scanned in future. The alert
will not generated if the same application invokes again.

»  After selecting the action(s) to be applied, click 'Apply Selected Actions'. The files will be treated as per the
action selected and the progress will be displayed.

CDMODO Scan

Task: Full Scan
Elapsed Time: 02:52:19

n Finished

&\ Threat(s) Found: &

Threat Name |§| Action Eclean

= Application WWin32 LeakTest ~TSE 149925

|—  Chsuspicious_filesihlack_magic exe |/ Clean

[=] Application WWin32 LeakTest ~TS2@3 1644
|— + Clsuspicious files\queen_of narnia.exe EJCIean
= ApplicUnwnt. Win32 Leaktest. Ghost@s7 119

L & Clisuspicious_files\Devil's FilesiGhost. exe EJCIean

hd

el -.;pying Actions... I Stop Applying Actions q

Turn off this computer if na threats are found atthe end ofthe scan

On completion the action taken against each threat will be displayed.
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CDMODO Scan

apsed Time: 02:52:19

an Finished

& Threat(s) Found: &

Threat Name |§| Acti.on Eclean
= Application WWin32 LeakTest ~TSE 149925
L  Chsuspicious_filesihlack_magic exe Cleaned
=] Application WWin32 LeakTest ~TS2@93 1644
|—  Chsuspicious_files\queen_of _narnia.exe
= ApplicUnwnt. Win32. Leaktest. Ghost@s7 119

|— & Chsuspicious_files\Devil's Files\Ghost. exe

Turn off this computer if na threats are found atthe end ofthe scan

«  Click 'Close' to close the results window...

cCOMODO Endpoint Security

ﬁ Are you sure you want to close the results window?

I Yes ‘ I Mo

»  C(lick "Yes' in the confirmation window.

2.4.Manage Virus Database and Program Updates

In order to guarantee continued and effective antivirus protection, it is imperative that your virus databases are
updated as regularly as possible. Updates can be downloaded to your system manually or automatically from
Comodo's update servers.
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To manually check for the latest virus Database and program updates

1. Switch to 'Tasks' screen and click 'General Tasks' to open the 'General Tasks' interface.

2. Click 'Update'. The application will start checking for program and database updates

cCOMODO

Endpoint Security

Q
General Tasks

= Scan @ View Logs
Scan your computer for viruses and View a record of security events, activity

spyware and alers

Update i)l View Connections

Run the updater to check for program an View applications which are connected to
virus database updates the Internet

[ View Quarantine
@)

View and manage threats quarantined by
Virus scanner.

Firewall Tasks
Sandbox Tasks

Advanced Tasks

The application will check for program and database updates from Comodo Servers.

COMODO Update

Task: Check for signature updates

Task Status

() Check for signature updates In Progress

View L ogs

e T ncgrouna |

Comod
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If the updates are available, they will be downloaded.

cCOMODO Update

Task: Download signatures

Task Statusg

&' Check for signature updates Completed
{7) Download signatures In Progress (36.2%)

Wiew Logs

[ Send to Background J

Note: You must be connected to Internet to download the updates.

If any program updates are available, they will be downloaded and a confirmation dialog will be displayed before
downloading them.

COMODO Endpoint Security

Updates are available.
Would you like to download them now?

Yes || | | what's New?

The virus signature database will be updated on completion.
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Task: Download updates

Status: Updates have been downloaded.

Status

Check for signature updates Completed

Download signatures Completed

Install signatures Completed

Check for program updates Updates Available

Download updates Completed

|- Send to Background |

If any program updates are available, they will be downloaded and a confirmation dialog will be displayed before
installing them.

COMODO Endpoint Security

Updates are ready to be installed.
Would you like to install them now?

. Yes || No | | wnats New?

«  Click 'Yes' to install the updates and keep your CES installation up-to-date.
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COMODO Update

|

Completed

Status

Check for signature updates Up to date
Check for websites database updates Up to date
Check for recognizer updates Up to date
Check for program updates Up to date

View Logs

Automatic Updates
By default, Comodo Antivirus automatically checks for and downloads database updates. You can modify these
settings in Advanced Tasks > Advanced Settings > Updates.

COMODO advanced Settings

.‘:; Updates

Check for program updates every 1 day(s)
Automatically download program updates

If checked, program updates will be automatically downloaded. You will still need to
choose when to install them

Check for database updates every 1 |hour(s) |v|

You can also configure Comodo Antivirus to download updates automatically before any on-demand scan. Refer to
Scan Profiles for more details.

2.5.Manage Quarantined Items

The quarantine facility removes and isolates suspicious files into a safe location before analyzing them for possible
infection. Any files transferred in this fashion are encrypted- meaning they cannot be run or executed. This isolation
prevents infected files from affecting the rest of your PC. If a file cannot be disinfected, then it provides a reliable
safe-house until the virus database is updated- neutralizing the impact of any new virus.

The Quarantine interface can be accessed by clicking View Quarantine from the 'General Tasks' interface.

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 92



COMODO

Creating Trust Online®

cCOMODO

Endpoint Security

Q
General Tasks

Scan View Logs

Scan your computer for viruses and View a record of security events, activity
Spyware and aleris

Update b View Connections

Run the updater to check for program and : View applications which are connected to
virus datag pdates the Internet

View Quarantine

View and manage threats quarantined
vinus scanner.

Firewall Tasks

Sandbox Tasks

Advanced Tasks

The 'Quarantine’ interface displays a list of items moved to Quarantine from the results of real-time scanning, on-
demand scanning and manually.

CDMODO Quarantine

[ Item Location Date/Time Q

[ Malware@#1poh2q3j6l5... M Cwork\Suspicious Files\UnknownMusicConver__ 11/11/2015 2:41:36 __

Column Descriptions
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» ltem - Indicates which application or process propagated the event;
« Location - Indicates the location where the application or the file is stored;
« Date/Time - Indicates date and time, when the item is moved to quarantine.

For details on adding executables identified as infected files during on-demand or real time scans to Quarantine,
refer to General Tasks > Scan and Clean Your Computer.

You can use the search option to find a specific quarantined item from the list by clicking the search icon |B| at the
far right in the column header and entering the item name in full or part. You can navigate through the successive
results by clicking the left and right arrows.

COMODO cuarantine

]
v ltem |Q

The Quarantined Items interface also allows you to:

» Manually add applications, executables or other files, that you do not trust, as a Quarantined
item

» Delete a selected quarantined item from the system

» Restore a quarantined item to its original location

+ Delete all quarantined items

«  Submit selected quarantined items to Comodo for analysis

Manually adding files as Quarantined ltems

If you have a file, folder or drive that you suspect may contain a virus and not been detected by the scanner, then
you have the option to isolate that item in quarantine.

To manually add a Quarantined Iltem
1. Click the handle from the bottom of the Quarantine interface
B TrojWare.... [E - art M...  15.07.2014 ... o
+ ‘ e ‘ €3 ‘ x ‘ v
Delete All

B TropWare.... [E art M...  15.07.2014 ..

Restore Submit

Refresh

2. Select 'Add' from the options.
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cCOMODO

a

Item
Win32.Je.
SB_RULE
TrojWare....
Malware@. ..
Packed....
TrojWare....
Win32.Je...
Win32.Je...
Win32.Je...

TrojWare....

O
O
O
O
O
]
]
]
]
O
O

TrojWare....

Quarantine

Location

1 W < O

watppData\Roaming\MicrosoftiWindows'\Start M.

" ixestealth_exe

o ppdatallocaltemp\edpkngde_exe part

1sion‘updater_exe
" "

o BppData\RoamingWWicrosoftWindows\Start M.

nlume2\DEVLAND-XML.EXE
‘8ppData\Roaming\MicrosoftiWindows\Start M...

: .-’-\ppData‘LRoaming\Micrnsnﬂ\Windows\Stan M...

o ppDataiRoaming\MicrosoftWindows\Start M.

S

Cr x
Delete All

®

Restore
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Fe

Date/T... |Q,

15.07.2014 _.

14.07.2014 _.

15.07.2014 _.

15.07.2014 _.

15.07.2014 _.

15.07.2014 _.

art M___
v

M
Submit |

Refresh

3. Navigate to the file you want to add to the quarantine and click '‘Open’".

16.07.2014 _.

15.07.2014 _.

16.07.2014 _.

15.07.2014 _.

15.07.2014 _.

(€] Open

Look in:

g
g

Recent Places

Libraries

LY

Computer

@

M etw.brk

. Popeye - @& M

Marne . Date modified Type

(27 abduct_ochyveoyl 9/29/2014 12:26 PM  Applicatic
¥ bluto_force 0/29/2014 12:28 PM Applicatic
ﬁ escape_fort 9/29/2014 12:27 PM  Applicatic
% pirate_call 0/20/2014 12:28 PM Applicatic
- search_olyveoyl 0/29/2014 12:29 PM Applicatic
| % skull_flag 9/29/2014 12:27 PM  Applicatic
4| 1 P
File name: skull_flag -
Files of type: Al Files (*) v Cancel

The file will be added to Quarantine. You can even send the file for analysis to Comodo, for inclusion in the white list
or black list, by clicking Submit from the options.
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To delete a quarantined item from the system

+  Select the item(s) from the 'Quarantine’ interface
«  Click the handle from the bottom of the interface and select 'Delete’ option.
This deletes the file from the system permanently.

To restore a quarantined item to its original location

»  Select the item(s) from the Quarantine interface
»  Click the handle from the bottom of the interface and select 'Restore' option.

COMODO Endpoint Security

Would you like to add these files to your AV excluded files

too?

An option will be provided to add the file(s) to Exclusions list and if 'Yes' is opted, these files will not be scanned
again.

The file will be restored to the original location from where it was moved to Quarantine. If the restored item does not
contain a malware, it will operate as usual. But if it contains a malware, it will be detected as a threat immediately, if
the Real-Time Scanning is enabled or during the next scan.

To remove all the quarantined items permanently

«  Click the handle from the bottom of the interface and select 'Clear' option.
All the quarantined items will be deleted from your system permanently.

To submit selected quarantined items to Comodo for analysis
«  Select the item(s) from the Quarantine interface

«  Click the handle from the bottom of the interface and select 'Submit' option.

You can submit the files which you suspect to be a malware or the files which you consider as safe but identified as
malware by Comodo Antivirus (False Positives). Comodo will analyze all submitted files. If they are found to be
trustworthy, they will be added to the Comodo safe list (i.e. white-listed). Conversely, if they are found to be malicious
then they will be added to the database of virus signatures (i.e. black-listed).

Note: Quarantined files are stored using a special format and do not constitute any danger to your computer.

2.6.View CES Logs

CES maintains a log of events which can be viewed at anytime by clicking 'View Logs' from the General Tasks
interface.
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General Tasks

Scan

Scan your computer forviruses and
spyware

Update

Run the updater to check for program and
virus database updates

View Quarantine

View and manage threats quarantined by
vinus scanner.

Firewall Tasks
Sandbox Tasks

Advanced Tasks

COMODO
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View Logs

View a record of security events, activity
and alerts

View Connections

View applications which are connected to
the Internet

The 'Log Viewer' module opens with its home screen displaying a summary of CES events:

CDMUDD fiew Logs

Show |Hame ]+ x Q
Security Events Protection
niections prevented
95.6%

UNKNGWT DFoGrams detecte

“ JISpicious activities bl |

= etwork aclivites blocked
Cloud lookup of unknown files
Good hles delactad

1.6% 1.7% 14% oo Bad files delected

Submitied files

B Antivirus Evenis

Updates
B HPS Events
B Sandbox Events Last update
B \iruscope Evenls Program version

B Firewall Events

o o o o

B/3172015 11:52.06 PM
8.2 04657

The left hand side of the home screen displays a bar graph showing a comparison of the Antivirus events and
Defense+ events. The right hand side displays a statistical summary of the Antivirus and Defense+ events, the
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results of cloud based scanning of your system and the version and update information of the CES installation on
your system.

- The interface contains a full history of logged events of Defense+ and Antivirus modules. Select the module
from the 'Show' drop-down at the top left to display that log type in the main window.

- To open a pre-exported/stored log file, click the open button + beside the drop-down and browse to the
location where the CES log file is stored

» Toclear the logs, click the clear button

Q

Click the following links for more explanations of the options available for each type of filter:

« Torefresh the logs, click the 'Refresh' button

'Logs per Module":
»  Antivirus
« Viruscope
+  Firewall
- HIPS
« Sandbox
'Other Logs":

+  Website Filtering

»  Alerts Displayed

» Tasks Launched

« File List Changes

» Trusted Vendors List

» Configuration Changes

2.6.1. Antivirus Logs

Comodo Antivirus documents the results of all actions performed by it in extensive but easy to understand reports. A
detailed scan report contains statistics of all scanned objects, settings used for each task and the history of actions
performed on each individual file. Reports are also generated during real-time protection, and after updating the
antivirus database and application modules.

The Antivirus logs can be viewed by selecting 'Antivirus Events' from the Show drop-down of the log viewer interface.
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COMODO view Logs - Current month

Show | Antivirus Events Yy + X =+ 0O

Date Location Malware Name Action Status Alert Activities

20.08.2... || C:\Suspicious f_. Vius.Win32Par... False Po... Success Related

20.08.2... || C\Suspicious f.. ViusWind2Hidr... AddToE... Success

Column Descriptions

1. Date - Indicates the date of the event.

Location - Indicates the location where the application detected with a threat is stored.
Malware Name - Name of the malware event that has been detected.

Action - Indicates action taken against the malware through Antivirus.

Status - Gives the status of the action taken. It can be either 'Success' or 'Fail'.

Alert - Gives the details of the alert displayed for the event

N o g~ ow N

Activities - Gives the details of activities executed by the processes that are run by the infected application.

Y
«  To export the Antivirus logs as a HTML file click the 'Export' button E
+  Toopen a stored CES log file, click the ‘Open’ button +
Q

+  Torefresh the Antivirus logs, click the 'Refresh’ button

« To clear the Antivirus logs click the 'Clear' button

2.6.1.1. Filtering Antivirus Logs

Comodo Endpoint Security allows you to create custom views of all logged events according to user defined criteria.
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You can use the following types of filters:
»  Preset Time Filters

» Advanced Filters

Preset Time Filters:
Clicking on the handle at the bottom enables you to filter the logs for a selected time period:

S
Please select period Today
From: |08/20/2015 || Current week
To: |08/2002015 |+] 1 Current month
Entire period

« Today - Displays all logged events for today.

«  Current Week - Displays all logged events during the current week. (The current week is calculated from
the Sunday to Saturday that holds the current date.)

«  Current Month - Displays all logged events during the month that holds the current date.

- Entire Period - Displays every event logged since Comodo Endpoint Security was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

«  Custom Filter - Enables you to select a custom period by choosing the 'From' and "To' dates under 'Please
Select Period'

Alternatively, you can right click inside the log viewer module and choose the time period.

) cwindows\system32\driv...  Scanned a__.
Refresh

|2 c-win Show advanced filter  3nned a...
Export

%] cowin oday inned a...
Current week

%] c:\prog Current month nned a...
Entire period

% C:\WindowsYS 2t Scanned a...

%] C:\Windows\system32WB... Scanneda...

Advanced Filters:

Having chosen a preset time filter, you can further refine the displayed events according to specific filters. Following
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are available filters for Antivirus logs and their meanings:
+ Action - Displays events according to the response (or action taken) by the Antivirus
» Location - Displays only the events logged from a specific location
« Malware Name - Displays only the events logged corresponding to a specific malware

«  Status - Displays the events according to the status after the action taken. It can be either 'Success' or 'Fail'
To configure Advanced Filters for Antivirus events

1. Click the funnel button T from the title bar. The Advanced Filter interface for AV events will open

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.
COMODO advanced Filter

Advanced Filter |Action
Action

Location
Malware Mame

Status

Cancel

You have 4 categories of filters that you can add. Each of these categories can be further refined by either selecting

or deselecting specific filter parameters or by the user typing a filter string in the field provided. You can add and
configure any number of filters in the 'Advanced Filter' dialog.

Following are the options available in the 'Advanced Filter' drop-down:

i. Action: The 'Action’ option allows you to filter the entries based on the actions taken by CES against the
detected threat. Selecting the 'Action’ option displays a drop down field and a set of specific filter
parameters that can be selected or deselected.
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COMODO advanced Filter

Advanced Filter |Action

Quarantine [7] Remave

[T Ignore Detect

] Ask [7] Restore

Block [7] Reverse

[[] False Positive [] Add To Exclusions
[[] Add To Trusted Files

Action

Cancel

a) Select 'Equal' or 'Not Equal' option from the drop down. 'Not Equal’ will invert your selected choice.

b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter
available are:

« Quarantine: Displays events where the user chose to quarantine a file
» Remove: Displays events where the user chose to delete an item

« Ignore: Displays events where the user chose to ignore an item

»  Detect: Displays malware detection events

«  Ask: Displays events where the user was asked for a response by a Defense+, Firewall or
Antivirus alert

» Restore: Displays events where an executable was quarantined and restored

»  Block: Displays events where an application was blocked by CES

» Reverse: Displays events where an application was reversed by CES

- False Positive: Displays events where an executable was falsely detected as malicious

+ Add To Exclusions: Displays events where an executable was added to the exclusion list

» Add To Trusted Files: Displays events where an executable was added to the trusted list
For example, if you checked the 'Quarantine’ box then selected 'Not Equal’, you would see only those
Events where the Quarantine Action was not selected at the virus notification alert.

ii. Location: The 'Location' option enables you to filter the log entries related to events logged from a specific
location. Selecting the 'Location' option displays a drop-down field and text entry field.
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COMODO rdvanced Filter

Advanced Filter |Location

Lacation |Cnntains v |c:\samples\d

Apply

a) Select 'Contains' or 'Does Not Contain' option from the drop-down field.

b) Enter the text or word that needs to be filtered.
For example, if you select 'Contains' option from the drop-down field and enter the phrase 'C:\Samples\' in
the text field, then all events containing the entry 'C:\Samples\' in the Location field will be displayed. If you

select 'Does Not Contain' option from the drop-down field and enter the phrase 'C:\Samples\' in the text
field, then all events that do not have the entry 'C:\Samples\' will be displayed.

iii. Malware Name: The 'Malware Name' option enables you to filter the log entries related to specific
malware. Selecting the 'Malware Name' option displays a drop-down field and text entry field.

CDMDD 0 Advanced Filter

Advanced Filter |Malware Name

| Malware Name |Contains || bluto_force
| Contains
Does Mot Contain

Cancel

a) Select 'Contains' or 'Does Not Contain' option from the drop-down field.
b) Enter the text in the name of the malware that needs to be filtered.

For example, if you select 'Contains' option from the drop-down field and enter the phrase 'bluto-force' in the
text field, then all events containing the entry 'bluto-force’ in the Malware Name field will be displayed. If you
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select 'Does Not Contain' option from the drop-down field and enter the phrase 'bluto-force' in the text field,
then all events that do not have the entry 'bluto-force' in the 'Malware Name' field will be displayed.

iv. Status: The 'Status' option allows you to filter the log entries based on the success or failure of the
action taken against the threat by CES. Selecting the 'Status' option displays a drop-down field and a
set of specific filter parameters that can be selected or deselected.

COMODO advanced Filter

Advanced Filter |Status

Status Success [C] Failure

Cancel

a) Select 'Equal' or 'Not Equal' option from the drop-down field. 'Not Equal’ will invert your selected
choice.

b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter
available are:

«  Success: Displays Events that successfully executed (for example, the malware was successfully
quarantined)

« Failure: Displays Events that failed to execute (for example, the database malware was not
disinfected)

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next
filter type and click 'Add'". You can also remove a filter type by clicking the X" button at the top right of the filter
pane.

«  Click 'Apply' for the filters to be applied to the Antivirus log viewer. Only those entries selected based on
your set filter criteria will be displayed in the log viewer.

2.6.2. Viruscope Logs

CES record the events whenever the Viruscope module detects, blocks or reverses a suspicious activity. Viruscope
logs can be viewed by selecting 'Viruscope Events' from the drop-down at the top of the log viewer interface.
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Show | Vinsscope Events o ¥ + % B Q
Date Location Mabware Hame Action Status Alert Activities
82015 4:08... || C:\Users\TesteriDeskbopst.exa  Genenic. Infectond Quarantne Success
B3N2015 4.08 Cilsers\TesteriDesktopt. exe  Genenic Infecion 4 Detect Success ecess Acivilies
BE12015 4:08 ClUsers\TesteriDesktopht exe  Genenc Infector 4 Rewerse Success
B2 406 .. || C:\Users\TesterDeskliophd exe  Generic.Infacior.4 Rzwrse Success
B8 4:06 . || C:\Wsers\TesterDeskiophd exa  Generic.Infectord Quarantne Success
12015 404 C:Wsers\TesteriDeskbop exa  Genatic Infecion 4 LE Success Eelated abert
2015 404 CilUsers\TesteriDeskbop exe  Genenc Infetion 4 Detect Success [Cess ACinilies
BO12015 4-04 ClUssrs TesterDesktapedt exe  Genenic Infector 4 Quarantme Success
BA2015 404 || C:'Users\Testor\Desktapvt.exs  Generic.Infecitor.d Heverse Success
RS 404 || C-Wsers\TesteriDeskbopvt.exa  Generic Infeciond Ask Success Related aber
BA2015 4:04 CMsers\TesterDesktopht exe  Generic Infecior 4 Detect Success [eCeas ACinics
-

Column Descriptions
1. Date - Indicates the date of the event.

2. Location — Indicates where the suspicious executable is stored.
3. Malware Name - Name of the detected malware.
4. Action - Indicates the action taken by Viruscope in response to the event.

» Reverse — Viruscope detected suspicious activity and attempted to reverse any changes made to
the file system.
»  Quarantine — Viruscope placed the suspicious file into quarantine

»  Detect - Viruscope detected malicious activity but did not quarantine the executable or reverse its
changes

»  Ask - Viruscope detected malicious activity and presented a pop-up asking the user whether it
should quarantine the executable or reverse the changes.

5. Status - Status of the action taken - 'Success' or 'Fail'.
6. Alert - If available, this provides further details about the event.

7. Activities — Details of activities executed by the suspicious process.

-
«  Toexport Viruscope logs as a HTML file, click the Export button : or right click inside the log viewer
and choose 'Export' from the context sensitive menu.

« Toopen a saved CES log file, click the Open button
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« Torefresh the Viruscope logs, click the Refresh button
'Refresh’ from the context sensitive menu.

or right click inside the log viewer and choose

+ To delete the Viruscope logs click the 'Clear' button

2.6.2.1. Filtering Viruscope Logs

CES allows you to create custom views of all logged events according to user defined criteria. You can use the
following types of filters:

e Preset Time Filters
» Advanced Filters

Preset Time Filters:

Clicking on the handle at the bottom enables you to filter the logs for a selected time period:

S
Please select period Today
From: |02/11/2015 || Current week
To:  |021102015 |+] 1 Current month
Entire period

- Today - Displays all logged events for today.

«  Current Week - Displays all logged events during the current week. (The current week is calculated from
the Sunday to Saturday that holds the current date.)

« Current Month - Displays all logged events during the month that holds the current date.

« Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

- Custom Filter — Enables you to select a custom period by choosing the 'From' and 'To' dates under 'Please
Select Period'.

Alternatively, you can right click inside the log viewer module and choose the time period.
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%] cwindows\system32\driv._. Scanned a...
Refresh
%] ¢ win Show advanced filter  3nned a...

Export

| c:wing oday inned a...
Current week

%[ c:\prog Current month inned a...
Entire period

B CA\WindowsYSwalemaZiant. anned a...

%] C:\Windows\system32WB... Scanned a...

&

Advanced Filters

Having chosen a preset time filter you can further refine the displayed events according to specific filters. You can
filter by:

« Action - Displays events according to the response (or action taken) by the Viruscope

« Location - Displays only the events logged from a specific location

» Malware Name - Displays only the events logged corresponding to a specific malware

- Status - Displays the events according to the status after the action taken. It can be either 'Success' or 'Fail'

To configure Advanced Filters for Viruscope events

1. Click the funnel button T from the title bar. The Advanced Filter interface for Firewall events will open.

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.

COMODO Advanced Filter

Advanced Filter |Action

Action
Location

Malware Mame

Status

Cancel

Each of these 4 categories can be further refined by either selecting or deselecting specific filter parameters or
typing a string into the field provided.

i. Action: The 'Action' option allows you to filter the entries based on the actions taken by CES against the
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detected threat. Selecting the 'Action’ option displays a drop down field and a set of specific filter
parameters that can be selected or deselected.

COMODO Advanced Filter

Advanced Filter |Action

Quarantine [[] Remave
Ignore [] Detect

Action ] Ask [[] Restore
] Block [[] Reverse
[] Add To Trusted Files

Cancel

a. Select 'Equal’ or 'Not Equal' option from the drop down. '‘Not Equal' will invert your selected choice.
b. Now select the check boxes of the specific filter parameters to refine your search. The parameter available
are:
« Quarantine: Displays events where the user chose to quarantine a file

«  Remove: Displays events where the user chose to delete an item
« Ignore: Displays events where the user chose to ignore an item
« Detect: Displays events for detection of a malware

«  Ask: Displays events when user was asked by alert concerning some Defense+, Firewall or
Antivirus event

« Restore: Displays events of the applications that were quarantined and restored
«  Block: Displays events of the applications that were blocked
« Add To Trusted Files: Displays events of the applications that were added to trusted files

For example, if you checked the 'Quarantine’ box then selected 'Not Equal', you would see only those
Events where the Quarantine Action was not selected at the virus notification alert.

ii. Location: The 'Location' option enables you to filter the log entries related to events logged from a
specific location. Selecting the 'Location’ option displays a drop-down field and text entry field.
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COMODO advanced Filter

Advanced Filter |Location

Location Contains Ch\Program Files

Contains

Does Mot Contain

Cancel

a. Select 'Contains' or 'Does Not Contain' option from the drop-down field.
b. Enter the text or word that needs to be filtered.

For example, if you select 'Contains' option from the drop-down and enter the phrase 'C:\Samples' in
the text field, then all events containing the entry 'C:\Samples' in the Location field will be displayed. If
you select 'Does Not Contain' option from the drop-down field and enter the phrase 'C:\Samples' in the
text field, then all events that do not have the entry 'C:\Samples' will be displayed.

iii. Malware Name: The 'Malware Name' option enables you to filter the log entries related to specific
malware. Selecting the 'Malware Name' option displays a drop-down field and text entry field.

COMODO advanced Filter

Advanced Filter |Malware Name

Malware Mame | Contains I~

Contains

Does Mot Contain

Cancel

a. Select 'Contains' or 'Does Not Contain' option from the drop-down field.

b. Enter the text in the name of the malware that needs to be filtered.
For example, if you choose 'Contains' option from the drop-down and enter the phrase 'Bluto-Force' in
the text field, then all events containing the entry 'Bluto-Force' in the Malware Name field will be
displayed. If you choose 'Does Not Contain' option from the drop-down and enter the phrase 'Bluto-
Force' in the text field, then all events that do not have the entry 'Bluto-Force' in the ‘Malware Name'
field will be displayed.

iv. Status: The 'Status' option allows you to filter the log entries based on the success or failure of the action
taken against the threat by CES. Selecting the 'Status' option displays a drop-down field and a set of
specific filter parameters that can be selected or deselected.
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Advanced Filter |Status

Status Equal Success [ Failure
Equal

Mot Equal

Cancel

a. Select 'Equal’ or 'Not Equal' option from the drop-down field. 'Not Equal' will invert your selected choice.

b. Now select the checkboxes of the specific filter parameters to refine your search. The parameter available
are:

»  Success: Displays Events that successfully executed (for example, the malware was successfully
quarantined)

« Failure: Displays Events that failed to execute (for example, the database malware was not disinfected)

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next

filter type and click 'Add'". You can also remove a filter type by clicking the 'X" button at the top right of the filter
pane.

«  Click 'Apply' for the filters to be applied to the Viruscope log viewer. Only those entries selected based on
your set filter criteria will be displayed in the log viewer.

2.6.3. Firewall Logs

CES records a history of all actions taken by the firewall. Firewall 'Events' are generated and recorded for various

reasons - including whenever an application or process makes a connection attempt that contravenes a rule in your
Rule sets or whenever there is a change in Firewall configuration.

The Firewall logs can be viewed by selecting 'Firewall Events' from the 'Show' drop-down of the log viewer interface.
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COMODO view Logs - Today

Show |Firewall Events [« T+ % B Q

Date | Application ‘ Action | Ta...| Pr...| Source IP ‘ Source P‘ Destl‘ De...| ~ Alert

5. @ C:\Program Files (x86)\... Asked Out UDF 192.168.75.187 52810 8.26.... 53 Related alert
S C:\Program Files (x86)\... Asked Out UDPF 192.168.75.187 37299 65....  40... Related alert
& C:\Program Files (x86)\l.. Asked Out TCP 19216875187 56763 46.2... 80 Related alert
S C-\Program Files (x86)\... Asked In UDP  192.168.75.139 62252 ... Related alert
B c\Program Files (x86)\..  Bloc... UDP 192.168.75.187 37299
B c\Program Files (x86)\..  Bloc... TCP  192.168.75.187 56817
S| C:\Program Files (x86)\... Bloc... TCP  192.168.75.187 56612

9 C:\Program Files (x86)\... Bloc... TCP 192.168.75.187 56807

-

Column Descriptions

1. Date - Contains precise details of the date and time of the connection attempt.

2. Application - Indicates which application or process propagated the event. If the application has no icon,
the default system icon for executable files are used

3. Action - Contains the actions for the events, indicating how the firewall has reacted to the connection
attempt.

4, Target - Indicates whether the connection attempt is inbound or outbound.

5. Protocol - Represents the Protocol used by the application that attempted to create the connection. This is
usually TCP/IP or UDP - which are the most heavily used networking protocols.

6. Source IP - States the IP address of the host that made the connection attempt. This is usually the IP
address of your computer for outbound connections.

7. Source Port - States the port number on the host at the source IP which was used to make this connection
attempt.

8. Destination IP - States the IP address of the host to which the connection attempt was made. This is
usually the IP address of your computer for inbound connections.

9. Destination Port - States the port number on the host at the destination IP to which the connection attempt
was made.

10. Alert - Gives the details of the alert displayed for the event

Y
» To export the Firewall logs as a HTML file click the Export button E

« Toopen a stored CES log file, click the Open button +

Q

«  Torefresh the Firewall logs, click the Refresh button
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« To clear the Firewall logs click the Clear button

2.6.3.1. Filtering Firewall Logs

CES allows you to create custom views of all logged events according to user defined criteria. You can use the
following types of filters:

*  Preset Time Filters
» Advanced Filters

Preset Time Filters:

Clicking on the handle at the bottom enables you to filter the logs for a selected time period:

S
Please select period Today
From: |11/11/2015 || Current week
To:  |111102015 [+] 1 Current month
Entire period

« Today - Displays all logged events for today.

«  Current Week - Displays all logged events during the current week. (The current week is calculated
from the Sunday to Saturday that holds the current date.)

+  Current Month - Displays all logged events during the month that holds the current date.

« Entire Period - Displays every event logged since CES was installed. (If you have cleared the log
history since installation, this option shows all logs created since that clearance).

«  Custom Filter - Enables you to select a custom period by choosing the 'From' and 'To' dates under
'Please Select Period'

Alternatively, you can right click inside the log viewer module and choose the time period.

SASystern Wolume Informati...  WirosWin32 0

Reftesh

iayste Show advanced filter £ 1¥IN32.0

WSyste = WWind2.t
Current week

Syste = W in32.

Current month

Entire period

Advanced Filters
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Having chosen a preset time filter, you can further refine the displayed events according to specific filters. Following
are available filters for Firewall logs and their meanings:

« Action - Displays events according to the response (or action taken) by the firewall
« Application - Displays only the events propagated by a specific application
« Destination IP - Displays only the events with a specific target IP address
« Destination Port - Displays only the events with a specific target port number
+ Direction - Displays only the events of Inbound or Outbound nature
«  Protocol - Displays only the events that involved a specific protocol
» Source IP address - Displays only the events that originated from a specific IP address
«  Source Port - Displays only the events that originated from a specific port number
To configure Advanced Filters for Firewall events

T

1. Click the funnel button from the title bar. The Advanced Filter interface for Firewall events will open.

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.

COMODO advanced Filter

Action L%
Ackion

Application

Advanced Filter

Destination IF
Destination Port
Cirection
Profocal

Source IP

Source Port

Apply ance

You have 8 categories of filters that you can add. Each of these categories can be further refined by either
selecting or deselecting specific filter parameters or by the user typing a filter string in the field provided.
You can add and configure any number of filters in the 'Advanced Filter' dialog.

Following are the options available in the '‘Advanced Filter' drop-down:

i. Action: Selecting the 'Action’ option displays a drop-down box and a set of specific filter parameters
that can be selected or deselected.
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COMO DO advanced Filter

Advanced Filter |Action v &  Add

| | Blocked [[] Asked
[ Allowed

Cancel

a) Select 'Equal' or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected
choice.

b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter
available are:

+  Blocked: Displays list of events that were blocked
«  Allowed: Displays list of events that were allowed
»  Asked: Displays list of events that were asked to the user
ii. Application: Selecting the 'Application' option displays a drop-down box and text entry field.

COMODO :rdvanced Filter

Advanced Filter |App|icati0n

Zontains

Application Contains lb\j bluto_force

Does Mok Conkain

a) Select 'Contains' or 'Does Not Contain' option from the drop-down box.

b) Enter the text or word that needs to be filtered.
For example, if you select 'Contains' option from the drop-down field and enter the phrase 'bluto-force' in the
text field, then all events containing the entry 'bluto-force' in the 'Application’ column will be displayed. If you
select 'Does Not Contain' option from the drop-down field and enter the phrase 'bluto-force' in the text field,
then all events that do not have the entry 'bluto-force' in the 'Application' column will be displayed.

iii. Destination IP: Selecting the 'Destination IP' option displays two drop-down boxes and a text entry
field.
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COMODO ~dvanced Filter

Advanced Filter |Destinatinn IP

Destination IP |Equa| hd 192.168.111.111

a) Select 'Equal' or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected
choice.

b) Select 'IPv4' or 'IPv6' from the drop-down box.
c) Enter the destination system's IP address that needs to be filtered.

For example, if you select 'Contains' option from the drop-down field, select IPv4 and enter 192.168.111.111
in the text fields, then all events containing the entry '192.168.111.111" in the 'Destination IP' column will be
displayed.

iv. Destination Port: Selecting the 'Destination Port' option displays a drop-down box and text entry field.

COMODO ~dvanced Filter

Advanced Filter |Destinatinn FPaort

Destination Port [Egual l\fi |EIDBD
Equal ’

Greater than
Greater than or Equal
Less than

Less than or Equal

Mok Equal

a) Select any one of the following option the drop-down box.
+ Equal
»  Greater than
«  Greater than or Equal

e Lessthan
» Lessthan or Equal
«  Not Equal

b) Now enter the destination port number in the text entry field.

For example, if you select 'Equal’ option from the drop-down field and enter 8080 in the text field, then all
events containing the entry '8080' in the 'Destination Port' column will be displayed.

v. Direction: Selecting the 'Direction' option displays a drop-down box and a set of specific filter
parameters that can be selected or deselected.
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COMODO advanced Filter

Advanced Filter |Direction

Direction Equal Out
Equal

Mot Equal

Cancel

a) Select 'Equal' or 'Not Equal' option from the drop-down box. 'Not Equal’ will invert your selected
choice.

b) Now select the check box of the specific filter parameters to refine your search. The parameter
available are:

« In: Displays a list of events that were directed into the system
< Out: Displays a list of events that were directed out of the system
vi. Protocol: Selecting the 'Protocol' option displays a drop-down box and a set of specific filter parameters
that can be selected or deselected.

COMODO rdvanced Filter

Advanced Filter |Protocol

TCP
O 1Pwd
Equal [l PUP
Mot Equal [ ICMPvE

Protocol Equal

Cancel
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a) Select 'Equal' or 'Not Equal' option from the drop-down box. 'Not Equal’ will invert your selected

choice.
b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter
available are:
- TCP
- UDP
- ICMP
- IPV4
- IGMP
- GGP
- PUP
- IDP
« IPV6
- ICMPV6
- ND

vii. Source IP: Selecting the 'Source IP' option displays two drop-down boxes and a set specific filter

parameters that can be selected or deselected.

COMODO rdvanced Filter

Advanced Filter |Snurce IP

Source P [Equal v 192168111111 | [IPvd v

Apply - Cance

a) Select 'Equal' or 'Not Equal' option from the drop-down box. 'Not Equal’ will invert your selected
choice.

b) Select 'IPv4' or 'IPv6' from the drop-down box.
c) Enter the source system's IP address that needs to be filtered.

viii. Source Port: Selecting the 'Status' option displays a drop-down box and a set specific filter parameters

that can be selected or deselected.

COMODO rdvanced Filter

Advanced Filter |SDUI’EE Fort

Source Port Equal
Equal

a0

Greater than
Greater than or Equal
Less than

Less than or Equal

Mot Equal
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a) Select any one of the following option the drop-down box.
e Equal
«  Greater than
«  Greater than or Equal

+ Lessthan
» Lessthan or Equal
«  Not Equal

b) Now enter the source port number in the text entry field.

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next
filter type and click 'Add'". You can also remove a filter type by clicking the "X button at the top right of the filter pane.

Click 'Apply' for the filters to be applied to the Firewall log viewer. Only those entries selected based on your set filter
criteria will be displayed in the log viewer.

2.6.4. HIPS Logs

Comodo Endpoint Security records a history of all actions taken by HIPS. HIPS 'Events' are generated and recorded for
various reasons. Examples include changes in HIPS settings, when an application is auto-sandboxed by HIPS, when
an application or process attempts to access restricted areas or when an action occurs that contravenes your HIPS
Rulesets.

The HIPS logs can be viewed by selecting 'HIPS Events' tab from the 'Show' drop-down of the log viewer interface.

COMODO view Lo gs - Today

Show |HIPS Events -] [ X |+ %|[B O

Date Application ‘ Flags ‘ Target

1111172015 . [ ci\windows\system32Wwbox... Scanned a_ .
11112015 .. 13 C:\Program Files\COMO... Scanned a...
11112015 .. B C:\Program Files\COMO.... Scanned a..

11112015 . [ C\Windows\system32wuc... Scanned a_.

111112015 .. 3] C:\Program Files\COMO... ~ Scanned a...

11112015 . B C:\Program Files\AdobelAc... Scanned a...

11112015 . %] C:\Program Files\COMO.... Scanned a...

1112015 .. %) C:\Windows\system32WI...  Scanned a..

-
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Column Descriptions

1. Date - Contains precise details of the date and time of the access attempt.

2. Application - Indicates which application or process propagated the event. If the application has no icon,
the default system icon for executable files are used.

3. Flags - Indicates flags set for the kinds of actions against the event triggered by the file.
4. Target - Represents the location of the target file.

5. Alert - Gives the details of the alert displayed for the event

-
«  To export the HIPS logs as a HTML file click the 'Export' button E
« Toopen a stored CES log file, click the 'Open’ button +

- Torefresh the HIPS logs, click the 'Refresh’ button t) .
« To clear the HIPS logs click the 'Clear' button X :
2.6.4.1. Filtering HIPS Logs

Comodo Endpoint Security allows you to create custom views of all logged events according to user defined criteria.
You can use the following types of filters:

* Preset Time Filters
» Advanced Filters

Preset Time Filters

Clicking on the handle at the bottom enables you to filter the logs for a selected time period:

~

Please select period Today

From: |08/20/2015 || Current week

To:  |08/2012015 |~| BE1 Current month
Entire period

»  Today - Displays all logged events for today.

«  Current Week - Displays all logged events during the current week. (The current week is calculated
from the Sunday to Saturday that holds the current date.)

«  Current Month - Displays all logged events during the month that holds the current date.

« Entire Period - Displays every event logged since Comodo Endpoint Security was installed. (If you
have cleared the log history since installation, this option shows all logs created since that clearance).

«  Custom Filter - Enables you to select a custom period by choosing the 'From' and 'To' dates under
'Please Select Period'
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Alternatively, you can right click inside the log viewer module and choose the time period.

| c-\windows\system32\driv..  Scanned a...
Refresh

12| cwin Show advanced filter  gnned a...
Export

%] cwing oday inned a...
Current week
13| c:\prog Current month anned a...

Entire period
[ CAWindowsYSglemaisiant.

anned a...

%] C:\Windows\system32WB... Scanneda...
Advanced Filters

Having chosen a preset time filter from the top panel, you can further refine the displayed events according to
specific filters. Following are available filters for HIPS logs and their meanings:

« Application - Displays only the events propagated by a specific application
» Flags - Displays events according to the response (or action taken) by HIPS
- Target - Displays only the events that involved a specified target application

To configure Advanced Filters for HIPS events

T

1. Click the funnel button from the title bar. The Advanced Filter interface for HIPS events will open.

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add" to apply the filter.
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COMODO advanced Filter

Advanced Filter |Application

Application
Flags

Target

Cancel

You have 3 categories of filter that you can add. Each of these categories can be further refined by either

selecting or deselecting specific filter parameters or by the user typing a filter string in the field provided.
Following are the options available in the 'Advanced Filter' drop-down:

i. Application: Selecting the 'Application' option displays a drop-down field and text entry field.

COMODO advanced Filter

Advanced Filter |Application

Application Contains

Contains

unknownmusicconverter.exe

Does Mot Contain

Cancel

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the text or word that needs to be filtered.

For example, if you select 'Contains' option from the drop-down field and enter the phrase 'cuckoomp3.exe'
in the text field, then all events containing the entry 'unknownmusicconverter.exe' in the 'Application’ column
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will be displayed. If you select 'Does Not Contain' option from the drop-down field and enter the phrase
‘unknownmusicconverter.exe' in the text field, then all events that do not have the entry
'unknownmusicconverter.exe' in the 'Application' column will be displayed.

ii. Flags: Selecting the 'Flags' option displays a drop down menu and a set of specific filter parameters that
can be selected or deselected.

COMODO advanced Filter

Advanced Filter |Flags |v| + Add

[[] Sandboxed As

B Scanned Online And Found
Malicious

[] Create Process
[C] Modify Key
[T] Direct Memory Access

[] Direct Keyboard Access
[ Load Driver
[ Instal Hook

Equal
Equal

Mot Equal

[] Execute Image
[[] Change Defense+ Mode

[C] Block File
1 Hanlke

|
[7] Scanned And Found Safe

[[] Access Memory

[7] Terminate Process

[C] Modify File

[7] Direct Disk Access

[7] Direct Monitor Access
[[] Send Message

[] Access COM Interface
[] DNS/RPC Client Access
[7] Shellcode Injection

[[] Suspicious

M1 Alart Snnnraccad

]

Cancel

c) Select 'Equal' or 'Not Equal' option from the drop down menu. 'Not Equal' will invert your selected

choice.

d) Now select the check-boxes of the specific filter parameters to refine your search. The parameter

available are:
«  Sandboxed As
»  Scanned Online and Found Safe
«  Scanned Online and Found Malicious
*  Access Memory
»  Create Process
»  Terminate Process
«  Modify Key
«  Modify File
»  Direct Memory Access
»  Direct Disk Access
» Direct Keyboard Access
»  Direct Monitor Access
»  Load Driver
+ Send Message
« Install Hook
«  Access COM Interface
» Execute Image
« DNS/RPC Client Access
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»  Change Defense+ Mode
+  Shellcode Injection

»  Block File
«  Suspicious
e Hook

»  Alert Suppressed

For example, if you select 'Equal’ option from the drop-down field and select 'Sandboxed as' from the
checkboxes, then only events of applications auto-sandboxed by HIPS will be displayed. If you select 'Not
Equal' option from the drop-down field and select 'Modify Key' check box, then all events that do not have
the entry 'Modify Key' in the 'Flags' column will be displayed. You can select more than one check box
options from this interface, as required.

iii. Target: Selecting the 'Target' option displays a drop-down menu and text entry field.

COMODO advanced Filter

Advanced Filter |Target

Contains svchost.exe

Contains

Does Mot Contain

Cancel

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.

b) Enter the text or word that needs to be filtered from the Target column.
For example, if you select 'Contains' option from the drop-down field and enter the phrase 'svchost.exe' in
the text field, then all events containing the entry 'svchost.exe' in the Target' column will be displayed. If you
select 'Does Not Contain' option from the drop-down field and enter the phrase 'svchost.exe’ in the text field,
then all events that do not have the entry 'svchost.exe' in the "Target' column will be displayed.

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next
filter type and click 'Add'". You can also remove a filter type by clicking the X' button at the top right of the filter pane.

Click 'Apply' for the filters to be applied to the HIPS log viewer. Only those HIPS entries selected based on
your set filter criteria will be displayed in the log viewer.
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2.6.5. Sandbox Logs

'Sandbox Events' are generated whenever an application is sand-boxed and provide more details about the
conditions of the sandboxing operation.

Sandbox logs can be viewed by selecting 'Sandbox Events' from the drop-down at the top of the log viewer interface.

COMODO view Logs - Period [07.26.2015 - 08.26.2015]

Show |Sandbox Events |"'I T + x B> Q

Date Application ‘ Rating ‘ Action ‘ Sandboxedby{ Alert

21.08.2015 .. C:\Users‘ybaskatova\Ap... Trusted Run Virtually User
21.08.2015 . C\Windows\System32\s... Trusted Run Virtually Sandbox Ser._.
21082016 . C\Windows\System32\s__.  Trusted Run Virtually Sandbox Ser___

21.08.2015 ... C:\Program Files\COMO...  Trusted Run Virtually Sandbox Ser._.

21.08.2015 .. C:\Program Files\COMO._..  Trusted Run Virtually Virtual Deskt. ..

Column Descriptions
1. Date - Indicates the date of the event.

2. Application - Indicates which application or process propagated the event. If the application has no
icon, the default system icon for executable files are used

Rating — Indicates the rating status of application
Action - Indicates the action taken by Sandbox in response to the event.

Sandbox by - Indicates the service or user which implemented the sandboxing operation.

o ok~ ow

Alert - Gives the details of the alert displayed for the event

+  To export the Sandbox logs as a HTML file, click the 'Export' button :

« Toopen a stored CES log file, click the 'Open’ button + .
Q

« Torefresh the Sandbox logs, click the 'Refresh’ button
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« To clear the Sandbox logs, click the 'Clear' button

2.6.5.1. Filtering Sandbox Logs

Comodo Endpoint Security allows you to create custom views of all logged events according to user defined criteria.
You can use the following types of filters:

*  Preset Time Filters
» Advanced Filters

Preset Time Filters

Clicking on the handle at the bottom enables you to filter the logs for a selected time period:

T
Please select period Today
From: |08/20/2015 || Current week
To: |08/2002015 |+] 1 Current month
Entire period

« Today - Displays all logged events for today.

«  Current Week - Displays all logged events during the current week. (The current week is calculated from
the Sunday to Saturday that holds the current date.)

»  Current Month - Displays all logged events during the month that holds the current date.

« Entire Period - Displays every event logged since Comodo Endpoint Security was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

«  Custom Filter — Enables you to select a custom period by choosing the 'From' and 'To' dates under 'Please
Select Period'.

Alternatively, you can right click inside the log viewer module and choose the time period.
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._6. cwindows\system32\driv..  Scanned a...
Refresh

%] ¢ win Show advanced filter  3nned a...
Export

(B c-\wind oday inned a...
Current week

2| c:\prog Current month nned a...
Entire period

B CA\WindowsYSwalemaZiant. anned a...

%] C:\Windows\system32WB... Scanned a...

Advanced Filters

You can further refine the displayed events according to specific filters. Following are available filters for 'Sandbox'
logs and their meanings:

«  Application - Indicates which application or process propagated the event. If the application has no icon,
the default system icon for executable files are used

- Rating - Indicates the rating status of application

« Action - Indicates the action taken by Sandbox in response to the event

« Sandbox by - Indicates whom application or process has been sandboxed to
«  Alert - Gives the details of the alert displayed for the event

To configure Advanced Filters for Sandbox Events

T

1. Click the funnel button from the title bar. The Advanced Filter interface for 'Sandbox' logs will open.

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.
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COMODO Advanced Filter

Advanced Filter |Application

Application
Rating
Action

Sandboxed by

Cancel

You have 4 categories of filters that you can add. Each of these categories can be further refined by either
selecting or deselecting specific filter parameters or by the user typing a filter string in the field provided.
You can add and configure any number of filters in the 'Advanced Filter' dialog.

Following are the options available in the 'Add" drop down menu:

i. Application: Selecting the 'Application’ option displays a drop-down field and text entry field.
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COMODO aavanced Filter

Advanced Filter |Application

Application Contains bladerunner.exe

Contains

Does Mot Contain

Cancel

a. Select 'Contains' or 'Does Not Contain' option from the drop-down menu.

b. Enter the text or word that needs to be filtered.

For example, if you select 'Contains' option from the drop-down field and enter the phrase 'bladerunner.exe'
in the text field, then all events containing the entry 'bladerunner.exe’ in the 'Application' column will be
displayed. If you select 'Does Not Contain' option from the drop-down field and enter the phrase
'bladerunner.exe' in the text field, then all events that do not have the entry 'bladerunner.exe' in the
‘Application’ column will be displayed.

ii. Rating: Selecting the 'Rating' option displays a drop down menu and a set of specific filter parameters that can be
selected or deselected.

COMODO advanced Filter

Advanced Filter |Rating

] None [] Unrecognized
[C] Trusted Malicious

Equal

Equal
Mot Equal

Cancel
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a. Select 'Equal' or 'Not Equal' option from the drop down menu. 'Not Equal' will invert your selected

choice.
b. Now select the check-boxes of the specific filter parameters to refine your search. The parameter
available are:

*  None

*  Unrecognized

e Trusted

*  Malicious

For example, if you select 'Equal’ option from the drop-down field and select 'Malicious' from the
checkboxes, then only events of applications that are identified as malicious will be displayed. If you select
'Not Equal' option from the drop-down field and checkbox 'Malicious', then all events that do not have the
entry 'Malicious' in the 'Rating' column will be displayed. You can select more than one check box options
from this interface, as required.

iii. Action: The 'Action’ option allows you to filter the entries based on privileges an auto-sandboxed application has
access to other software and hardware resources on your computer. Selecting the 'Action' option displays a drop
down field and a set of specific filter parameters that can be selected or deselected.

COMODO sdvanced Filter

Advanced Filter |Action + Add

[[] Run Restricted Run Virtually

Equal
Blocked [T Ignored

Equal
Mot Equal

Cancel

a. Select 'Equal' or 'Not Equal' option from the drop down. 'Not Equal' will invert your selected choice.

b. Now select the checkboxes of the specific filter parameters to refine your search. The parameter
available are:

* RunRestricted — Runs in a virtual environment completely isolated from your operating system and
files

« RunRestricted - The application is allowed to access very few operating system resources. It is
allowed to execute not more than 10 processes at a time and is run with very limited access rights

»  Blocked - The application is not allowed to run at all.
» Ignored - The application will not be sandboxed and allowed to run with all privileges.
For example, if you checked the 'Run Restricted' box then selected 'Not Equal', you would see only
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those Events where the Restricted Action was not selected at the sandbox notification alert.

iv. Sandboxed by: The 'Sandboxed by' option allows you to filter the entries based on who initiates running an auto-
sandboxed application on your computer. Selecting the 'Sandboxed by' option displays a drop down field and a set of
specific filter parameters that can be selected or deselected.

COMODO advanced Filter

Advanced Filter |Sandboxed by

[[] Sandbox Paolicy User
[[] Virtual Desktop [7] Sandboxed Process

Sandboxed by | Contains

Contains

Does Mot Contain

Cancel

a. Select 'Contains' or 'Does Not Contain' option from the drop-down field.
b. Enter the text or word that needs to be filtered.

For example, if you select 'Contains' option from the drop-down field and select 'User' checkbox in the
Sandboxed by, you will see only those Events where Sandbox Action containing 'User'.

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next
filter type and click 'Add". You can also remove a filter type by clicking the 'X' button at the top right of the filter
pane.

«  Click 'Apply' for the filters to be applied to the Sandbox log viewer. Only those entries selected based on
your set filter criteria will be displayed in the log viewer.

2.6.6. Website Filtering Logs

Comodo Endpoint Security maintains a log of Websites allowed or blocked to specific users by the 'Website Filter'.
You can configure rules to allow or block access to specific websites for particular users of your computer under
Advanced Settings > Security Settings > Firewall Settings > Website Filtering. For more details on configuring the
Website Filter, refer to the section Website Filtering. The Website Filtering log enables you to analyze the attempts
made by the other users to access the blocked or allowed websites.

The 'Website Filtering' logs can be viewed by choosing the 'Website Filtering' from the 'Show' drop-down of the log
viewer interface.
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COMODO view Logs
Show |Website Filtering
Date Website Category

28.01.2015 18:... http://stalefood.com/Freqp=1&reqr= Food Shops

Column Descriptions
1. Date - Contains precise details of the date and time of the event.

2. Website - Shows the url of the website that was blocked or allowed as per the rules configured in the
Website Filtering interface.

3. Category - Indicates the predefined category to which the website belongs.
4. Action - Indicates whether the access to the website was allowed or blocked to the user.

«  To export the 'Website Filtering' logs as a HTML file click the 'Export' =, or right click inside the
log viewer and choose 'Export' from the context sensitive menu.

« Toopen a stored CIS log file, click the 'Open' bu +

»  Torefresh the Alerts logs, click the 'Refresh’ bu t‘) or right click inside the log viewer and choose

'Refresh' from the context sensitive menu

« To clear the Alerts logs click the 'Clear' bu X

2.6.6.1. Filtering Website Filtering Logs

Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria.
You can use the following types of filters:

+ Preset Time Filters
+ Advanced Filters

Preset Time Filters
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Clicking on the handle at the bottom enables you to filter the logs for a selected time period:

S
Please select period Today
From: |11/11/2015 || Current week
To:  [11/11/2015 |+] 1| Current month
Entire period

« Today - Displays all logged events for today.

«  Current Week - Displays all logged events during the current week. (The current week is calculated from
the Sunday to Saturday that holds the current date.)

«  Current Month - Displays all logged events during the month that holds the current date.

- Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

«  Custom Filter - Enables you to select a custom period by choosing the 'From' and "To' dates under 'Please
Select Period'

Alternatively, you can right click inside the log viewer module and choose the time period.

SSystern Wolume Informati...  Wiros Win32 £

Refresh

\yste Show advanced filter - ¥¥IN32.5

YSyste = Wind2. .
Current week

Syste = W in32.

Current month

Entire period

Advanced Filters

Having chosen a preset time filter from the top panel, you can further refine the displayed events according to
specific filters. Following are available filters for Defense+ logs and their meanings:

»  Website - Displays only the events that involve a specific website
« Category - Displays only the events that involve attempts to access the websites of the specified category
+ Action - Displays only the events that involved the specified action

To configure Advanced Filters for Defense+ events

1. Click the funnel buttc T from the title bar or right click inside the log viewer module and choose 'Show
Advanced Filter' from the context sensitive menu. The Advanced Filter interface for 'Website Filtering'
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events will open.

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.

COMOD O advanced Filter

Advanced Filter |Website

Website
Category
Action

Cancel

You have 3 categories of filter that you can add. Each of these categories can be further refined by either selecting or

deselecting specific filter parameters or by the user typing a filter string in the field provided. Following are the
options available in the 'Advanced Filter' drop-down:

i. Website: Adding the 'Website' option displays a drop-down menu and text entry field.
COMODO Advanced Filter

Advanced Filter |Website

Website Contains E

facebook.com

Contains

Does Net Contain

Cancel

a. Select 'Equal’ or 'Not Equal' option from the drop-down menu.
b. Enter the url of the website that needs to be filtered.

For example, if you choose 'Equal' option from the drop-down and enter the phrase 'facebook.com'’ in
the text field, then all events that involve the website ‘facebook.com' in the "Website' column will be
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displayed. If you choose 'Not Equal' option from the drop-down and enter the phrase 'facebook.com' in
the text field, then all events that do not involve ‘facebook.com' will be displayed.

ii. Category: Selecting the 'Category' option displays a drop down menu and text entry field.

COMOD O ~dvanced Filier

Advanced Filter |Category

Contains |" Malware Sites

Contains

Does Net Contain

Cancel

a. Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b. Enter the predefined category of websites that needs to be filtered from the Category column.

For example, if you choose 'Contains' option from the drop-down and enter the phrase 'Malware Sites' in
the text field, then all events that involve the websites falling within the category will be displayed. If you
choose 'Does Not Contain' option from the drop-down and enter the phrase 'Malware Sites' in the text field,
then all events that do not involve the websites defined within the Malware Sites category will be displayed.

iii. Action: Selecting the 'Action' option displays a drop-down menu and a set of specific filter parameters that
can be selected or deselected.

COMOD O advanced Filter

Advanced Filter |Action

Equal Block
Equal

Mot Equal

Cancel
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a. Select 'Equal’ or 'Not Equal' option from the drop down menu. 'Not Equal’ will invert your selected choice.

b. Now select the check-boxes of the specific filter parameters to refine your search. The parameter available

are:

*  Allow
»  Block
« Ask

For example, if you choose 'Equal' option from the drop-down and select 'Block' from the checkboxes, only
the events that involve blocking the access to the websites to the users will be displayed. If you choose 'Not
Equal' option from the drop-down and select 'Block' check box, all the events that do not involve blocking
the websites will be displayed. You can select more than one check box options from this interface, as
required.

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next
filter type and click 'Add'". You can also remove a filter type by clicking the "X button at the top right of the filter pane.

«  Click 'Apply' for the filters to be applied to the Website Filtering log viewer. Only those "Website Filtering' log
entries selected based on your filter criteria will be displayed in the log viewer.

2.6.7. 'Alerts' Logs

CES maintains a history of pop-up security alerts generated by its Antivirus and Defense+ components and the
actions taken against the threats discovered, depending on the response to the alerts by the user.

The Alerts logs can be viewed by selecting 'Alerts' from the 'Show' drop-down of the log viewer interface.

COMODO view Logs - Period [02.25.2013 - 08.21.2015]

Show |Alerts -] [T+ X B[O

Date ‘ Type ‘ Description ‘ Advice ‘ Answered ‘ Answer | Flags Treatﬂs‘ Event

20082 Antwir__  VirusWin32 . C:A\Suspicio... 200820 _. False Related

20.08.2.. Antwir...  WirusWin32.... C:\Suspicio... 20.08.20... AddTo... Related...

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 135



Comodo Endpoint Secu[i___ty,__-,.,Us-er-f?de‘ e

COMODO

Creating Trust Online®

Column Descriptions

1. Date - Contains precise details of the date and time of the alert generation.

2. Type - Indicates the type of the alert, whether it is a, Antivirus, Firewall or Defense+ (HIPS or Auto-
Sandbox) alert.

3. Description - Brief description of the file or the event that triggered the alert.
4. Advice - Advice offered by CES on how to respond for the alert.

5. Answered - Indicates whether the alert has been answered by the user and if answered, contains precise
details of the date and time of response from the user.

6. Answer - Indicates the response given by the user.
7. Flags - Indicates flags set for the kinds of actions against the event triggered by the file.

8. Treat As - Based on the response how the file is treated, whether it is treated as a safe application, installer
and so on.

9. Event - Clicking 'Related Event' opens the details of the event that has triggered the alert.

-
« Toexport the Alerts logs as a HTML file click the 'Export' button =

« Toopen a stored CES log file, click the 'Open’ button +

Q

« Torefresh the Alerts logs, click the 'Refresh’ button

« To clear the Alerts logs click the 'Clear' button

2.6.7.1. Filtering 'Alerts Displayed' Logs

Comodo Endpoint Security allows you to create custom views of all logged events according to user defined criteria.
You can use the following types of filters:

e Preset Time Filters
» Advanced Filters

Preset Time Filters

Clicking on the handle at the bottom enables you to filter the logs for a selected time period:

S
Please select period Today
From: |08/20/2015 || Current week
To: |08/2002015 |+] 1 Current month
Entire period

» Today - Displays all logged events for today.

«  Current Week - Displays all logged events during the current week. (The current week is calculated from
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the Sunday to Saturday that holds the current date.)
«  Current Month - Displays all logged events during the month that holds the current date.

« Entire Period - Displays every event logged since Comodo Endpoint Security was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

«  Custom Filter - Enables you to select a custom period by choosing the 'From' and 'To' dates under 'Please
Select Period'

Alternatively, you can right click inside the log viewer module and choose the time period.

._6. cwindows\system32\driv...  Scanned a...
Refresh

%] cwin Show advanced filter  anned a...
Export

(%] cwin oday inned a...
Current week

[#] c:\prog Current month nned a...
Entire period

B C\WindowstessiemiZidnt anned a...

% C:\Windows\system32WB... Scanneda...

Advanced Filters
You can further refine the displayed events according to specific filters. Following are available filters for 'Alerts' logs
and their meanings:

«  Advice: Displays only the log of alerts that matches the advice entered

«  Answer: Displays only the log of alerts that were answered by you with the selected response

»  Answered Displays only the log of alerts that were answered on a selected date and time

»  Description: Displays only the log of alerts that matches the description entered

«  Flags: Displays only the log of alerts based on the selected flags set for the corresponding events

+ Treat As: Displays only the log of alerts based on their "Treat As' response you entered in the pop-up alert

«  Type: Displays only the log of alerts of selected type. They can be Antivirus or Defense+ (HIPS, Sandbox or
Auto-Sandbox) alerts.

To configure Advanced Filters for Alerts Displayed

1. Click the funnel button from the title bar. The Advanced Filter interface for 'Alerts' logs will open.

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.
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COMODO Aadvanced Filter

| Advise
Advise

Advanced Filter

Answer
Answered
Description
Flags

Treat As

Type

Cancel

You have 7 categories of filters that you can add. Each of these categories can be further refined by either
selecting or deselecting specific filter parameters or by the user typing a filter string in the field provided.
You can add and configure any number of filters in the 'Advanced Filter' dialog.

Following are the options available in the 'Add' drop down menu:

i. Advice: The 'Advise' option enables you to filter the alerts based on advices given by CES in the alert. Selecting
the 'Advice' option displays a drop-down field and text entry field.

COMODO Advanced Filter

Advanced Filter |Advice

Contains you can safely allow this request

Contains

Does Mot Contain

Cancel

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the text or word as your filter criteria.
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For example, if you select 'Contains' option from the drop-down field and enter the phrase 'you can safely
allow this request' in the text field, then only the entries containing 'you can safely allow this request' in the
'Advise' column will be displayed.

ii. Answer: The 'Answer' option enables you to filter the alerts based on how you answered for the alerts.
Selecting the 'Answer' option displays a drop-down box and a set of specific filter parameters that can
be selected or deselected.

COMODO advanced Filter

Advanced Filter |Answer

[7] Unknown Allow
[[] Deny [] Treat As
[[] Sandbox [ Timeout
[ Disinfect Quarantine
Equal [C] Skip Once [7] Add To Exclusions
Mot Equal [] Add To Trusted Files [C] False Positive
[[] Skip [[] Terminate
[] Keep Inside Sandbox [7] Run Outside Sandbox

Equal

Cancel

a) Select 'Equal' or 'Not Equal' option from the drop down menu. 'Not Equal' will invert your selected

choice.
b) Now select the check-boxes of the specific filter parameters to refine your search. The parameter
available are:
*  Unknown
*  Allow
e Deny
o TreatAs
«  Sandbox
e Timeout
 Disinfect
«  Quarantine
»  Skip Once

« Add to Exclusions
» Add to Trusted Files
« False Positive
- Skip
« Terminate
»  Keep Inside Sandbox
*  Run Outside Sandbox
For example, if you select 'Equal’ from the drop-down and select 'Add to Exclusions' checkbox, only the log
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of Antivirus alerts for which you answered as 'Ignore’ > 'lgnore and Add to Exclusions ' will be displayed.

iii. Answered: The Answered option enables you to filter the log based on the date you answered the
alerts. Selecting the 'Answered' option displays a drop-down box and date entry field.

COMODO rdvanced Filter

Advanced Filter |Answered

Answered Equal 08/20/2015 ||
4 Aug 2015

Sun Mon Tue Wed Thu

2 3 4 5 ]
9 10 11 12 13
16 17 18 19 |20
23 24 25 2% 27
0 A

Cancel

a) Select any one of the following option the drop-down box.
« Equal
»  Not Equal
b) Enter the date by selecting it from the calendar displayed by clicking the drop-down arrow.
For example, if you select 'Equal' from the drop-down and select '08/20/2015", only the log of alerts
answered on 08/20/2015 will be displayed.

iv. Description: The Description option enables you to filter the log based on the description of the attempt
displayed in the alert. Selecting the 'Description’ option displays a drop-down field and text entry field.
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COMODO advanced Filter

Advanced Filter |Description

Description Contains connect to the internet

Contains

Does Mot Contain

Cancel

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the text or word as your filter criteria.

For example, if you select 'Contains' from the drop-down and enter 'connect to the internet', only the log
entries containing the phrase alerts 'connect to the Internet' in the description, will be displayed.

v. Flags: The 'Flags' option enables you filter the entries based on the flags set for the kinds of actions
against the event triggered by the file. Selecting the 'Flags' option displays a drop down menu and a set
of specific filter parameters that can be selected or deselected.

COMODO advanced Filter

Advanced Filter |Flags

Remember [[] Restore Paint
] Submit [] Trusted Publisher

Equal

Equal
Mot Equal

Cancel
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a) Select 'Equal' or 'Not Equal' option from the drop down menu. 'Not Equal' will invert your selected
choice.

b) Now select the check-boxes of the specific filter parameters to refine your search. The parameter
available are:

*  Remember
+  Restore Point
«  Submit
«  Trusted Publisher
vi. Treat As: The Treat As' enables you to filter the log entries based on their Treat As' response you
entered in the pop-up alert. Selecting the Treat As' option displays a drop-down menu and text entry
field.

COMODO advanced Filter

Advanced Filter |Treat As

Treat As Contains Installer

Contains

Does Mot Contain

Cancel

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the text or word as your filter criteria

For example, if you have chosen 'Contains' from the drop-down and entered 'Installer' in the text field, only
the entries containing the phrase 'Installer' in the "Treat As' column will be displayed.

vii. Type: The 'Type' option enables you to filter the entries based on the component of CES that has
triggered the alert. Selecting the "Type' option displays a drop down menu and a set of specific alert
types that can be selected or deselected.
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COMODO advanced Filter

Advanced Filter |Type |*| |+ Add

Antivirus Alert [ Firewall Alert
[] HIPS Alert [ Sandbox Alert

Equal
Equal
Not Equal

Cancel

a) Select 'Equal' or 'Not Equal' option from the drop down menu. 'Not Equal' will invert your selected
choice.

b) Now select the check-boxes of the specific filter parameters to refine your search. The parameter
available are:

e Antivirus Alert
»  Firewall Alert
»  HIPS Alert

«  Sandbox Alert

For example, if you select 'Equal’ from the drop-down and select 'Antivirus Alerts' checkbox, only the log of
Antivirus alerts will be displayed.

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next
filter type and click 'Add". You can also remove a filter type by clicking the 'X" button at the top right of the filter
pane.

«  Click 'Apply' for the filters to be applied to the 'Alerts' log viewer. Only those entries selected based on your
set filter criteria will be displayed in the log viewer.

2.6.8. Tasks

Comodo Endpoint Security records a history of all the CES tasks like virus signature database updates, scans run and
so on. The 'Tasks Launched' log window displays a list of tasks launched at various time points with their completion
status and other details.

The Tasks' logs can be viewed by selecting 'Tasks' from the 'Show' drop-down of the log viewer interface.
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C 0 M 0 D’ 0 View Logs - Today

Tasks |' Y + X [= t)

‘ Type ‘ Parameter ‘ Completed ‘ Code Info ‘ Additio...

. Binary Update 20.08.2015 13:29:47  0x8007... Old Build 4657 MNew B...
. Antmirus Scan  Ef\Federal Bank 5t...  20.08.2015 13:14:59 Scanned 9 Found 0
. Antivirus Scan  Quick Scan 20.08.2015 13:07:04 Scanned 27647 Found 0
. Antivirus Scan  Quick Scan 20.08.2015 12:19:46 Scanned 27626 Found 0

. Antivirus Upd... 20.08.2015 12:13:33 Old database 0 MNew da...

Column Descriptions

1. Date - Contains precise details of the date and time when the task is launched.

Type - Indicates the type of the task.

Parameter - Indicates the parameter (like scan type) associated with the task.
Completed - Contains precise details of the date and time of the completion of the task.

Code - Indicates the code of the task as assigned by CES.

o g koW N

Info & Additional Info - Provides additional information of the task.

-
»  To export the Tasks logs as a HTML file click the 'Export' button E

- Toopen a stored CES log file, click the 'Open’ button +

0

« Torefresh the Tasks logs, click the 'Refresh' button

To clear the Tasks logs click the 'Clear' button

2.6.8.1. Filtering 'Tasks Launched' Logs

Comodo Endpoint Security allows you to create custom views of all logged events according to user defined criteria.
You can use the following types of filters:

*  Preset Time Filters

» Advanced Filters
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Preset Time Filters

Clicking on the handle at the bottom enables you to filter the logs for a selected time period:

S
Please select period Today
From: |08/20/2015 || Current week
To:  |08/2002015 |+] 1| Current month
Entire period

« Today - Displays all logged tasks for today.

«  Current Week - Displays all logged tasks during the current week. (The current week is calculated from the
Sunday to Saturday that holds the current date.)

»  Current Month - Displays all logged tasks during the month that holds the current date.

»  Entire Period - Displays every task logged since Comodo Endpoint Security was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

«  Custom Filter - Enables you to select a custom period by choosing the 'From' and 'To' dates under 'Please
Select Period'

Alternatively, you can right click inside the log viewer module and choose the time period.

._<>. cwindows\system32\driv...  Scanned a...
Refresh

1% c-win Show advanced filter  anned a...
Export

12| cwin oday nned a...
Current week

[ c\prog Current month anned a._.
Entire period

(2] CAWindowsYs e . Scanned a..

%] C:\Windows\system32WB... Scanned a...

Advanced Filters

You can further refine the displayed events according to specific filters. Following are available filters for ‘Tasks' logs
and their meanings:

« Code - Displays the tasks based on the entered code value
»  Completed - Displays the tasks completed on entered date.
«  Parameter - Displays only the tasks launched that include the selected parameter, like scan profile or the
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locations scanned during custom scans.

« Type - Displays only the selected type of tasks launched. They can be a AV Update, AV Scan, Clearing logs
and Guarantee Activation.

To configure Advanced Filters for 'Tasks' logs

1. Click the funnel button from the title bar. The Advanced Filter interface for Tasks log viewer will open.

COMODO Advanced Filter

Advanced Filter |Code
Code
Completed

Parameter

Type

Cancel

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.

You can chose the category of filter from a drop down box. Each of these categories can be further refined
by either selecting or deselecting specific filter parameters or by the user typing a filter string in the field
provided.

Following are the options available in the '‘Advanced Filter' drop down menu:

i. Code: The Code option enables you to filter the tasks based on their code value. Selecting the ‘Code’
option displays a drop-down field and text entry field.
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COMODO Advanced Filter

Advanced Filter |Code

Equal 0x00000001
Equal

Mot Equal

Cancel

a) Select 'Equal' or 'Not Equal' option from the drop-down box. 'Not Equal’ will invert your selected
choice.
b) Enter the code or a part of it as your filter criteria in the text field.
For example if you have chosen 'Equal’ from the drop-down and entered '0x00000001" in the text field, then
only the log entries with the value 0x00000001 in the code column will be displayed.
ii. Completed: The '‘Completed' option enables you to filter the log entries based on the completion dates of

the Tasks. Selecting the 'Completed' option displays a drop-down box and date entry field.

COMODO advanced Filter

Advanced Filter |Completed

Completed Equal 08/20/2015 |T|
-4 Aug 2015
Sun Mon Tue Wed Thu

2 3 4 5 6
9 10 [11] 12 13
16 17 18 19 |20
23 24 25 26 27
0 3

Cancel
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a) Select any one of the following option the drop-down box.
« Equal
»  Not Equal
b) Enter the date by selecting it from the calender displayed by clicking the drop-down arrow.
For example, if you select 'Equal’ from the drop-down and select '08/20/2015 ', only the log of
Tasks completed on 08/20/2015 will be displayed.

iii. Parameter: The Parameter option enables you to filter the entries based on the parameters like scan
locations, associated with the Task. Selecting the 'Parameter’ option displays a drop-down field and text
entry field.

COMODO advanced Filter

Advanced Filter |Parameter

Parameter Contains Quick Scan

Contains

Does Mot Contain

Cancel

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the text or word as your filter criteria.
For example, if you select 'Contains' option from the drop-down field and enter the phrase 'Quick Scan'in
the text field, then only the entries of Antivirus Scan Tasks with the scan parameter 'Quick Scan' will be
displayed.
iv. Type: The Type' option enables you to filter the entries based on the type of Tasks launched. Selecting
the Type' option displays a drop down menu and a set of specific task types that can be selected or
deselected.
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COMODO advanced Filter

Advanced Filter |Type

Antivirus Update [T] Antivirus Scan
Equal |' [C] Log Clearing [ Warranty Activation
Equal [[] Upgrade [[] Product Upgrade

Mot Equal

Cancel

a) Select 'Equal' or 'Not Equal' option from the drop down menu. 'Not Equal' will invert your selected
choice.

b) Now select the check-boxes of the specific filter parameters to refine your search. The parameter
available are:

» Antivirus Update

*  Antivirus Scan

»  Log Clearing

«  Warranty Activation
*  Upgrade

e Product Upgrade

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next
filter type and click 'Add'". You can also remove a filter type by clicking the X' button at the top right of the filter
pane.

«  Click 'Apply' for the filters to be applied to the Tasks log viewer. Only those entries selected based on your
set filter criteria will be displayed in the log viewer.

2.6.9. File List Changes Logs

The 'File List Changes' logs is a record of all changes made by CES to endpoint files.

'File List Changes' logs can be viewed by selecting 'File List Changes' from the 'Show' drop-down of the log viewer
interface.
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COMODO view Logs - Period [07.26.2015 - 08.26.2015]

Show | File List Changes [-] [ 7|[* % B

Date Path ‘ Modifier | Action ‘ Property‘ Old Value ‘ New Value .;.

2408... C:\Windows\System32\... Comodo Added Como... Trusted
23.08.... C\Windows\System32\... Comodo Added Como... Trusted
2308 C\Windows\System32\ . Comodo Added Como__. Trusted
23.08....  C\Windows\Microsoft.M... Comodo  Added Como... Trusted
23.08...  CWindows\Microsoft.M... Comodo  Added Como... Trusted
23.08.... C:\Windows\System32\... Comodo Added Como... Trusted
2308 C:\Windows\System32\ . Comodo  Added Como___ Trusted

2208.... C:\Windows\System32\... Comodo Added Como... Trusted

Column Descriptions
1. Date - Contains precise details of the date and time when the changes is made
. Path - Indicates the path or the of executable files, programs and applications

. Modifier - Indicates the user that has made the file change

. Property - Indicates the current rating of the file as per the analysis result from Comodo.

2
3
4. Action - Indicates the action taken by File List Changes in response to the event
5
6. Old Value - Displays the old value of the files, programs and applications

7

. New Value - Displays the new value of the files, programs and applications

-
»  To export the File List Changes logs as a HTML file click the 'Export' button R

- Toopen a stored CES log file, click the 'Open’ button +

Q

« Torefresh the File List Changes logs, click the 'Refresh' button

+ Toclear the File List Changes logs click the 'Clear' button

2.6.9.1. Filtering 'File List Changes' Logs

CES allows you to create custom views of all logged events according to user defined criteria. You can use the
following types of filters:

*  Preset Time Filters
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» Advanced Filters

Preset Time Filters:

Clicking on the handle at the bottom enables you to filter the logs for a selected time period:

S
Please select period Today
From: |02/11/2015 || Current week
To:  |o0211/2015 |+] 1 Current month
Entire period

- Today - Displays all logged events for today.

«  Current Week - Displays all logged events during the current week. (The current week is calculated from
the Sunday to Saturday that holds the current date.)

«  Current Month - Displays all logged events during the month that holds the current date.

« Entire Period - Displays every event logged since Comodo Internet Security was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

«  Custom Filter — Enables you to select a custom period by choosing the 'From' and 'To' dates under 'Please
Select Period'.

Alternatively, you can right click inside the log viewer module and choose the time period.

._<>. cwindows\system32\driv. .. Scanned a._.
Refresh

%] c\win Show advanced filter  gnned a.
Export

%] c-\win oday inned a._.
Current week

%] c:\prog Current month anned a....
Entire period

% C:\Win anned a...

&

%] C:\Windows\system32WB... Scanneda...
Advanced Filters

Having chosen a preset time filter you can further refine the displayed events according to specific filters. Following
are available filters for File List logs and their meanings:

+ Location - Displays only the events logged from a specific location
+ Maodifier: Indicates the user that has made the file change
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« Action - Indicates the action taken by File List Changes in response to the event
+ Property - Indicates the current rating of the file as per the analysis result from Comodo.
+ Old Value - Displays the old value of the files, programs and applications
« New Value - Displays the new value of the files, programs and applications
To configure Advanced Filters for File List Changes Logs
1. Click the funnel button T
open.

from the title bar. The Advanced Filter interface for 'File List Changes ' logs will

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.
COMODO advanced Filter

Advanced Filter |Location

Lecation
Modifier
Action

Property
Old Value

Mew Value

Cancel

You have 6 categories of filters that you can add. Each of these categories can be further refined by either selecting
or deselecting specific filter parameters or by the user typing a filter string in the field provided. You can add and
configure any number of filters in the 'Advanced Filter' dialog.

Following are the options available in the 'Advanced Filter' drop-down:

i. Location: The 'Location' option enables you to filter the log entries related to events logged from a specific
location. Selecting the 'Location' option displays a drop-down field and text entry field.
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Advanced Filter |Location

Location Contains Ch\Program Files,

Contains

Does Mot Contain

Cancel

a. Select 'Contains' or 'Does Not Contain' option from the drop-down field.
b. Enter the text or word that needs to be filtered.

For example, if you select 'Contains' option from the drop-down and enter the phrase 'C:\Program Files\" in
the text field, then all events containing the entry 'C:\Program Files\" in the Location field will be displayed. If
you select 'Does Not Contain' option from the drop-down field and enter the phrase 'C:\Program Files\" in
the text field, then all events that do not have the entry 'C:\Program Files\" will be displayed.

ii Modifier: The 'Modifier' option allows you to filter the log entries based on the entity that is responsible for
the file change. It can be the user, administrator or Comodo. Selecting the 'Modifier' option displays a drop-
down box and a set of specific filter parameters that can be selected or deselected.

COMODO advanced Filter

Advanced Filter |Modifier

User [[] Comodo
] Administrator

Modifier Equal
Equal

Mot Equal

Cancel
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a. Select 'Equal' or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected
choice.

b. Now select the checkboxes of the specific entities that has effected the change, to refine your
search. The parameters available are:

o User

«  Comodo

*  Administrator
For example, if you have chosen Equal in the drop-down and selected 'User' checkbox, then, only the log
entries related to the changes effected by user will be displayed.

iii. Action: The 'Action’ option allows you to filter the log entries based on the actions executed like removed, added
or changes file or applications. Selecting the 'Action’ option displays a drop-down box and a set of specific filter
parameters that can be selected or deselected.

COMODO advanced Filter

Advanced Filter |Action

Added [] Changed
[] Removed

Action Equal

Equal
Mot Equal

Cancel

a. Select 'Equal' or 'Not Equal' option from the drop-down box. 'Not Equal' will invert your selected choice.

b. Now select the checkboxes of the specific filter parameters to refine your search. The parameters

available are:

e Added

» Changed

»  Removed

For example, if you choose Equal in the drop-down and select 'Added' checkbox, then, only the log entries
with the value 'Added' in the "Action’ column will be displayed.

iv. Property: The 'Property' option allows you to filter the log entries based on the entity that is responsible for
changing the user rating of the file. Selecting the 'Property' option displays a drop-down box and a set of specific
filter parameters that can be selected or deselected.
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COMODO advanced Filter

Advanced Filter |Property

[] Administrator Rating [ My Rating
Comodo Rating

Contains

Contains

Does Mot Contain

Cancel

a. Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b. Enter the name of the change, partly or fully as filter criteria in the text box.

For example, if you choose 'Contains' option from the drop-down and enter the phrase 'Comodo
Rating' in the text field, then only the log entries containing the Comodo Rating in the name column
will be displayed.

v. Old Value: The 'Old Value' option allows you to filter the log entries by selecting the value of the parameter
changed. Selecting the 'Old Value' option displays a drop-down field and text entry field.

COMODO aavanced Filter

Advanced Filter |Old Value

[C] Unrecognized [ Trusted
Malicious

Old Value Contains

Contains

Does Mot Contain

Cancel
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a. Select'Contains' or 'Does Not Contain' option from the drop-down menu.
b. Enter the name of the change, partly or fully as filter criteria in the text box.

For example, if you choose 'Contains' option from the drop-down and selecting 'Malicious' checkbox, only
the log entries containing the Malicious in the old value column will be displayed.

vi. New Value: The 'New Value' option allows you to filter the log entries by selecting the value of the parameter
changed. Selecting the 'New Value' option displays a drop-down field and text entry field.

COMODO advanced Filter

Advanced Filter |New Value

[C] Unrecognized Trusted
[ Malicious

New Value Contains

Contains

Does Mot Contain

Cancel

a. Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b. Enter the name of the change, partly or fully as filter criteria in the text box.

For example, if you choose 'Contains' option from the drop-down and selecting ‘Trusted' checkbox, only the
log entries containing the Trusted in the new value column will be displayed.

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next
filter type and click 'Add'". You can also remove a filter type by clicking the ‘X' button at the top right of the filter
pane.

«  Click 'Apply' for the filters to be applied to the 'File List Changes' log viewer. Only those entries selected
based on your set filter criteria will be displayed in the log viewer.

2.6.10. Trusted Vendors List Logs

Comodo Trusted Vendors List documents the results of all actions performed by it in extensive but easy to
understand reports. A detailed scan report contains information of all applications have been treated as safe.

The 'Trusted Vendors List ' logs can be viewed by selecting 'Trusted Vendors List ' from the 'Show' drop-down of the
log viewer interface.
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COMODO view Logs - Taday
Show | Trusted Vendors List Changes | -: T O+ X B O
Darte Trusted Vendors Modifier Action
BA312015 4:00-16 PI4 Comodo Secunty Solutions User Oibject Added
BAN2NE5 35544 PM Comodo Secunty Solutions Uses Obgpeci Removed
BV2015 35944 PM Comada Time Stamping Sagner User Obgect Ramoved
BAN2015 35044 P COMODO Time Stamping Swgrar User Object Ramoved
B3172015 3:58:44 PM Comada CP, Inc Ussr Obgect Removed
B3NS 356 44 P Comodo Secunty Solutions, Inc User Obgeci Removed
B31R2015 358 44 P Comoda CA Limited Uses Obpect Removed
BON2015 3:57-01 PM Microsoft Corparation User Qbpeci Added
BA31R2015 3:56:18 P Iicrosoft Corparation Comoda Obgect Added
BANE2015 35544 PM Iicrosoft Corparation User Obgect Removed

-~

Column Descriptions

1. Date - Contains precise details of the date and time of the vendors added.
Trusted Vendors — Lists all trusted vendors that ships to all users with CES

Modifier - Indicates the user that has added the application to the trusted and allowed to run

el

Action - Indicates action taken by Trusted Vendors in response to the event

-y
«  To export the Trusted Vendors logs as a HTML file click the 'Export' button E

- Toopen a stored CES log file, click the 'Open’ button +

Q

« Torefresh the Trusted Vendors logs, click the 'Refresh’ button

+ Toclear the Trusted Vendors logs click the 'Clear' button

2.6.10.1. Filtering Trusted Vendors List' Logs

Comodo Endpoint Security allows you to create custom views of all logged events according to user defined criteria.
You can use the following types of filters:

*  Preset Time Filters
» Advanced Filters
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Preset Time Filters

Clicking on the handle at the bottom enables you to filter the log entries for a selected time period:

~

Please select period Today

From: |08/20/2015 || Current week

To: |08/2002015 |+] =1 Current month
Entire period

« Today - Displays all logged events for today.

»  Current Week - Displays all logged events during the current week. (The current week is calculated from
the Sunday to Saturday that holds the current date.)

«  Current Month - Displays all logged events during the month that holds the current date.

« Entire Period - Displays every event logged since Comodo Endpoint Security was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

- Custom Filter - Enables you to select a custom period by choosing the 'From' and 'To' dates under 'Please
Select Period'

Alternatively, you can right click inside the log viewer module and choose the time period.

.i. cwindowsisystem32\driv... Scanned a...
Refresh

|2 c-win Show advanced filter  gnned a...
Export

%] c-win oday inned a._
Current week

(% c\pro Current month anned a...
Entire period

3] C\WindowsYSREIEIake. — Scanned a...

(% C\Windows\system32\UB... Scanned a._.

&

Advanced Filters

You can further refine the displayed events according to specific filters. Following are available filters for "Trusted
Vendors' logs and their meanings:

« Vendors - Lists all trusted vendors that ships to all users with CES
«  Modifier - Indicates the user that has added the application to the trusted list and allowed to run
» Action - Indicates action taken by Trusted Vendors in response to the event

To configure Advanced Filters for Trusted Vendors Logs
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1. Click the funnel button T
will open.

from the title bar. The Advanced Filter interface for 'Trusted Vendors List' logs

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.

Advanced Filter Etion

Vendor
Modifier

Action

Cancel

You have 3 categories of filters that you can add. Each of these categories can be further refined by either
selecting or deselecting specific filter parameters or by the user typing a filter string in the field provided.
You can add and configure any number of filters in the 'Advanced Filter' dialog.

Following are the options available in the 'Add" drop down menu:

i. Vendor: The 'Vendor' option enables you to filter the log entries related to specific vendor. Selecting the 'Vendor' option
displays a drop-down field and text entry field.
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Vendor |Contains | |EldeS Carporation
I Contains
Does Not Contain

Cancel

a) Select 'Contains' or 'Does Not Contain' option from the drop-down field.

b) Enter the text in the name of the vendor that needs to be filtered.
For example, if you select 'Contains' option from the drop-down field and enter the phrase 'EldoS
Corporation' in the text field, then all events containing the entry 'EldoS Corporation' in the "Vendor' field will
be displayed. If you select 'Does Not Contain' option from the drop-down field and enter the phrase 'EldoS
Corporation' in the text field, then all vendors that do not have the entry 'EldoS Corporation' in the 'Vendor'
field will be displayed.

ii. Modifier: The 'Modifier' option allows you to filter the log entries based on the entity that is responsible for the
trusted vendor. Selecting the 'Modifier' option displays a drop-down box and a set of specific filter parameters that
can be selected or deselected.

COMODO advanced Filter

Advanced Filter Modifier | +  Add

| User ¥ Comodo
Modifier Equal o
I

| Equal | Administrator

| Mot Equal

Cancel
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a. Select 'Equal' or 'Not Equal' option from the drop-down box. ‘Not Equal' will invert your selected choice.

b. Now select the checkboxes of the specific entities that has effected the change, to refine your search. The
parameters available are:

o User
»  Comodo
e Administrator

For example, if you have chosen Equal in the drop-down and selected 'User ' checkbox, then, only the log
entries related to the vendors effected by responses to Trusted Software Vendor List will be displayed.

iii. Action: The 'Action’ option allows you to filter the log entries based on the actions executed like change in
addition or removal of objects. Selecting the 'Action’ option displays a drop-down box and a set of specific filter
parameters that can be selected or deselected.

CUMODO Advanced Filter

Advanced Filter :Qﬁiion

Action |Equal . [#] Object Added "] Object Removed
iEqu.tI
| Mot Equal

Cancel

a. Select 'Equal’ or 'Not Equal' option from the drop-down box. ‘Not Equal' will invert your selected choice.

b. Now select the checkboxes of the specific filter parameters to refine your search. The parameters available
are:

»  Object Added
«  Object Removed

For example, if you choose Equal in the drop-down and select 'Object Added' checkbox, then, only the
log entries with the value 'Object Added' in the 'Action’ column will be displayed.

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next
filter type and click 'Add". You can also remove a filter type by clicking the 'X" button at the top right of the filter
pane.

»  Click 'Apply' for the filters to be applied to the Trusted Vendors List' log viewer. Only those entries selected
based on your set filter criteria will be displayed in the log viewer.

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 161



COMODO

Creating Trust Online®

Comodo Endpoint Secu[i____t_y,__-,.,Us-er-f?de‘ e

2.6.11. Configuration Changes

CES keeps track of all the changes made to its configuration since its installation. The 'Configuration Changes' log
viewer displays a list of changes to various options and other configuration changes made to the application.

The 'Configuration Changes' logs can be viewed by selecting 'Configuration Changes' from the 'Show' drop-down of
the log viewer interface.

COMODO view Lo gs - Today

Show | Configuration Changes |' T + %X B> Q

Date Action ‘ Modifier | Object ‘ Name ‘ Old Value ‘ New Value

20.08.2__. Option Changed User Show deskt .. On Off
20.08.2... Option Changed User Show deskt... Off On

20.08.2... Option Changed User License Key T2A3E26B-E. ..

Column Descriptions

1. Date - Contains precise details of the date and time of the configuration change.
Action - Indicates the nature of the configuration change.

Modifier - Indicates the user that has made the configuration change.

Object - Indicates the CES object that was affected by the configuration change.
Name - Indicates the parameter changed.

Old value - Indicates the value of the parameter before the configuration change.

N e a ke N

New value - Indicates the value of the parameter after the configuration change.

-y
« To export the Configuration Changes logs as a HTML file click the 'Export' button E

- Toopen a stored CES log file, click the 'Open’ button +
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« Torefresh the Configuration Changes logs, click the 'Refresh' button

« To clear the Configuration Changes logs click the 'Clear' button X
2.6.11.1. Filtering 'Configuration Changes' Logs

Comodo Endpoint Security allows you to create custom views of all logged events according to user defined criteria.
You can use the following types of filters:

*  Preset Time Filters
» Advanced Filters

Preset Time Filters

Clicking on the handle at the bottom enables you to filter the log entries for a selected time period:

S
Please select period Today
From: |08/20/2015 || Current week
To:  |08/20/2015 |+] 1| Current month
Entire period

»  Today - Displays all logged events for today.

«  Current Week - Displays all logged events during the current week. (The current week is calculated from
the Sunday to Saturday that holds the current date.)

«  Current Month - Displays all logged events during the month that holds the current date.

+ Entire Period - Displays every event logged since Comodo Endpoint Security was installed. (If you have
cleared the log history since installation, this option shows all logs created since that clearance).

«  Custom Filter - Enables you to select a custom period by choosing the 'From' and 'To' dates under 'Please
Select Period'

Alternatively, you can right click inside the log viewer module and choose the time period.

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 163



COMODO

Creating Trust Online®

et =

._6. cowindows\system32\driv._ .. Scanned a__.
Refresh

%] ¢ win Show advanced filter  3nned a...
Export

| c:wing oday inned a...
Current week

%[ c:\prog Current month inned a...
Entire period

B CA\WindowsYSwalemaZiant. anned a...

%] C:\Windows\system32WB... Scanned a...

Advanced Filters

You can further refine the displayed events according to specific filters. Following are available filters for
'Configuration Changes' logs and their meanings:

« Action: Displays only the selected type of configuration change(s) like change in options, addition of
objects, strings and so on.

« Maodifier: Displays only the configuration changes effected by the selected entity like the user, response to
Antivirus or Defense+ Alerts and so on.

« Name: Displays only the configuration change with the name entered as search criteria.
- Obiject: Displays only the configuration changes on addition or removal of selected objects
To configure Advanced Filters for Configuration Changes Logs
1. Click the funnel button | T
logs will open.

from the title bar. The Advanced Filter interface for 'Configuration Changes'

2. Select the filter from the 'Advanced Filter' drop-down and click 'Add' to apply the filter.
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COMODO advanced Filter

Advanced Filter |Action
Action
Modifier

MName

Object

Cancel

You can chose the category of filter from the 'Advanced Filter' drop-down. Each of these categories can be further
refined by either selecting or deselecting specific filter parameters or by the user typing a filter string in the field
provided. Following are the options available in the 'Add' drop down menu:

i. Action: The 'Action’ option allows you to filter the log entries based on the actions executed like change
in options, addition of objects, strings and so on. Selecting the 'Action’ option displays a drop-down box
and a set of specific filter parameters that can be selected or deselected.

CD M 0 D O Advanced Filter

Advanced Filter |Action

Object Added [C] Object Changed
[] Object Removed [] Option Changed

Equal
Equal

Mot Equal

Cancel

a) Select 'Equal' or 'Not Equal' option from the drop-down box. 'Not Equal’ will invert your selected
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choice.

b) Now select the checkboxes of the specific filter parameters to refine your search. The parameters
available are:

«  Object Added

»  Object Changed
«  Object Removed
»  Option Changed

For example, if you have selected Equal in the drop-down and selected 'Object Added' checkbox, then, only
the log entries with the value 'Object Added' in the 'Action’ column will be displayed.

ii. Modifier: The 'Modifier' option allows you to filter the log entries based on the entity that is responsible
for the configuration change. It can be the user or the response given to an alert. Selecting the 'Modifier'
option displays a drop-down box and a set of specific filter parameters that can be selected or
deselected.

COMODO advanced Filter

Advanced Filter |Modifier

[ User [] Auto Learn
[ Antivirus Alert [ Firewall Alert
Modifier Equal [[] Defense+ Alert [ Sandbox Alert

Equal [] Scheduler [[] Comodo
Mot Equal

] Administrator

Cancel

a) Select 'Equal' or 'Not Equal' option from the drop-down box. 'Not Equal’ will invert your selected
choice.

b) Now select the checkboxes of the specific entities that has effected the change, to refine your
search. The parameters available are:

o User
+ AutoLearn
Antivirus Alertfer
«  Firewall Alert
« Defense+ Alert
«  Sandbox Alert
«  Scheduler
«  Comodo
*  Administrator
For example, if you have selected Equal in the drop-down and selected 'Antivrius Alert ' checkbox, then,

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 166



COMODO

Creating Trust Online®

et =

only the log entries related to the configuration changes effected by responses to Antivirus Alerts will be
displayed.

iii. Name: The 'Name' option allows you to filter the log entries by entering the name of the parameter
changed. Selecting the 'Name' option displays a drop-down field and text entry field.

COMODO advanced Filter

Advanced Filter |Mame

Contains

Cancel

a) Select 'Contains' or 'Does Not Contain' option from the drop-down menu.
b) Enter the name of the change, partly or fully as filter criteria in the text box.

iv. Object: The 'Object' option enables you to filter the log entries related to the objects modified during the
configuration change. Selecting the 'Object' option displays a drop down menu and the objects of CES
configuration, that can be selected or deselected.
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COMODO advanced Filter

Advanced Filter |Object

Object Equal

A Firewall: Auto Rules For Safe
Applications

[C] Firewall: IC5S Computer [7] Firewall: TCP Request Aleris [C] Firewall: UDP Request Alerts
[T] Firewall: ICMP Request Alerts [7] Firewall: Loopback Alerts [ Firewall: Protect ARP

[] Firewall: Mode [ Firewall: Alert Timeout

& Firewall: Block Fragmented

[C] Firewall: Block ARP Packets

[C] Firewall: Analyze Protocol
B Firewall: Monitor Non TCP/IP
Protocols

A Defense+: Auto Rules For Safe
Applications

[T] Defense+: Mode [[] Defense+: Use Trusted Vendors

A Defense+: Image Execution

[] Defense+: Alert Timeout Contral Mode

Defense+: Do Heuristic
[[] Command-Line Analysis For
Certain Applications

B Defense+: Check Buffer m Block All Unknown Requests If
Overflow The Application Is Closed

Cancel

a) Select 'Equal' or 'Not Equal' option from the drop down menu. 'Not Equal' will invert your selected
choice.
b) Now select the check-boxes of the specific objects as filter parameters to refine your search. Scroll
the window to the right to see all the parameters options.
For example, if you have chosen 'Equal’ from the drop-down and selected 'Firewall: Mode ' checkbox, only
the log entries related to the change of Firewall mode will be displayed.

Note: More than one filter can be added in the 'Advanced Filter' pane. After adding one filter type, select the next
filter type and click 'Add". You can also remove a filter type by clicking the 'X" button at the top right of the filter
pane.

«  Click 'Apply' for the filters to be applied to the Configuration Changes log viewer. Only those entries
selected based on your set filter criteria will be displayed in the log viewer.

2.7.View Active Internet Connections

The 'View Connections' interface displays an at-a-glance summary of all currently active Internet connections on a
per-application basis. You can view all the applications that are connected; all the individual connections that each
application is responsible for; the direction of the traffic; the source IP and port and the destination IP and port. You
can also see the total amount of traffic that has passed in and out of your system over each connection.

This list is updated in real time whenever an application creates a new connection or drops an existing connection.
The 'View Connections' is an extremely useful aid when testing firewall configuration; troubleshooting new firewall

policies and rules; monitoring the connection activity of individual applications and your system as a whole and for
terminating any unwanted connections.

The 'View active Connections' interface can be accessed by clicking 'View Connections' from the 'General Tasks'
interface.
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Endpoint Security Secure

Q

General Tasks

Scan View Logs

Scan your computer for viruses and Wiew a record of security events, activity
Spyware. and alerts.

Update View Connections

Run the updater to check for program and View applications which are connected to
virus database updates. the Internet.

View Quarantine

View and manage threats quarantined by
virus scanner.

Firewall Tasks

Sandbox Tasks

Advanced Tasks

The 'View Connections' interface displays list of all the currently active Internet connections by initiated by various
applications as a Tree structure.

COMODO view Connections
Protocol Source Destination Bytes In Bytes Out -
B @ Skype exe [3764]
@ E firefoxexe [4084]
& @ thunderbird.exe [2356]
L | & System [4]
[ B svchost.exe [364]
E UDP OUT 192 168.75.187:63452 192 168.75.1:53 i7TB
TCP OUT 192.168.75.187:50672 92122127 241:80 1.6 KB {81...
UDP OUT 192.168.75.187:63015 192 168.75.1:53 0B

[ @ cmdagent.exe [1000]

1 @ svchost exe [1052]

[ @ unit_manager.exe [5056)

More
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Column Descriptions

»  Protocol - Shows the application that is making the connection, the protocol it is using and the direction of
the traffic. Each application may have more than one connection at any time. Clicking + at the left of the
application name expands the list of connections made by it.

« Source (IP : Port) - The source IP Address and source port that the application is connecting through. If the
application is waiting for communication and the port is open, it is described as ‘Listening'.

» Destination (IP : Port) - The destination IP Address and destination port address that the application is
connecting to. This is blank if the 'Source' column is 'Listening'.

- Bytes In - Represents the total bytes of incoming data since this connection was first allowed.
»  Bytes Out - Represents the total bytes of outgoing data since this connection was first allowed.
Context Sensitive Menu

+ Right click on an item in the list to see the context sensitive menu.
LI System [4] ‘J

RN C\Windows\System32\svchost_exe [364]

- TCP OUT 192 168.76 187:50672 92 122 127.241:80 RE R 16 LR rad
(| show Full Path

@ C:\Program Files (x86)\Comodo\Dragon‘dragon.exe [4716] e e (BT T

----- TCP OUT 192.168.75.187:50630 198.41.209.107:80 Jump to Folder

----- TCP OUT 192.168.75.187:50638 76.13.28.70:443 66 B 0B

- Ifyou wish to view the full path of the application, right click on the application name and select 'Show Full
Path'.

- Ifyou wish to terminate a connection belonging to an application, right click on the specific connection and
click ‘Terminate Connection'.

« Ifyou wish to open the folder containing the executable file of the application, click 'Jump to Folder'.
Identify and Kill Unsafe Network Connections

KillSwitch is an advanced system monitoring tool that allows users to quickly identify, monitor and terminate any
unsafe processes and network connections that are running on their system. Apart from offering unparalleled insight
and control over computer processes and connections, KillSwitch provides you with yet another powerful layer of
protection for Windows computers.

Comodo KillSwitch can show ALL running processes with their granular details— exposing even those that were
invisible or very deeply hidden. It allows you to identify which of those running processes are unsafe and to shut
them all down with a single click. You can also use Killswitch to trace back to the malware that generated the
process.

Comodo KillSwitch can be directly accessed from the 'View Connections' by clicking the 'More' button.
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----- TCP OUT 192.168.75.187:50651 69.57.168.132:443 53JKB{76... 882B{1B
----- TCP OUT 192.168.75.187:50663 98.139.225.43:443 26B{19... 0B
----- TCP OUT 192.168.75.167:50668 69.57.168.19:443 66 B 0B
----- TCP OUT 192.168.75.1687:50669 69.57.168.19:443 5AKB{Z ... 0B

More

If Comodo KillSwitch is already installed in your computer, clicking 'More' will open the application. If not, CES will
download and install Comodo Killswitch. Once installed, clicking this button in future will open the Killswitch interface.

COMODO instal

6 Install Required Packages
The feature requires installation of additional packages.

The following must be downloaded and installed:

Package Name License Agreement

COMODD Killswitch View License Agreement

By pressing "Agree and Install”, you agree with user license agreements faor all the
packages listed above.

Agree and Install

» Read the license agreement by clicking "View License Agreement' and click 'Agree and Install'. CES will
download and install the application.
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Installing COMODO Killswitch. ..

On completion of installation, the Comodo KillSwitch main interface will be opened. Clicking the 'Network' tab will
display the the Network Connections and Network Utilization panes.
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Festriction Virtualizati. CPU Working 5t User Name
7| Systermn kdie Process 53,30 125B
87 Internupts 742
07 DPCs
7| System Dizabled 138 244 KB LOCAL _SYSTEM
57 emss.ewe 76 Trusted Dizabled 297 KB
B oo 3654 Trusted Dizabled 1,580 KE
ravininit. exe 40 Trusted Dizabled 736 KB
1 services.exe 433 Trusted Mone Mhsabled 4,552 KB
F Edschostee 192 Trusted Mone Mhsabled 2,188 EB
F=l B swchost.exe 632 Trusted Hene Disabled 3,592 KB
B cavwp.exe #92 Trusted Mone Disabled 13,600 KB
B WimiPrvSEexe 205 Trusted Hene Dizabled 5,420 KB
¥ VBaxService.exe 716 Trusted Hons Mhzabled 2676 KB
B svchost.ece T80 Trusted Hene Disabled 3984 KB
F B emdagent.ee 824 Trusted Mene Dizabled 2570 KB
F B vchost.ece 935 Trusted Mene Dizabled 7,684 KE
B ovchost.exe 976 Trusted Mone Dizabled 16,356 KB
Fel W evchost.exe 1020 Trusted Mone Dizabled 36,1328
L 57 dwm.exe 2930 Trusted Mene Dizabled 1104 KB jbem'juli
F=l B swchost. exe 1060 Trusted Mene Dizabled 11,231 6B
B e 036 Trusted (Inst... Mones Dizabled 1784 KB jbrem'juli
7 swchoss. ece 1172 Trusted Mene Dizabled 5,864 KB
"'_'spm:-lw.ex: 1585 Trusted Mone Disabled 2876 KB
[ svchost.exe 1424 Trusted Mone Dizabled 5.500 EE
¥ chromodo_updater.exe 1520 Trusted (Inst... Mone Dhsabled 1,508 KB

 Details of how to use KillSwitch to view granular details on current network connections and terminate
unsafe connections can be found at http://help.comodo.com/topic-119-1-328-3577-Viewing-and-
Handling-Network-Connections-and-Usage.html.

The complete user guide for Comodo KillSwitch is available at http://help.comodo.com/topic-119-1-328-3518-
Introduction-to-KillSwitch.html

3.Firewall Tasks - Introduction

The Firewall component of Comodo Endpoint Security (hereafter known simply as Comodo Firewall) offers the
highest levels of security against inbound and outbound threats, stealths your computer's ports against hackers and
blocks malicious software from transmitting your confidential data over the Internet. Comodo Firewall makes it easy
for you to specify exactly which applications are allowed to connect to the Internet and immediately warns you when
there is suspicious activity.

It can be accessed at all times by clicking on the 'Firewall Tasks' band from the "Tasks' interface.

The Firewall Tasks area provides easy access to all major features and settings. From here, you can configure
Internet access rights per-application, stealth your computer ports, manage available networks and even block all
network traffic in and out of your computer. In '‘Advanced Settings' you'll be able to specify overall firewall behavior
and configure advanced settings such as application rules, rulesets, network zones and port sets.
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configuration options.
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Sandbox Tasks

Advanced Tasks

Click the links below to see detailed explanations of each area in this section:
» Allow or block Internet access to applications selectively
+  Stealth your computer ports
» Manage network connections
- Stop all network activity
« Advanced firewall settings

3.1.Allow or Block Internet Access to Applications Selectively

The Firewall Tasks interface allows you to selectively allow or block certain applications from accessing the Internet.
These shortcuts represent a convenient way to create an automatic 'Allow Requests' rule or 'Block Requests' rule for
individual applications - meaning that inbound and outbound connections are automatically permitted or not
permitted to these applications respectively.

To open the 'Firewall Tasks' interface

e Click the 'Tasks' arrow from the CES home screen:
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«  Click on the 'Firewall Tasks' band from the 'Tasks' interface:

cCOMODO

Endpoint Security e s

Secure

Q

General Tasks

Firewall Tasks

Allow Application Manage Networks

Allow an application to connect to the
Internet.

Block Application

Block an application from accessing the
Internet.

Stealth Ports

Manage this PC's network visibility from
other PC's.

Allow or block connections from other
computers in detected networks.

Stop Network Activity

Blaock all network activity to and from this
PE

Open Advanced Settings

Access and configure various firewall
configuration options.

Sandbox Tasks

Advanced Tasks

To allow an application to access to the Internet:

«  Click the 'Allow Application' button from the 'Firewall Tasks' interface.

» Navigate to the main executable of the application in the 'Open' dialog.

»  Click 'Open'. Arule will be created to allow Internet access to the selected application.
To block an application's Internet access rights

»  Click the 'Block Application' button from the 'Firewall Tasks' interface.

«  Browse to the main executable of the application in the 'Open’ dialog.

»  Click 'Open'. Arule will be created to prohibit Internet access to the selected application.

The advanced application rules interface can be accessed by clicking ‘Tasks' from the CES home screen > Firewall
Tasks > Open Advanced Settings > Application rules. The application you just allowed or blocked should be listed
here. For further information on application rules governing Internet access rights, see Application Rules.
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Tip: if you plan to regularly allow/block applications, you can right click on the appropriate button and select 'Add to
Taskbar'. It will then be quickly accessible from both the CES home screen and the widget:
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irewall Tasks

Allow Application
Allow an applica| il

b _ Add to Task Bar {r)‘

Block Application &
Block an application from accessing the p
Internet.

cCOMOD

3.2.Stealth your Computer Ports

Port Stealthing is a security feature whereby ports on an Internet connected PC are hidden from sight, evoking no
response to opportunistic port scans.

General Note: Your computer sends and receives data to other computers and to the Internet through an interface
called a 'port'. There are over 65,000 numbered ports on every computer - with certain ports being traditionally
reserved for certain services. For example, your machine almost definitely connects to Internet using port 80 and
port 443. Your e-mail application connects to your mail server through port 25. A 'port scanning' attack consists of
sending a message to each of your computer ports, one at a time. This information gathering technique is used by
hackers to find out which ports are open and which ports are being used by services on your machine. With this
knowledge, a hacker can determine which attacks are likely to work if used against your machine.

Stealthing a port effectively makes it invisible to a port scan. This differs from simply 'closing' a port as NO response
is given to any connection attempts (‘closed' ports respond with a 'closed’ reply- revealing to the hacker that there is
actually a PC in existence.) This provides an extremely high level of security to your PC. If a hacker or automated
scanner cannot 'see’ your computers ports then they presumes it is offline and move on to other targets. You can still
be able to connect to Internet and transfer information as usual but remain invisible to outside threats.

«  (Click on 'Stealth Ports' link in Firewall Tasks:
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General Tasks

Firewall Tasks

Allowe Apphcation
Allcwr an application to connect to the E

Block Application
Block an application from accessing the - 3

Internet

P Stealth Ports

Bl 'Manage this PC's netwark visibility from
ather PC's

Sandbox Tasks

COMODO steaiih Ports

Ports allow your computer to communicate with other computers in a
network. By stealthing them, you may configure this computer's wisibility to
others.

Block Incoming Connections

Block all incoming connections and make this PC invisible to all
computers

Alert Incoming Connections

Lets you decide when to make this PC invisible on a case hasis by
showing popup alerts

You have two options to choose from:

Block Incoming Connections

Selecting this option makes your computer's ports invisible to all networks, irrespective of whether you trust them or
not. The average home user (using a single computer that is not part of a home LAN) finds this option the more
convenient and secure. You are not alerted when the incoming connection is blocked, but the rule adds an entry in
the firewall event log file. Specifically, this option adds the following rule in the 'Global Rules' interface:

Block And Log| IP | In| From Any IP Address| To Any IP Address | Where Protocol is Any

@ Block IP In From MAC Any To MAC Any Where Protocal Is Any

If you would like more information on the meaning and construction of rules, please click here.

Alert Incoming Connections

You see a firewall alert every time there is a request for an incoming connection. The alert asks your permission on
whether or not you wish the connection to proceed. This can be useful for applications such as Peer to Peer
networking and Remote desktop applications that require port visibility in order to connect to your machine.

Specifically, this option adds the following rule in the ‘Global Rules' interface:

Block| ICMP | In] From Any IP Address| To Any IP Address | Where Message is ECHO REQUEST
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Rules
' Allow All Qutgoing Requests If The Target Is

v Allow All Incoming Requests If The Sender Is

If you would like more information on the meaning and construction of rules, please click here.

3.3.Manage Network Connections

The 'Manage Network Connections' interface allows you to quickly view all wired and wireless networks to which
your computer is connected. The lower half of the panel displays details about each network including its name, IP
address and gateway.

« You can choose to trust or block a network by selecting the appropriate radio button under the network in
question. You will not be able to receive any inbound or outbound traffic from blocked networks.

»  Use the handles (< >) to scroll through all available networks or computers

«  Use the refresh button if you have recently made network changes and these are not yet visible in the
interface.
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LY

Refresh

Cancel

»  The 'Manage 'Networks' interface can be opened by clicking 'Tasks > Firewall Tasks > Manage Networks'.

« To view, create or block Network Zones, click 'Tasks > Firewall Tasks > Open Advanced Settings >
Network Zones'.

3.4.Stop all Network Activities

As the name suggests, the 'Stop all network activity' button instructs the firewall to immediately cut-off all
inbound/outbound communication between your computer and all available networks (including the Internet).
Connections will remained closed until you re-enable them by clicking the button a second time. This allows you to
quickly take your computer offline without having to delve into Windows network settings and without having to to
unplug any network cables.
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m Restore Netwaork Activity Stop Network Activity
Restore all network activity to and from Block all network activity to and from this
this PC. P

+  Access the network activity ‘on/off' button by clicking Tasks > Firewall Tasks
«  Disconnect your computer from all networks by clicking 'Stop All Activity' (button will be red)
« Re-enable connectivity by clicking 'Restore All Activity' (button will be green)

+ Restoring activity just re-enables your existing firewall rules. Therefore, any networks that you have
previously blocked in 'Manage Network Connections' or 'Network Zones' will remain blocked.

+  You can assign networks into network zones in the 'Network Zones' area
* You can configure rules per network zone in the 'Global Rules' area

»  You can view all network connections and enable/disable connectivity on a per-network basis in the
'Manage Network Connections' area

3.5.Advanced Firewall Settings

The 'Advanced Settings' area is the nerve center of Comodo Firewall and allows advanced users to configure and
deploy traffic filtering rules and policies on an application specific and global basis. To open the interface, click
'Tasks' on the home screen followed by 'Open Advanced Settings' then 'Firewall Settings'":

COMODO Advanced Settings

i ‘ Firewall Sellings

[#] Enable Traffic Filtering (Recommended) | Safe Mode ~|
This option enables firewall which filters inbound and cutbound traffic
Alert Settir

[# Do NOT show popup alerts

[¥] Tum traffic animation effects on

[] Create rules for safe applications

[] Filter IPv6 traffic
[&#] Filter loopback traffic (e.g. 127 xx.x, 1)

Block fragmented IP traffic

B
] Do Protocol Analysis
[E

Enable anti-ARP spoofing

The interface is divided into seven main sections - Firewall Settings, Application Rules, Global Rules, Rulesets,
Network Zones, Portsets and Website FilteringClick the links below to jump to more details on each section:
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«  The Firewall Settings area allows you to configure the security of your computer and the frequency of
alerts that are generated.

«  The Application Rules area allows users to view, manage and define the network and Internet access
rights of applications on your system.

«  The Global Rules area allows users view, manage and define overall Firewall ruleset that applies to your
computer and is independent of application rules.

»  Both application rules and global rules are consulted when the firewall is determining whether or
not to allow or block a connection attempt.

«  For Outgoing connection attempts, the application rules are consulted first and then the global
rules.

«  For Incoming connection attempts, the global rules are consulted first and then application specific
rules.

«  The Rulesets area contains a list of preset Firewall rules that can be re-used and applied to multiple
applications. For example, there is a 'Browser' rule, an 'Email Client' rule and rules for 'Trusted' and
'Blocked' applications.

«  The Network Zones area allows you to group IP addresses and ranges into named zones. Once defined,
privileges and rules can be applied to these zones in other areas of CES. For example, global and
application rules can be applied to network zones. This interface also allows you to block network zones.

«  The Portsets area contains groups of important / regularly used port numbers that can be easily selected
as part of a global or application rule.
The Website Filtering area allows you to create website filtering rules which let you determine which sites certain
users can or cannot access.

4. Sandbox Tasks - An Introduction

Comodo Endpoint Security features a fully functional sandbox environment that allows you to run unknown,
untrusted and suspicious applications. Applications executed inside the sandbox will not affect other processes,
programs or data on your real computer. In addition to running suspicious applications inside the sandbox on an ad-
hoc basis, you can create a desktop shortcut of programs that should always run in the sandbox.
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Reset Sandbox View Active Processes

Clean Sandbox data by erasing all the Yiew the details of the processes active
content. on this computer.

Open Advanced Settings
Access and configure various Sandbox

configuration options.

Advanced Tasks

The Sandbox Tasks interface has shortcuts for the following tasks:
* Run an Application in the Sandbox - Allows you to run individual applications in the sandbox
» Reset Sandbox - Allows you to clear all data written by programs run inside the sandbox

«  Open Shared Space - Opens the folder 'Shared Space' which is shared by your host operating system and
the applications running inside the sandbox. The folder is created at the location 'C:\Documents and
Settings\All Users\Application Data\Shared Space'.

« View Active Processes — Opens the 'Active Process List' interface that displays all currently active
processes initiated by applications that are currently running your system. Refer to the section View Active
Process List for more details.

- Open Advanced Settings — Access advanced auto-sandbox settings interface, add programs that should
always run inside the sandbox and create new auto-sandboxing rules. This is covered in the Configuring
Rules for Auto-Sandbox section of 'Advanced Settings'

4.1.Run an Application in the Sandbox

Comodo Endpoint Security allows you to run programs inside the Sandbox on a 'one-off' basis. This is helpful to test
the behavior of new executables that you have downloaded or for applications that you are not sure that you trust.
Adding a program in this way means that it will run in the Sandbox this time only. On subsequent executions it will
not run in the sandbox (presuming auto-sandbox rule is not created for it).

You can also create a desktop shortcut to run the application inside the sandbox on future occasions. The following
image shows hows a 'virtual' shortcut will appear on your desktop:

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 183



COMODO

Creating Trust Online®

Comodo Endpoint Secu [i__..tl-:-fUSer-G*d"é’———

Note: If you wish to run an application in the sandbox on a long-term/permanent basis then add the file to the
Sandbox.

To run an application in the Sandbox

1. Open the Sandbox Tasks interface and Click 'Run Virtual'.

cCOMODO

L]
Endpoint Security

Secure
Q

General Tasks
Firewall Tasks

Sandbox Tasks

Run Virtual Open Shared Space

Run applications in Sandbox and create Open the storage space shared between
shortcuts for them on the deskiop virtual and real applications

Reset Sandbox E View Active Processes

Clean Sandbox data by erasing all the View the details ofthe processes aclive
content. on this computer.

Open Advanced Settings

Access and configure various Sandbox
configuration options

Advanced Tasks

The 'Run Virtual' dialog will be displayed.

COMODO Rrun Virtual

You can run applications inside the Sandbox isolated from the rest of the
computer and prevent them from making permanent changes to the system.

Choose and Run
Select an application and run it inside the Sandbox.

[] Create a virtual desktop shortcut
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2. Torun an application inside the sandbox, click 'Choose and Run' then browse to the application. The
application will run with a green border indicating that it is sandboxed. If you wish to run the application in
the sandbox in future, then select 'Create a virtual desktop shortcut'.

& open
'@Ov| .. =« OpenOffice.org3 » program - | 3 | | Search program ye |
Organize + MNew folder == = [l @'
Y Favorites i N'ame : Date modified T):rplle i
B Desktop CE rebasegui 7/14/201412:31 PM Applicatis
4 Downloads [27 rebaseoo 7/14/201412:31 PM Applicatis
1=l Recent Places E shase 7/14/201412:31 PM - Applicati

ol scalc 7/14/201412:31 PM  Applicatif 7]
sl Libraries ?{ seraw 7/14/201412:31 PM  Applicati
) Documents 5| B simpress 7/14/201412:31 PM  Applicati
o' Music & smath 7/14/201412:31 PM  Applicati
[&=] Pictures 3 soffice 7/14/201412:31 PM Applicatiy 3
B videos E sweb 7/14/201412:31 PM  Applicati
| swriter 7/14/201412:31 PM  Applicatii
18 Computer [ unoinfo 7/14/201412:31 PM  Applicati
| unopkg 7/14/201412:31 PM  Applicatii
€ Metwork Al i n | r
File name: swrlter . [Appiications (*.exe) v]
E Open ;VI [ Cancel ]

3. Browse to the application and click 'Open’. In the example above, Open Office Writer is chosen.
Alternatively, you can run an application inside the sandbox by the following shortcut methods:

» By dragging-and-dropping the application on to CES Home screen

»  From the context sensitive menu

* Running browsers inside sandbox
Drag-and-drop the application on to CES Home Screen
The Home screen of the CES interface has a flippable pane at the left side allowing you to run instant scans or run a

program in sandbox. To flip the pane to carry out these tasks, just click the curved arrow at the top right side of the
pane.
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Last Update:

Scan Objects
Drop files here

Sandbox Objects
Drop programs here

« Torun a program in a sandbox, first flip the pane by clicking the curved arrow at the top right side to display
'Sandbox Objects'.

«  Now, navigate to the program in your system that you want to run in sandboxed environment and just drag
and drop into the box.

Running a program from the context sensitive menu

» Navigate to the program in your system that you want to run in sandboxed environment and right click on it
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This old man, he played one,

: He played knick-knack on my thumb.
” With a knick-knack, paddy whack,

. Give a dog a bone,

This old man came rolling home.

: This old man, he played two,
o He played knick-knack on my shoe.
: With a knick-knack, paddy whack,
Give a dog a bone,

This old man came rolling home.
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o= This old man, he played three,
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Running Browsers inside the Sandbox

The CES Desktop Widget displays shortcut icons of the browsers installed in your computer.
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Clicking on a browser icon will start the browser inside the sandbox.

The browser will be started and executed inside the sandbox at 'Fully Virtualized' level. CES displays a green border
around the windows of programs to indicate that they are running inside the sandbox, if the setting 'Show highlight
frame for virtualized programs' is enabled in Configure the Sandhox

The application will run in the Sandbox on this occasion only. If you often want the browser to run sandboxed then
create a 'virtual shortcut' for the application by selecting the check-box 'Create a virtual desktop shortcut' in step 2. If
you wish to run an application in the sandbox on a long-term/permanent basis then Configuring Rules for Auto-
Sandbox

4.2.Reset the Sandbox

Programs running inside the sandbox store the changes to the files accessed by them inside the sandbox so that the
changes do not affect the real computer system. Items stored in the sandbox could, depending on your usage
patterns, contain malware downloaded from websites or private data in your browsing history. Periodically resetting
the sandbox will clear all this data and help protect your privacy and security. If data has accumulated over a long
period of time, then resetting the sandbox will also help the sandbox environment operate more smoothly.

The Reset Sandbox option under the Sandbox Tasks allows you to delete all the items stored in the sandbox.
To clear the sandbox

«  (Click on the 'Sandbox Tasks' bar from the Tasks interface and then click 'Reset Sandbox'
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General Tasks

Firewall Tasks

Sandbox Tasks

Run Virtual

Run applications in Sandbox and create
sttt === ihe deskiop

Reset Sandbox

Clean Sandbox data by erasing all the
content.

Open Advanced Settings

Access and configure various Sandbox
configuration options

Advanced Tasks

The 'Reset Sandbox' dialog will appear.

COMOD O Rreset Sandbox

COMODO

Creating Trust Online®

Open Shared Space

Open the storage space shared between
virtual and real applications

View Active Processes

View the details ofthe process
on this computer

You may reset Sandbox contents to eradicate all the changes done by

Sandbox applications.

Erase Changes
Removes content of the Sandbox

»  Click 'Erase Changes'. The contents in the sandbox will be deleted immediately.
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The Sandbox has been successfully reset.

+  Click 'Continue' to close the dialog.

4.3.View Active Process List

The Active Process List interface displays all currently active processes initiated by applications that are currently
running in your system. By tracing an application's parent process, CES can detect whether a non-trusted application
is attempting to spawn an already trusted application and thus deny access rights for that trusted application. This
system provides the very highest protection against Trojans, malware and rootkits that try to use trusted software to
launch an attack.

The interface also allows you to perform online lookup for the trustworthiness of the parent application, submit an
application to Comodo for analysis, kill unwanted processes and more.

To view Active Process list

»  Open the Sandbox Tasks interface and Click 'View Active Processes'.
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General Tasks
Firewall Tasks

Sandbox Tasks

g Run Virtual
Run applications in Sandbox and create

shoricuts for them on the deskiop

Reset Sandbox
Clean Sandbox data by erasing all the

content.

= Open Advanced Settings

Access and configure vanious Sandbox
configuration options

Advanced Tasks

The 'Active Processes List' screen will be displayed.

COMODO Active Processes List
Application Company

|| Windows Operating Sys...

[ svchost.exe Microsoft Cor...

(] cmdagent exe COMODO

[ svchost. exe Microsoft Cor__
[ svchost.exe Microsoft Cor._.
[ svchost.exe Microsoft Cor._.
[ svchost.exe Microsoft Cor._.
[ & svchost.exe Microsoft Cor__

[ & taskeng.exe Microsoft Cor._.

C 151 ray._exe
= CisTray COMODO

& E cisexe COMODO
|

Open Shared Space

Open the storage space shared between
virtlual and real applications

View Active Processes

COMODO

Creating Trust Online®

View the details ofthe processes active

on this computer.

User Name

MNT AUTHORITY. ..

NT AUTHORITY. ..

MNT AUTHORITY". ..

NT AUTHORITY. ..

NT AUTHORITY. ..

NT AUTHORITY. ..

MNT AUTHORITY". ..

NT AUTHORITY. ..

ybaskatova-PC\._.
ybaskatova-PC\.

ybaskatova-PC\.

Restriction

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

More

Rating
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted

Trusted
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Column Descriptions

«  Application - Displays the names of applications that are currently running.

«  PID - Process Identification Number.

«  Company - Displays the name of the software developer.

«  User Name - The name of the user that started the process.

» Restriction - Displays the level of sandbox setting selected for the program.

« Rating - Displays the rating of the application whether trusted or unknown.
Right-click on any process to:

«  Show full path: Displays the location of the executable in addition to it's name.

«  Show Sandboxed Only: Displays the details of the sandboxed programs only.

Tip: You can open the Active Process List screen that shows only the processes that are currently running inside
the sandbox by clicking the process button from the CES widget. Refer to the section Viewing Active Processes
list of Sandboxed Applications for more details.

» Add to Trusted Files: The selected unknown program is added to CES File List with Trusted Status. Refer
to the section File List for more details.

*  Online Lookup: The selected program is compared with the Comodo database of programs and results
declared whether it is safe or not.

«  Submit: The selected application will be sent to Comodo for analysis.
- Jump to Folder: The folder containing the executable file of the application will open.

Clicking the 'More'" button at the bottom of the screen will open the Comodo KillSwitch application — an advanced
system monitoring tool that allows users to quickly identify, monitor and terminate any unsafe processes that are
running on your system.

If KillSwitch is not yet installed, clicking this button will prompt you to download the application. Refer to the section
Identify and Kill Unsafe Processes for more details.

Viewing Active Processes list of Sandboxed Applications

CES allows you to view only the processes initiated by the applications that are running inside the sandbox, by
clicking a shortcut from the CES widget. These applications include:

« Auto-Sandbox - Applications that are run inside the sandbox as per the rules defined for them or by default
sandbox rules. Refer to the section Configuring Rules for Auto-Sandbox' for more details on defining
auto-sandbox rules.

»  Run Virtual - Applications that are selected and run in Sandbox. Refer to 'Run an Application in the
Sandbox' for more details.

«  Applications that are run inside the sandbox using the context sensitive menu - Click here for more details.
*  Running browsers inside the sandbox from the Widget - Click here for more details.
»  Drag-and-drop applications on to CES Home Screen - Click here for more details.

»  Programs that are added manually - Refer to the section 'Configuring Rules for Auto-Sandbox' for more
details.

To view Active Process list of sandboxed applications

»  Click the first box in the second row in the CES Widget.
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The Active Processes List (Sandboxed Only) screen will be displayed.

COMODO Active Processes List (Sandboxed Only)
Application Company User Name Restriction
TSServ exe BOB-COMPUT...  Fully Virtua...
[m5] B cmdvirth.exe COMODDO NT AUTHORITYY... Fully Virtua... Trusted
[ svchost.exe Microsoft Cor... NT AUTHORITY\... Fully Virtua... Trusted

(=] svchost exe Microsoft Cor... NT AUTHORITY\... Fully Viftua... Trusted

More

5. Advanced Tasks - Introduction

The 'Advanced Tasks' area allows you modify the overall configuration of CES and to take advantage of several
other Comodo utilities.
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Firewall Tasks

Sandbox Tasks

Advanced Tasks

Create Rescue Disk

Create a bootable CD or USE Flash Drive
to clean up heavily infected PC’s.

Submit Files

You can submit as many files as you
wish to COMODO for analysis.

Watch Activity

Open COMODO KillSwitch ta monitor
advanced process and system activity.

| Clean Endpoint

Run COMODO Cleaning Essentials tool
to clean persistent infections.

Open Task Manager

Open the task manager to view running
security tasks in progress.

Open Advanced Settings

Access and configure various security
configuration options.
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Click the following links to find out more about each item:
« Create a Rescue Disk - Burn a bootable ISO that lets you run virus scans in pre-boot environments

«  Submit Files - Directly Submit unknown/suspicious files to Comodo for analysis

 Identify and Kill Unsafe Running Processes - Use Comodo Killswitch to identify unsafe processes and
manage system activity

*  Remove Deeply Hidden Malware - Deploy Comodo Cleaning Essentials to eradicate persistent infections
from your PC

» Manage CES Tasks — Manage multiple CES tasks such as pause a task, resume, reassign and so on
- Advanced Settings - Configure overall behavior, define custom rulesets and much more

Some of these utilities require the download and installation of additional setup files. After installation, the utility will
start directly next time you click the button.

5.1.Create a Rescue Disk

Comodo Rescue Disk (CRD) is a bootable disk image that allows users to run virus scans in a pre-boot environment
(before Windows loads). CRD runs Comodo Cleaning Essentials on a lightweight distribution of the Linux operating
system. It is a powerful virus, spyware, rootkit scanner and cleaner which works in both GUI and text mode. The tool
can provide a more comprehensive and thorough scan than regular malware cleaning applications because it cleans
your system before Windows is loaded. CRD is intended to be used when malware embeds itself so deeply into your
system that regular AV software cannot remove it. The rescue disk is also very effective at removing infections that
are preventing Windows from booting in the first place. Apart from the virus scanner, CRD also provides tools to
explore files in your hard drive, take screen-shots and browse web pages.
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»  Clicking the 'Create Rescue Disk' button in CES 'Advanced Settings' opens a utility that allows you to
download and burn the CRD iso to a CD/DVD, USB or other drive. Click here to jump to a walk-through of
this process.

COMODO rescue Disk
@ Bootable CD/DVD or USB Rescue Disk
The rescue disk SO image is required to create a bootable disk.

Select IS0 File (Optional)

[fyou have already downloaded the IS0 file, click here to choose it.
Otherwise it will be downloaded from the Internet.

Select Target Drive

Select where the rescue disk should be created e.g. a USB drive or a
writable CO/DVD drive.

Start

If you have selected the target drive, start burning process now.

After you have burned the ISO, you need to boot your system to the rescue disk in order to use the scanner in your
pre-boot environment.

»  Details of how to change boot order on your computer can be found in the Rescue Disk user guide at
http://help.comodo.com/topic-170-1-493-5227-Changing-Boot-Order.html

«  Details of how to initiate CRD after booting can be found at http://help.comodo.com/topic-170-1-493-
5228-Booting-to-and-Starting-Comodo-Rescue-Disk.html

»  Details of how to start running scans on your pre-boot environment are available at
http://help.comodo.com/topic-170-1-493-5216-Starting-Comodo-Cleaning-Essentials.html and
http://help.comodo.com/topic-170-1-493-5217-CCE-Interface.html
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5.1.1. Downloading and Burning Comodo Rescue Disk

To create a Comodo Rescue Disk, Click ‘Create Rescue Disk' button from the Advanced Tasks interface.

cCOMODO

Endpoint Security

Q

General Tasks
Firewall Tasks
Sandbox Tasks

Advanced Tasks

Create Rescue Disk Clean Endpoint
Create a bootable CD or USB Flash Drive Run COMODO Cleaning Essentials tool

to clean up heavily infected PC's to clean persistent infections

Submit Files ﬁ Open Task Manager
You can submit as many files as you Open the task manager o view running
wish to COMODO for analysis security tasks in progress.

Watch Activity Open Advanced Settings

Qpen COMODO KillSwitch to monitor Access and configure various security
advanced process and system actiit configuration options.

The 'Comodo Rescue Disk' interface will open.

COMODO rescue Disk
@ Bootable CD/DVD or USB Rescue Disk
The rescue disk IS0 image is required to create a bootable disk.

Select ISO File (Optional)
1 Ifyou have already downloaded the S0 file, click here to choose it

Ctherwize it will be downloaded from the Internet.

Select Target Drive

Selectwhere the rescue disk should he created e.g. a LISB drive ar a
writahle CODWD drive.

Start

Ifyou have selected the target drive, start burning process now.
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The Comodo Rescue Disk interface displays the steps involved in creation of a new Rescue Disk on a CD/DVD or in
a USB drive.

Step 1- Select the ISO file

This step allows you to select the Comodo Rescue Disk image file in .iso format stored in your hard drive, if you have
already downloaded the same from Comodo servers or copied from another computer. Pre-storing the .iso file and
burning the rescue disk from it conserves your Internet connection bandwidth usage. This step is optional. If you
haven't downloaded the iso file, it will be automatically downloaded from Comodo Servers prior to execution of Step
3 - Burning the Rescue Disk.

«  Click Select ISO File (Optional) and navigate to the comodo_rescue_disk.iso file

Step 2 Select target drive

This step allows you to select the CD/DVD drive or the USB drive to burn the Rescue Disk.

To burn the Rescue disk on a CD or a DVD
« Label a blank CD or DVD as "Comodo Rescue Disk - Bootable" and load it to the CD/DVD drive in your

system

«  Click 'Select Target Drive' from the 'Comodo Rescue Disk' interface and select the drive from the Select
Disc dialog
COMODO rescue Disk fI=l

‘@ Bootable CD/DVD or USB Rescue Disk
The rescue disk IS0 image is required to create a bootable disk.

Select ISO File (Optional)

1 - Ifyou have already downloaded the |20 file, click here to choose it
Otherwise jtwil be downlogaded from the Intermet.

5 Select Target Drive

“! Selectwhere the rescue disk should be created e.g. a USH drive or &
< writable COVDYD drive.

k) CD M 0 D 0 select Target Drve

Type

COVDWD R Orive
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To burn the Rescue disk on a USB Drive
» Insert a formatted USB memory to a free USB port on your computer

«  Click 'Select Target Drive' from the 'Comodo Rescue Disk' interface and select the drive from the Select
Disk dialog

COMODO rescue Disk

@' Bootable CD/DVD or USB Rescue Disk
The rescue disk 150 image is required to create a bootable disk.

Select ISO File {Optional)
1 Ifyau have already downloaded the |50 file, click here to choose it

Otherwise it will be dovenloaded from the Internet.

——— .

Select Target Drive

Selectwhere the rescue disk should be created .0, a USH drive or &
< wititable COUIDVD drive.

Type

COMDYD RWY Drive

Rermovahle Disk)

Step 3 - Burn the Rescue Disk

«  After you selected the target drive, click 'Start'. If you have selected an .iso file from your hard disk, the
burning of the disk will start immediately. Else, the .iso file will be downloaded from Comodo Servers.
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Downloading COMODOD Rescue Disk. .

On completion, the files will be written on to the CD/DVD or the USB Dirve.

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 199



Writing Rescue Disk 130 image...

COMODO

Creating Trust Online®

«  Wait till the completion of the process. Do not eject the CD/DVD or the USB drive. On completion of the

process, the CD/DVD will be ejected automatically.

COMODO rescue Disk

COMODD Rescue Disk has been successfully created.
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Your Bootable Comodo Rescue Disk is created. Click 'Continue' to go back to CES interface.

5.2.Submit Files

As the name suggests, the 'Submitted Files' interface allows you to send as many files as you wish to Comodo for
analysis. Files which CES classifies as 'Unknown' or 'Unrecognized' are not in the Comodo safe list but have also
not been identified as known malware. By sending these files to Comodo, you allow our team to analyze them and
classify them as either 'Safe' or 'Malicious'. You can also submit files you suspect of being 'false positives' (those files
that you feel CES has incorrectly identified as malware). Subsequent to classification, they will be added to the white
or black list accordingly.

Note: Unrecognized files can also be submitted from the 'File List' interface should you prefer.

To open the 'Submit Files' interface, click 'Tasks' on the home screen followed by 'Advanced Tasks' > 'Submit Files'

cCOMODO

Endpoint Security

Q

General Tasks

L]
Secure

Firewall Tasks

Sandbox Tasks

Advanced Tasks

Create Rescue Disk ' Clean Endpoint

Create a bootable CD or USB Flash Drive Run COMODO Cleaning Essentials tool
to clean up heavily infected PC's to clean persistent infections

Submit Files Open Task Manager

You can submit as many files as you Cpen the task manager to view running
wish to COMODO for analysis security tasks in progress.

Watch Activity ' i Open Advanced Settings

Qpen COMODO KillSwitch to monitor Access and configure various security
advanced process and system activit configuration options.

The 'Submit' interface will open.
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COMODO submit

[[]  Location

= E‘] CASuspicious files\04 exe

(] C:ASuspicious files\ProAgent. exe

B Submit as False-Positive Submit

Clicking the handle at the bottom center of the panel opens the following options:
«  Remove - Allows you to remove files from the 'Submit Files' list
« Add - Allows you to add files to the 'Submit Files' list

To add new file(s) to 'Submit Files' list

«  Click the handle from the bottom center and choose 'Add'

T’
L x
Add Rermove
Files | I
Folders

| Running Processes

You can add files to the Submit Files list by three ways:

- Files - Allows you to navigate to the file or executable of the program you wish to add.

« Folders - Allows you to navigate to the folder you wish to add. All the files in the folder will be added to
the 'Submitted Files' list.

» Running Processes - Allows you to select a currently running process. On selecting a process, the
parent application, which invoked the process will be added to 'Submitted Files' list.

»  Repeat the process to add more files and to submit them at-once.
To remove the files from 'Submit Files' list

«  Select the file from the list

«  Click the handle from the bottom center and select 'Remove'

After adding the files you want to submit, click 'Submit' button. If you want to submit the files as False Positives to
Comodo, select the 'Submit as False-Positive check' box.
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The files will be submitted and the progress will be displayed.

COMODO submit Files

C:\Program Files\Suspicious Files\UnknownMusicConverter.exe

File Hame State

E‘-] CASuspicious files\04 exe Already submitted

C\Suspicious files\ProfAgent exe Already submitted

i C\Program Files\Suspicious Files\UnknownMusicConverter exe n Failed{0x800700df) - T_.

Send To Background

You can stop, pause/resume or send the submission process to background by clicking respective buttons.

When a file is first submitted, Comodo's online file look-up service will check whether the file is already queued for
analysis by our technicians. The results screen displays these results on completion:

« 'Uploaded' - The file's signature was not found in the list of files that are waiting to be tested and was
therefore uploaded from your machine to our research labs.

« 'Already submitted' - The file has already been submitted to our labs by another CES user and was not
uploaded from your machine at this time.

Comodo will analyze all submitted files. If they are found to be trustworthy, they will be added to the Comodo safe list
(i.e. white-listed). Conversely, if they are found to be malicious then they will be added to the database of virus
signatures (i.e. black-listed).

The list of files submitted from your computer can be viewed from the Submitted Files interface.

5.3.ldentify and Kill Unsafe Running Processes

Comodo KillSwitch is an advanced system monitoring tool that allows users to quickly identify, monitor and terminate
any unsafe processes that are running on their system. Apart from offering unparalleled insight and control over
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computer processes, KillSwitch provides you with yet another powerful layer of protection for Windows computers.

KillSwitch can show ALL running processes - exposing even those that were invisible or very deeply hidden. It allows
you to identify which of those running processes are unsafe and to shut them all down with a single click. You can
also use Killswitch to trace back to the malware that generated the process.

Comodo KillSwitch can be directly accessed from the CES interface by clicking the 'Watch Activity' button in the

'Advanced Tasks' interface.

cCOMODO

Endpoint Security

Q

General Tasks
Firewall Tasks
Sandbox Tasks

Advanced Tasks

Create Rescue Disk

Create a bootable CD or USB Flash Drive
to dean up heavily infected PC's

Submit Files

You can submit as many files as you
wish to COMODO for analysis

Watch Activity

Qpen COMODO KillSwitch to monitor
advanced process and system actly

Clean Endpoint

Run COMODO Cleaning Essentials tool
to clean persistent infeclions

Open Task Manager

Open the task manager 1o view running
security tasks in progress.

Open Advanced Settings

Access and configure vanious security
configuration options.

»  Clicking the 'Watch Activity' for the first time, CES will download and install Comodo Killswitch. Once
installed, clicking this button in future will open the Killswitch interface.
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COMODO instal

Install Required Packages
The feature requires installation of additional packages.
The following must be downloaded and installed:

| Package Name License Agreement

COMODO KillSwitch View License Agreement

By pressing "Agree and Install”, you agree with user license agreements for all the
packages listed above.

Agree and Install

» Read the license agreement by clicking "View License Agreement' and click 'Agree and Install'. CES will
download and install the application.
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COMODO instal

Installing COMODO KillSwitch...

On completion of installation, the Comodo KillSwitch main interface will be opened.
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@ COMODO Killswitch (=) E )
: KillSwitch Options View Tools Users Help
l_gg_ Metwork
Processes (70) .::4;\;}
MName PID Rating Restriction Virtualizati.,, CPU  Working 5et *
= 87 System Idle Process 0 95.38 24 KB
(= Interrupts
[EDPCs
= @System 4 MNone Disabled 1284 KB | _
L [Elsmssee 316 Trusted None Disabled 972KB |~
[0 csres.exe 436 Trusted MNone Disabled 4,360 KB
= B wininit.exe 496 Trusted None Disabled 4 288 KB
H=) B services.exe 560 Trusted MNone Disabled 051 11,332 KB
F  [Esvchost.exe 332 Trusted MNone Disabled 17,592 KB
H) [msvchost.exe 460 Trusted MNeone Disabled 19136 KB
L [ audiedg.exe 1896 Trusted Neone Disabled 16,700 KB
H=) B svchost.exe 604 Trusted MNone Disabled 133384 KE
L mdwm.exe 3684 Trusted None Disabled 48,096 KB »
H=l msvchost.exe 756 Trusted MNone Disabled 10,012 KB
- Iﬂcava.exe 3272 Trusted Mone Disabled 7,240 KB
o [ WmiPrvSE.exe 3492 Trusted MNone Disabled 8,052 KB
- i explorer.exe 4568 Trusted None Disabled 20,784 KB
[ dlhost.exe 3312 Trusted Nene Disabled 35,220 KB »
- explorer.exe 6116 Trusted Mone Disabled 35104 KB »
H=) ] mvvsve.exe 820 Trusted MNone Disabled 7,636 KB
H=l & nvxdsync.exe 1420 Trusted None Disabled 15,852 KB
L A nvtray.exe 3128 Trusted Mone Disabled 24108 KB »
S Iﬂnwwc.exe 1428 Trusted Mone Disabled 10,888 KB
A nvSCPAPISvr.exe 844 Trusted MNone Disabled 6,228 KB
F  [Esvchost.exe 872 Trusted MNone Disabled 14140 KB
W ovrhnst.exe AR Trusted MNone Dizahled QR4 KR T
< | [ | +
Applications 1) ) " i |'||'| ‘ .|'||
— L
Services (426) (v) ¥
CPU Usage: 4.61% ybaskatova-PC\ybaskatova

On clicking the "Watch Activity' button from next time onwards, Comodo Killswitch will be opened.

Details of how to use KillSwitch to monitor and terminate unsafe process from the main interface can be found at
http://help.comodo.com/topic-119-1-328-3529-The-Main-Interface.html

5.4.Remove Deeply Hidden Malware

Comodo Cleaning Essentials (CCE) is a set of computer security tools designed to help users identify and remove
malware and unsafe processes from infected computers.

Major features include:

+  KillSwitch - an advanced system monitoring tool that allows users to identify, monitor and stop any unsafe
processes that are running on their system.

«  Malware scanner - Fully customizable scanner capable of unearthing and removing viruses, rootkits,
hidden files and malicious registry keys hidden deep in your system.

+  Autorun Analyzer - An advanced utility to view and handle services and programs that were loaded when
your system booted-up.

CCE enables home users to quickly and easily run scans and operate the software with the minimum of fuss. More
experienced users will enjoy the high levels of visibility and control over system processes and the ability to
configure customized scans from the granular options menu.

For more details on the features and usage of the application, please refer to the online guide at
http://help.comodo.com/topic-119-1-328-3516-Introduction-to-Comodo-Cleaning-Essentials.html.

Comodo Cleaning Essentials can be directly accessed from the CES interface by clicking the 'Clean Endpoint' button
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in the 'Advanced Tasks' interface.

cCOMODO

Endpoint Security

General Tasks
Firewall Tasks
Sandbox Tasks

Advanced Tasks

Create Rescue Disk ! Clean Endpoint

Create a bootable CD or USE Flash Drive Run COMODO Cleaning Essentials tool
to dean up heavily infected PC's to clean persistent infeclions

Submit Files Open Task Manager

You can submit as many files as you Open the task manager 1o view running
wish to COMODO for analysis security tasks in progress.

Watch Activity ' Open Advanced Settings

Cpen COMODO KillSwitch to monitor Access and configure various security
advanced process and system activity configuration options.

«  Clicking the 'Clean Endpoint' for the first time, CES will download and install Comodo Cleaning Essentials.
Once installed, clicking this button in future will open the CCE interface.
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U Install Required Packages
The feature reguires installation of additional packages.

The following must be downloaded and installed:

Package Name License Agreement Size

COMODO Cleaning Essentials View License Agreement 7,18MB

By pressing "Agree and Install”, you agree with user license agreements for all the
packages listed above

Agree and Install

» Read the license agreement by clicking "View License Agreement' and click 'Agree and Install'. CES will
download and install the application.

COMODO nstal

Downloading COMODO Cleaning Essentials. .
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COMODO

Cleaning Essentials Optionz  Tools + Help -

Start Scan

Start a scan to unearth and remaove viruses, rootkits, hidden files and malicious registry kevs
hidden deep within vour system.

Smart Scan Full Scan Custom Scan

8.2.0 4664

Details of how to use KillSwitch to monitor and terminate unsafe process from the main interface can be
found at http://help.comodo.com/topic-119-1-328-3525-The-Main-Interface.html

«  On clicking the 'Clean Endpoint' button from next time onwards, Comodo Cleaning Essentials will be
opened.

5.5.Manage CES Tasks

Comodo Endpoint Security has the ability to concurrently run several tasks like on-demand or scheduled scans,
virus signature database updates and so on. The tasks that are currently run, can be sent to background from the
progress interface, by clicking Send to Background as shown in the example below.
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Task Download signatures
Download speed. 75.04 KB/s
Downloaded: 781 KB

J BASE_UPD_EMD_USER_¥1357

Task

o Check for signaturs updates Completed
t} Download signatures In Progress [42.9%)

Status

COMC 0 send 1o

What is a Background Task?
A task which runs in the background without interfering with

your normal PC activities.

ackground

Send To Background action, where avallable, makes the task
SUCH a3 scanning or updating continue running n the
background. These tasks are going Lo 1ake longer to complete but
resource usage of the computer is going ta be minimal

Please use Task Manager in order to access them later.

[ Do nat show this message again

These tasks can be managed, through the Task manager interface that can be accessed at anytime by clicking Open
Task Manager from the General Tasks interface.

Note: The 'What is a Background Task' alert will be displayed only when the setting is enabled in the 'User
Interface' screen. Refer to the section '‘Customize User Interface' for more details.
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Endpoint Security

Q

General Tasks
Firewall Tasks
Sandbox Tasks
Advanced Tasks

Create Rescue Disk Clean Endpoint

Create a bootable CD or USE Flash Drive Run COMODO Cleaning Essentials tool
to dean up heavily infected PC's to clean persistent infeclions

Submit Files Open Task Manager

You can submit as many files as you Open the 1ask manager 1o view running
wish to COMODO for analysis security tasks in progress

Watch Activity ' Open Advanced Settings

Open COMODO KillSwitch to monitor Access and configure various security
advanced process and system activit configuration options.

Tip: The Task Manager can also be opened by clicking on the center tab in the Status row of the widget, that
displays the number of tasks that are currently running.

The Task Manager window displays a list of background tasks that are currently running with the details of time
elapsed on each task, status and priority.

COMODO T1ask Manager
Elapsed Time

Yirug scanning - Quick Scan 00:00:59 (& Starting Marrmal

Status

Running Tasks

Priority

Live updater - 2w Update Job 00:00:59 Running (... Mormal m n

Yirus scanning - Scan my E Drive 00:00:39 & Starting Mormal

~ Close  BringtoFront

From the Task Manager interface, you can:

» Reassign priorities to the tasks
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» Pause/Resume or Stop a running task
» Bring a selected task to foreground

Reassigning Priorities for a task:

The Priority column in the Task Manager interface displays the current priority assigned for each task.
To change the priority for a task
Click on the current priority and select the priority you want to assign from the options.

COMODO T1ask Mz

Running Tasks Elapsed Time Status Priority Action

Yirus scanning - Cluick Scan 0:02:38 {1—, Starting Mormal
Live updatar - Av Update Job 00:02:35 Running (.. Mormal m n

Wirug scanning - Scan my E Drive oo:0z:18 (% Starting Marrmal
High

Mormal
Lows
Background

Pausing/Resuming or Stopping running tasks

The Action column displays the Pause/Resume and Stop buttons

« To pause a running task, click the Pause button

Wirug scanning - Scan my E Drive 00:00:25 Lo Starting Elartnal
Live updater - Ay Update Job 0o:00:268 Funning Mormal
Yirus scanning - Quick Scan 00:00:21 (& Starting Marmal

»  Toresume a paused task, click the Resume button

“irus scanning - Scan my E Orive 00:00:42 (L Starting Marmal
Live updater - Av Update Job 00:00:37 Il Paused Morrnal @
Yirus scanning - Quick Scan o0:00:37 C; Starting Martnal

« To stop a running task, click the stop button
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“irus scanning - Scan my E Drive 00:00:56 (& Starting Marmal
Live updater - Av Update Job 00:00:39 Running (... Mormal @
“irus scanning - Cluick Scan 00:00:62 (c: Starting Marmal

Bringing a running task to foreground

« To view the progress of a background task, select the task and click Bring to Front

COMODO T7::k Mana ger

Running Tasks Elapsed Time Status Priority Action

“irug scanning - Cuick Scan oo:00:32 {5 Starting Marrnal
Live updater - A Update Job Q‘ 00:00:32 Running (... Mormal m n

Wirus scanning - Scan my E Drive 00:00:20 (& Starting Marmal

Close Bring to Front

The progress window of the task will be displayed. If the task is completed, the results window will be displayed.

6. Advanced Settings

The 'Advanced Settings' area allows you to configure every aspect of the operation, behavior and appearance of
Comodo Endpoint Security. The 'General Settings' section lets you specify top-level preferences regarding the
interface, updates and event logging. The 'Security Settings' section lets advanced users delve into granular
configuration of the Antivirus, Defense+ and File Ratings modules. For example, the 'Security Settings' area allows
you to create custom virus scan schedules, create virus exclusions, create HIPS rules, modify sandbox behavior,
define network zones and specify how the file rating system deals with trusted and untrusted files.

To open 'Advanced Settings'":
»  Click the 'Tasks' arrow if you are on the CES home screen
»  Click 'Advanced Tasks' then '‘Open Advanced Settings'
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Endpoint Security

General Tasks
Firewall Tasks
Sandbox Tasks

Advanced Tasks

Create Rescue Disk
Create a bootable CD or USE Flash Drive

to dean up heavily infected FC's

Submit Files

You can submit as many files as y
wish to COMODO for analysis

Watch Activity
Open COMODO KillSwitch to monitor

atdvanced process and system activily

The 'Advanced Settings' panel will open:

Clean Endpoint

Run COMODO Cleaning Essentials tool
to clean persistentinfections

Open Task Manager

Open the 1ask manager Lo view running
security tasks in progress

Open Advanced Settings

Access and configure various security
configuration options.

Comodo Endpoint Secu[i____t__yf___f_fus_er__e,_Lafé,___
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User Interface

Language: | English (United States) - By COMODO

[C] Show messages from COMODO Message Center

Show notfification messages

[ Show desktop widget

[C] Show information messages when tasks are minimized/sent to background
[[] Play sound when an alert is shown

[] Enable access only for administrators

Cancel

Please refer to the following sections to find out more about setting:
« General Settings - Allows you to configure the appearance and behavior of the application

»  Customize User Interface
« Configure program and database updates
* Log Settings
+ Manage CES Configurations
«  Security Settings - Advanced configuration of Antivirus, Defense+ and File Ratings modules
»  Antivirus Settings
» Defense+ Settings
» Firewall Settings
» File Ratings

6.1.General Settings

The 'General Settings' area enables you to customize the appearance and overall behavior of Comodo Endpoint
Security. You can configure general properties like the interface language, notification messages, automatic updates,
logging and more.
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User Interface

Language: English (United States) - By COMODO

[] Show messages from COMODO Message Center

Show notfification messages

[ Show desktop widget

[] Show information messages when tasks are minimized/sent to background
[C] Play sound when an alert is shown

[] Enable access only for administrators

You can configure the following from this interface:
« User Interface
« Updates
» Logging
»  Configuration

6.1.1. Customize User Interface

The 'User Interface' tab lets you choose the interface language and customize the look and feel of Comodo Endpoint
Security according to your preferences. You can also configure how messages are displayed and enable password
protection for your settings.

« Language Settings - Comodo Endpoint Security is available in multiple languages. You can switch

between installed languages by selecting from the 'Language' drop-down menu (Default = English (United
States)).
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User Interface

Language: |English (United States) - By COMCDO v
English (United States) - By COMODO
[C] Show Mes¢ Tigng Viét - By Community

Show notifi YxpaiHceka — By Community

Tarkge - By COMODO

*

[ Show desk _
Svenska - By Community

[] Show infor Espafiol - By Community (ground

[C] Play soung Cpnckn - By Community
Pyeccknia - By COMODO
] Enable acq v

Rornana - By Community
Polski - By Community
By Community - s 13

m

Italiano - By Community
Magyar - By Community
Ernvika - By Community
Deutsch - By Community
Frangais - By Community
Eesti keel - By Community

Mederlands - By Community
Cestina - By Community

Hrvatski (Croatian) - By Community
IEREAT - By Community

ML (E{E) - By COMODO

Bwnrapcewn - By Community -

«  Show messages from COMODO Message Center - If enabled, Comodo Message Center messages will
periodically appear to keep you abreast of news in the Comodo world.

COMODO
' (_m“\ COMODO Cloud

“ | Client for iPhone

/ with 5 GB free storage!
r files from your
e waorld.

Click here to get it now.

L]

They contain news about product updates, occasional requests for feedback, info about other Comodo
products you may be interested to try and other general news. (Default = Enabled).

- Show notification messages - These are the CES system notices that appear in the bottom right hand
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corner of your screen (just above the tray icons) and inform you about the actions that CES is taking and
any CES status updates. For example 'Defense+ is learning ' are generated when these modules are
learning the activity of previously unknown components of trusted applications. Antivirus notifications will
also be displayed if you have selected 'Do not show antivirus alerts' check box in Antivirus > Real-time
Scan settings screen. Clear this check box if you do not want to see these system messages (Default =
Disabled for 'CES Managed' configuration profile and Enabled for CES configuration profile).

«  Show desktop widget - The CES desktop widget displays at-a-glance information about CES security
status, number of background tasks and shortcuts to open browsers inside the sandbox.

cOMODO

e |
| Secure

The widget also acts as a shortcut to open the CES main interface, the Task Manager, your browsers and
so on. If you do not want the widget to be displayed on your desktop, clear this checkbox. (Default =
Disabled).

Tip: You can disable the widget from the CES system tray icon. Right click on the CES system tray icon and
deselect the 'Show' option that appears on hovering the mouse cursor on 'Widget'.

«  Show information messages when tasks are minimized/sent to background - CES displays messages
explaining the effects of minimizing or moving a running task like an AV scan to the background:

COMOD O wuinimize Window

What is a Minimized Task?
A task which doesn't consume as much resources as an active

task.

COMODO send To Background

What is a Background Task?
A task which runs in the background without interfering with

your normal PC activities.

Minimize Window action, where available. makes the task such
as scanning or updating continue running with a lower priority
compared to other programs. These tasks are going fo take
longer to complete but be less resource intensive

Send To Background action. where available, makes the task
such as scanning or updating continue running in the

background. These tasks are going fo take longer fo complete but
resource usage of the computer is going to be minimal

Restoring the window to foreground will restore the previous
priority back as well

Please use Task Manager in order to access them later

[[] Do not show this message again

[F] Do not show this message again

If you do not want these messages to be displayed, clear this check-box (Default = Disabled).

Tip: You can also disable these messages in the message window itself by selecting ‘Do not show this message
again'

» Play sound when an alert is shown - CES generates a chime whenever it raises a security alert to grab
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your attention. If you do not want the sound to be generated, clear this check box (Default = Disabled).

« Enable access only for administrators - If enabled, CES will enforce password protection for all
important configuration sections and wizards within the interface. If you enable this feature, you must first
specify and confirm a password. You will then be asked for this password whenever you try to access
important configuration areas (for example, all sections in the General Tasks - Introduction, Sandbox
Tasks - An Introduction and Advanced Tasks - An Introduction will request the password).

COMODO Eenter password

Please enter your credentials in order to continue:

Domain:

Login:

Password:

Cancel

This setting is of particular value to parents, network administrators and administrators of shared computers

to prevent other users from modifying critical settings and exposing the machine to threats (Default =
Disabled).

6.1.2. Configure Program and Virus Database Updates

The 'Updates' area allows you to configure settings that govern CES program and virus database updates.

This screen can be accessed by clicking 'Updates' under the 'General Settings' section of '‘Advanced Settings":
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.l:’ Updates

Check for program updates every 1 day(s)

Automatically download program updates

If checked, program updates will be automatically downloaded. You will still need to
choose when to install them.

Check for database updates every 11 |hour(s) |-

Options
[T] Do NOT check for updates if | am using these connections
[[] Do NOT check for updates if running on battery

Proxy and Host Seftings

«  Check program updates every NN day(s) - Enables you to set the interval at which CES will check for
program updates. Select the interval in days from the drop-down combo box. (Default = Disabled for ‘CES
Managed' configuration profile and Enabled for CES configuration profile)

«  Automatically download program updates - Instructs CES to automatically download virus database
updates as soon as they are available then notify you that they are ready for installation.
(Default=Enabled)

« Check for database updates every NN hour(s)/day(s) - Enables you to set the interval at which CES will
check for virus signature database updates. Select the interval in hours or days from the first drop-down
combo box and set hours or days in the second drop-down box. (Default and recommended = 1 hour)

» Do NOT check updates if am using these connections - Enables you to restrict CES from checking for
updates if you use certain types of Internet connection. For example, you may not wish to check updates if
using a wireless connection you know to be slow or not secure (Default = Disabled)

« Todo this:

«  Select the 'Do NOT check updates if am using these connections' check-box

« Then click the 'these connections'. The connections dialog will appear with the list of connections
you use.
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COMODO connections

| Connection Names

[] Lacal Area Cannection

»  Select the connection through which you do not want CES to check for updates and click OK.

« Do NOT check for updates if running on battery - If enabled, CES will not download updates if it detects
your computer is running from battery power. This is intended to extend battery lifetime on laptops. (Default
= Disabled)

«  Proxy and Host Settings - Allows you to select the host from which updates are downloaded. By default,
CES will directly download updates from Comodo servers. However, advanced users and network admins
may wish to first download updates to a proxy/staging server and have individual CES installations collect
the updates from there. The 'Proxy and Host Settings' interface allows you to point CES at this
proxy/staging server. This helps conserve overall bandwidth consumption and accelerates the update
process when large number of endpoints are involved.

Note: You first need to install Comodo Offline Updater in order to download updates to your proxy server. This can
be downloaded from http://enterprise.comodo.com/security-solutions/endpoint-security/endpoint-security-
manager/free-trial.php

To configure updates via proxy server

«  Click 'Proxy and Host Settings' at the bottom of the 'Updates' interface. The 'Proxy and Host
Settings' interface will open.
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COMOD O rroxy and Host Settings

Use proxy

Host: 1192.168.111.111

Port: 8085

Use authentication

Login: | administrator

Password: | sssennee

Servers Status

download.comodo.com m

Cancel

»  Select the 'Use Proxy' checkbox.

«  Enter the host name and port numbers. If the proxy server requires access credentials, select the 'Use
Authentication' check-box and enter the login / password accordingly.

»  You can add multiple servers from which updates are available. To do this, click the handle at the bottom
center of the 'Servers' panel, click the 'Add' button then enter the host name in the 'Edit Property' dialog.
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Add Edit Remove | Move Up e

COMODO Eadit property

Add a new host

Cancel

«  If you specify multiple servers:

» Activate or deactivate each update server using the 'Active’ toggle switch beside it.

»  Use the 'Move Up' and 'Move Down' buttons to specify the order in which each server should be
consulted for updates. CES will commence downloading from the first server that contains new
updates.

«  Click 'OK' for your settings to take effect.

6.1.3. Log Settings

By default, Comodo Endpoint Security maintains detailed logs of all Antivirus, Defense+ events. Logs are also
created for 'Alerts Displayed', ‘Tasks Launched' 'File List Changes, Trusted Vendors List Changes 'and 'Configuration
Changes'.
« The 'Logging' interface allows you to specify the locations for storing log file, maximum size of the log file in
local storage and how CES should react if the maximum file size is exceeded.

Note: If you wish to actually view, manage and export logs, then you need to open the 'View Logs' interface under
'General Settings' (Tasks > General Settings > View Logs)
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@ Logging

Logging options allow you to manage recording of critical events like malware events,
firewall events etc.

Write to Local Log Database (COMODO Format)
[] Write to Syslog Server

Host |

[7] Write to Log File (CEF Format)

Path . Browse -

Write to Windows Event Logs
Log File Management

When log file reaches MB

@ Delete it and create a new one

@ Move itto the specified folder
User Statistics

[] Send anonymous program usage statistics to COMODO

W

When this option is enabled, usage statistics (e.g. crashes, errors, clicks etc.) about the
product will be sent to COMODO anonymously. This information will be used by our
engineers to improve the product's quality and is subject to COMODO's privacy policy

Cancel

Logging Options

«  Write to Local Log Database — Instructs CES to store the log files in the local storage of the endpoint in
Comodo format so that they can be viewed from Tasks > General Settings > View Logs interface. Refer to
the section View CES Logs' for more details. The Log storage depends on the log file management
settings configured in the 'Log File Management' settings area in the same interface. (Default = Enabled).

«  Write to Syslog Server — Instructs CES to forward the log files to an external Syslog Server integrated with
the CESM server that remotely manages your CES installation. Enter the IP address/hostname of the
Syslog server in the Host text field and enter the port through which Syslog server listens to CESM in the
'Port' field (default port = 514). (Default = Disabled).

»  Write to Log file (CEF) Format — Instructs CES to store the log files at a specified location in the local
storage or a network storage, in Common Event Format (CEF) format, also known as NCSA Common Log
Format, which is standardized text file format. When selecting this option, click 'Browse', select the storage
location and navigate to the log file to which the logs are to be added. (Default = Disabled).

»  Write to Windows Event Logs — Instructs CES to store the log events to the Windows Event Logs.
(Default = Enabled)

Log File Management

- Ifthe log file's size exceeds (Mb) - Enables you to specify behavior when the Local Log Database
(Comodo Format) log file reaches a certain size. You can decide on whether to maintain log files of larger
sizes or to discard them depending on your future reference needs and the storage capacity of your hard
drive.

«  Specify the maximum limit for the log file size (in MB) in the text box beside 'If the log file's size
exceeds (MB)' (Default = 100MB).
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If you want to discard the log file if it reaches the maximum size, select 'Delete it and create a new one'.
Once the log file reaches the specified maximum size, it will be automatically deleted from your system and
a new log file will be created with the log of events occurring from that instant (Default = Enabled).

If you want to save the log file even if it reaches the maximum size, select 'Move it to' and select a
destination folder for the log file (Default = Disabled).

Log File Management

When log file reaches B

ALE & New one

@ Move it to the specified folder

Browse for Folde\ ﬂ

User 3

[ Send anf | o, - pirectory *
When tf clicks, etc.) about the
prcut_lucj 4 Local Disk (E2) o I b,a LIS!Ed by our
engine | CBU Scripts O's privacy policy
, cbu_logs

) cert

m

) certs
, CES5 Log Archive

> g CESM
| CES_Configurations
| CIS Log Archive
| CIS_Cofigurations
; CWPN -

[ o || concel |

—————————————

The selected folder path will appear beside 'Move it to'.

Log File Management
When log file reaches MB
) Delete it and create a new one

@ Move it to EACES Log Archive

User Statistics

[[] Send anonymous program usage statistics to COMODO

When this option is enabled, usage statistics (e.g. crashes, errors, clicks, etc.) about the
product will be sent to COMODO anonymously. This information will be used by our
engineers to improve the product’s quality and is subject to COMODO's privacy policy

Once the log file reaches the maximum size, it will be automatically moved to the selected folder and a new log file
will be created with the log of events occurring from that instant.

User Statistics

- Send anonymous program usage (e.g. clicks, crashes, errors etc) statistics to COMODO in order to
improve the product's quality - Comodo collects collects the usage details from millions of CES users to
analyze their usage patterns for the continual enhancement of the product. Your CES instillation will collect
details on how you use the application and send them periodically to Comodo servers through a secure
and encrypted channel. Also your privacy is protected as this data is sent anonymous. This data will be
useful to the engineers and developers at Comodo to identify the areas to be developed further for
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delivering the best Internet Security product. Disable this option if you do not want your usage details to be
sent to Comodo. (Default = Disabled)

6.1.4. Manage CES Configurations

Comodo Endpoint Security allows you to maintain, save and export a configuration of your security settings as
configuration profiles. This is especially useful if you are a network administrator looking to roll out a standard
security configuration across multiple computers. If you are upgrading your system and there is a need to uninstall
and re-install Comodo Endpoint Security then it can be great time-saver to export your configuration settings
beforehand. After re-installation, you can import your previous settings and avoid having to configure everything over
again.

Note: Any changes you make over time will be automatically stored in the currently active profile. If you want to
export your current settings then export the 'Active’ profile.

This panel can be accessed by clicking 'Configuration' under the 'General Settings' section of 'Advanced Settings':

COMODO advanced Settings

Configuration

This section lets you import, export and switch configurations.

Configurations
COMODO - Endpoint Security

COMODO - Endpoint Security Managed

Cancel

The currently active configuration is indicated under the 'Active’ column. Click the following links for more details:

« Comodo Preset Configurations
« Importing/Exporting and Managing Personal Configurations

6.1.4.1. Comodo Preset Configurations

CES is shipped with two present configurations, 'COMODO - Endpoint Security' and 'COMODO - Endpoint Security
Managed' configurations. By default, the endpoints that are managed by CESM will be applied 'Endpoint Security
Managed' configuration automatically and standalone endpoints (that are not managed by CESM) with CES will be
applied 'Endpoint Security' configuration. Reminder - the active profile is, in effect, your current CES settings. Any
changes you make to settings are recorded in the active profile. You can change the active profile at any time from
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the 'Configuration' panel.

COMODO - Endpoint Security Managed - This configuration is activated by default on endpoints that are managed
by CESM and important default CES configuration is given below:

« HIPS s disabled.

*  Auto-Sandbox is enabled.

»  Viruscope is enabled.

» Realtime scan is enabled.

Traffic filtering (Firewall) is enabled in Safe mode.

»  Website filtering is enabled.

«  Only commonly infected files/folders are protected against infection.

+  Only commonly exploited COM interfaces are protected.

» Defense+ is tuned to prevent infection of the system.

+  Alert message notification is disabled.

»  \Viruscope alert is disabled
COMODO - Endpoint Security - This configuration is activated by default on standalone computers, that is,
computers not managed by CESM, and important default CES configuration is given below:

+ HIPS s disabled.

+  Auto-Sandbox is enabled.

«  Viruscope is enabled.

» Realtime scan is enabled.

Traffic filtering (Firewall) is enabled in Safe mode.

»  Website filtering is enabled.

«  Only commonly infected files/folders are protected against infection.

*  Only commonly exploited COM interfaces are protected.

» Defense+ is tuned to prevent infection of the system.

«  Alert message notification is enabled.

«  Viruscope alert is enabled
If you wish to switch to Endpoint Security option, you can select the option from the 'Configuration' panel.

6.1.4.2. Importing/Exporting and Managing Personal Configurations

The CES configurations can be exported/imported, activated and managed through the Configuration panel
accessible by clicking 'Configuration' tab under 'General Settings' in 'Advanced Settings' interface.

Click the area on which you would like more information:

»  Export a stored configuration to a file

« Import a saved configuration from a file

» Select a different active configuration setting
» Delete a inactive configuration profile

Exporting a stored configuration to a file

1. Open 'Configurations' panel by clicking 'Configuration' under General Settings in 'Advanced Tasks' interface

2. Select the configuration, click the handle from the bottom and choose 'Export'. The Select a path to export
the configuration dialog will open.
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Export Activate Remove

Cancel

i h
& Select a path to export the configuration u

Savein: ) CES_Configurations * a ? P [~

P= Marme Date modified Type

"'} Mo items match your search,
Recent Places

Libraries

Computer

@

Netw;:rrk

i | i b

File name: | - | Save I

Save as type: [CIS xml corfiguration file {*.cfgx) '] [ Cancel ]

3. Navigate to the location where you want to save the configuration file, type a name (e.g., 'Default CES
Configuration') for the file to be saved in .cfgx format and click 'Save'.

A confirmation dialog will appear on successful export of the configuration.

COMODO Endpoint Security

ﬁ The configuration has been exported successfully.

OK

Importing a saved configuration from a file

Importing a configuration profile allows you to store any profile within Comodo Endpoint Security. Any profiles you
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import do not become active until you select them for use.

To import a profile
1. Open 'Configurations' panel by clicking 'Configuration' under General Settings in 'Advanced Tasks'
interface, click the handle from the bottom and choose Import from the options.

The 'Select a configuration file to import' dialog will open.

[ v

Export Activate

x

Remowve

i !
Select a cenfiguration file to import g
Lockin: || CES_Corfigurations ~ @ F = [
Ii= Mame : Date modified Type
ohe. ||| my_ces_profile.cfgx 20.08.2015 15:26 CFGX File
Recent Places
Desktop
HT‘
Libraries
A
Computer
Network
4 | m b
File name: my_ces_profile cfgx -
Files of type: [CIS configuration files " cfox) "’] Cancel
L% ’,

2. Navigate to the location of the saved profile and click 'Open'.

3. The 'Import As' dialog will appear. Enter a name for the profile you wish to import and click 'OK'.
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COMODO Import As

Enter a name for this configuration:
| My CES Profile

Cancel

OK

Once imported, the configuration profile is available for deployment by selecting it.

COMODO advanced Settings

Configuration

This section lets you import, export and switch configurations.

Configurations Status
COMODO - Endpoint Security Active
COMODO - Endpoint Security Managed

My CES Profile

Selecting and Implementing a different configuration profile
You can change the configuration profile active in CES at any time from the 'Configurations' panel

To change the active configuration profile
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1. Open 'Configurations' panel by clicking 'Configuration' under General Settings in 'Advanced Tasks' interface

2. Select the configuration profile you want to activate, click the handle from the bottom and choose Activate
from the options.

COMODO advanced Settings

Configuration

This section lets you import, export and switch configurations.

Configurations
COMODO - Endpoint Security

COMODO - Endpoint Security Managed

Cancel

You will be prompted to save the changes to the settings in you current profile before the new profile is deployed.

COMODO Endpoint Security

3 Would you like to save your changes to current
configuration before switching configurations?

H Mo

3. Click 'Yes' to save any setting changes in the current configuration, else click 'No'.

COMODO Endpoint Security

ﬂ The configuration has been activated successfully.

OK

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 232



COMODO

Creating Trust Online®

Comodo Endpoint Secu[i___ty,.:.,us-er-f—;uﬁ?__

Deleting an inactive configuration profile

You can remove any unwanted configuration profiles from the list of stored configuration profiles. You cannot delete
the profile that Comodo Endpoint Security is currently using - only the inactive ones. For example if the COMODO -
Endpoint Security Managed is the active profile, you can only delete the inactive profiles, 'My_CES_Configuration
and so on.

To remove an unwanted profile

1. Open 'Configurations' panel by clicking 'Configuration' under General Settings in 'Advanced Tasks' interface

2. Select the configuration profile you want to delete, click the handle from the bottom and choose 'Remove'
from the options.

COMODO advanced Settings

Configuration

This section lets you import, export and switch configurations.

Configurations
COMODO - Endpoint Security

COMODO - Endpoint Security Managed

3 E»T«

Import Export Activate

Cancel

A confirmation dialog will be displayed.

cCOMODO Endpoint Security

—

H Are you sure to delete the selected configuration

permanently?

3. Click 'Yes'. The configuration profile will be deleted from your computer.
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COMODO Endpoint Security

ﬁ Configuration successfully removed!

. OK

6.2.Security Settings

The Security Settings area enables you to perform granular configuration of the Antivirus, Defense+ and File ratings
components of Comodo Endpoint Security. Although these settings play a large part in governing the level of security
offered by the application, Comodo Endpoint Security does ship with secure defaults for all major settings so
provides 'out-of-the-box' protection for all users.

Click the following links to go straight to the topic that explains the respective settings screen:
« Antivirus Settings
« Real-time Scanner Settings
« Custom Scan Settings
» Exclusions
» Defense+ Settings
« HIPS Behavior Settings
« Active HIPS Rules
»  Predefined HIPS Rule Sets
» Protected Objects
«  HIPS Groups
»  Sandbox
- Sandbox Settings
« Auto-Sandbox Settings
e Viruscope
»  Firewall Settings
«  Firewall Behavior Settings
»  Application Rules
»  Global Rules
«  Predefined Rule Sets
*  Network Zones
* Port Sets
»  Website Filtering
» Manage File Rating
+ File Rating Settings
»  File Groups
+ File List
«  Submitted Files
« Trusted Vendors
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6.2.1. Antivirus Settings

The Antivirus Settings category has sub-sections that allow you to configure Real Time Scans (a.k.a 'On-Access'
scanning), Custom Scans, and Exclusions (a list of the files you consider safe).

COMODO advanced Settings

= Realtime Scan

Enable Realtime Scan (Recommended)

This option enables virus scanning when your computer is used and prevents threats
before they enter your system.

Enable scanning oplimizations (Recommended)

Use this option to activate the performance improving technologies for realtime scanning

Detection
Run cache builder when computer is idle

[7] Scan computer memory after the computer starts

Do not show antivirus alerts | Quarantine Threats v|

Decompress and scan archive files of extension(s). “exe. " jar
[7] Set new on-screen alert timeout to 120 | secs
[ Set new maximum file size limit to

[] Set new maximum script size limit to

Use heuristics scanning

Click the following links to jump to each section:

» Real Time Scan - To set the parameters for on-access scanning;

«  Custom Scan - To create scan profiles and run custom scans, schedule custom scans and set the
parameters for custom scans;

«  Exclusions- To see the list of ignored threats and to set the parameters for Exclusions.

6.2.1.1. Real-time Scanner Settings

The real-time scanner (aka 'On-Access Scan') is always ON and checks files in real time when they are created,
opened or copied (as soon as you interact with a file, Comodo Antivirus checks it). This instant detection of viruses
assures you, the user, that your system is perpetually monitored for malware and enjoys the highest level of
protection.

The real-time scanner also scans system memory on start. If you launch a program or file which creates destructive
anomalies, then the scanner blocks it and alerts you immediately. Should you wish, however, you can specify that
CES does not show you alerts if viruses are found but automatically deals with them (choice of auto-quarantine or
auto-block/delete). It is highly recommended that leave the Real Time Scanner enabled to ensure your system
remains continually free of infection.

To open the Real Time Scan settings panel
+  Click 'Tasks > Advanced Tasks > Open Advanced Settings > Security Settings > Antivirus > Realtime Scan".
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Enable Realtime Scan (Recommended)

This option enables virus scanning when your computer is used and prevents threats
before they enter your system.

Enable scanning optimizations (Recommended)

Use this option to activate the peformance improving technologies for realtime scanning

Detection
Run cache builder when computer is idle
[7] Scan computer memory after the computer starts
Do not show antivirus alerts | Quarantine Threats =/
Decompress and scan archive files of extension(s): “exe *jar
[] Set new on-screen alert timeout to 120 | secs
[[] Set new maximum file size limit to
[7] Set new maximum script size limit to

Use heuristics scanning

- Enable Realtime Scan - Allows you to enable or disable real-time scanning. Comodo recommends to leave
this option selected (Default=Enabled)

« Enable scanning optimizations - On selecting this option, the antivirus will employ various optimization
techniques like running the scan in the background in order to reduce consumption of system resources
and speed-up the scanning process (Default = Enabled)

Detection Settings

* Run cache builder when computer is idle - CES runs the Antivirus Cache Builder whenever the computer
is idle, to boost the real-time scanning. If you do not want the Cache Builder to run, deselect this option
(Default = Enabled)

«  Scan computer memory after the computer starts - When this check box is selected, the Antivirus scans
the system memory during system start-up (Default = Disabled)

» Do not show antivirus alerts - Allows you to configure whether or not to show antivirus alerts when
malware is encountered. Choosing 'Do not show antivirus alerts' will minimize disturbances but at some
loss of user awareness. If you choose not to show alerts then you have a choice of default responses that
CES should automatically take - either 'Block Threats' or '‘Quarantine Threats'. (Default = Enabled )

« Quarantine Threats - Moves the detected threat(s) to quarantine for your later assessment and action.
(Default)

- Block Threats - Stops the application or file from execution, if a threat is detected in it.

Note: If you deselect this option and thus enable alerts then your choice of quarantine/block is presented within the
alert itself.

- Decompress and scan archive files of extension(s) - Comodo Antivirus can scan all types of archive
files such as .jar, RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB if this option is left selected. You will
be alerted to the presence of viruses in compressed files before you even open them. (Default = Enabled)
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You can add the archive file types that should be decompressed and scanned by Comodo Antivirus.

«  Click link on the file type displayed at the right end. The 'Manage Extensions' dialog will open.

cCOMODO Manage Extensions

Extensions

*

-exe

* jar

Cancel

« Toadd afile type, click the up arrow at the bottom center and click 'Add'".

COMODO Edit property

Set archive extension

Cancel

»  Enter the extension (e.x.: rar, msi, zip, 7z, cab and so on) to be included in the 'Edit property'
dialog and click 'OK'".

»  Repeat the process to add more extensions
+  Click 'OK" in the 'Manage Extensions' dialog

« Set new on-screen alert timeout to - This box allows you to set the time period (in seconds) for which the
alert message should stay on the screen. (Default = 120 seconds)

»  Set new maximum file size limit to - This box allows you to set a maximum size (in MB) for the individual
files to be scanned during on-access scanning. Files larger than the size specified here, will not be not
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scanned. (Default = 40 MB)

+  Set new maximum script size to - This box allows you to set a maximum size (in MB) for the script files to
be scanned during on-access scanning. Files larger than the size specified here, are not scanned. (Default
=4 MB)

+ Use heuristics scanning - Allows you to enable or disable Heuristics scanning and define scanning level.
(Default = Low )

Heuristic techniques identify previously unknown viruses and Trojans. 'Heuristics' describes the method of
analyzing the code of a file to ascertain whether it contains code typical of a virus. If it is found to do so then
the application deletes the file or recommends it for quarantine. Heuristics is about detecting virus-like
behavior or attributes rather than looking for a precise virus signature that match a signature on the virus
blacklist.

This is a quantum leap in the battle against malicious scripts and programs as it allows the engine to
‘predict' the existence of new viruses - even if it is not contained in the current virus database.

Leave this option selected to keep Heuristics scanning enabled. Else, deselect this checkbox. If enabled,
you can select the level of Heuristic scanning from the drop-down:

« Low - 'Lowest' sensitivity to detecting unknown threats but will also generate the fewest false
positives. This setting combines an extremely high level of security and protection with a low rate
of false positives. Comodo recommends this setting for most users. (Default)

e Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a
corresponding rise in the possibility of false positives.

+ High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more
false positives too.

6.2.1.2. Scan Profiles

The Scan Profiles area allows you to view, edit, create and run custom virus scans. Each profile is a collection of
scanner settings that tell CES:

«  Where to scan (which files, folders or drives should be covered by the scan)

« When to scan (you have the option to specify a schedule)

«  How to scan (options that let you specify the behavior of the scan engine when running this profile)
To open the panel

«  Click Security Settings > Antivirus > 'Scans' tab in the 'Advanced Settings' panel.
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@ Scans

This page allows you to add, remove and edit scan profiles and scheduled scans.

] MName Action Last Scan Status

[ Full Scan MNever m

] Quick Scan 11/11/2015 2:19:32 AV @D

CES ships with two predefined scan profiles:
»  Full Scan - Covers every local drive, folder and file on your system.

*  Quick Scan - Covers critical areas in your system which are highly prone to infection from viruses, rootkits
and other malware. This includes system memory, auto-run entries, hidden services, boot sectors,
important registry keys and system files. These areas are responsible for the stability of your computer and
keeping them clean is essential.

You can run a profile-scan immediately by clicking the 'Scan' link alongside it. Click the handle at the foot of the
interface if you wish to edit, remove or add a profile.

Click the following links for more details on:
» Creating a Scan Profile
* Running a custom scan
To create a custom profile
«  Click the handle at the bottom of the interface then click the 'Add' button:
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E Scans

This page allows you fo add, remove and edit scan profiles and scheduled scans.

Name Action Last Scan Status

Full Scan Mever u::

Quick Scan 11/11/2015 2-19:32 aM @D

x

Remove

Cancel

The scan profile interface will be displayed.
- Type a name for the profile in the 'Scan Name' text box
«  Click the handle at the bottom of the interface to select items that should be included in the profile
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COMODO scan

Scan Name: | Example Scan Profile

Define items to be scanned, scanning options and running schedule

Items

i ] Profile

[l E\Samples\

El‘l:l

Add Files ' Add Folder

Options

Schedule

Cancel

« Add Files - Allows you to navigate to specific files that you wish to add to the profile
« Add Folder - Opens the 'Browse For Folder' window and allows you to select entire folders

» Add Region - Allows you to add predefined regions to the profile. For example, 'Full Computer,
‘Commonly Infected Areas' and 'System Memory'.

COMODO choose a Region

Entire Computer

Commonly Infected Areas

»  Repeat the process to add more items into the profile
»  Click 'Options' to further customize the scan
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COMODO scan

Scan Name: ‘ Example Scan Profile

Define items to be scanned, scanning options and running schedule

ltems

Options

Enable scanning optimizations
This option increases the scanning speed significantly

Decompress and scan compressed files
This option allows scanner to decompress archive files e.g. .zip, _rar, etc. during scanning

[[] Use cloud while scanning
This option allows scanner to connect to cloud to query file ratings

Automatically clean threats | Disinfect Threats -

When the threats are identified, perform the selected action automatically

[[] Use heuristics scanning | Low v:
Schedule

Cancel

- Options:
« Enable scanning optimizations - On selecting this option, the antivirus will employ various
optimization techniques like running the scan in the background in order to speed-up the scanning
process (Default = Enabled) .
- Decompress and scan compressed files - When this check box is selected, the Antivirus scans
archive files such as .ZIP and .RAR files. Supported formats include RAR, WinRAR, ZIP, WinZIP
ARJ, WinARJ and CAB archives (Default = Enabled) .

« Use cloud while scanning - Selecting this option enables the Antivirus to detect the very latest
viruses more accurately because the local scan is augmented with a real-time look-up of
Comodo's online signature database. With Cloud Scanning enabled your system is capable of
detecting zero-day malware even if your local anitvirus database is out-dated. (Default =
Disabled).

« Automatically clean threats - Enables you to select the action to be taken against the detected
threats and infected files automatically from disinfecting Threats and moving the threats to
quarantine. (Default = Enabled with Disinfect Threats option)

» Use heuristics scanning - Enables you to select whether or not Heuristic techniques should be
applied on scans in this profile. You are also given the opportunity to define the heuristics scan
level. (Default = Disabled).

Background Info: Comodo Endpoint Security employs various heuristic techniques to identify
previously unknown viruses and Trojans. 'Heuristics' describes the method of analyzing the code of
a file to ascertain whether it contains code patterns similar to those in known viruses. If it is found
to do so then the application deletes the file or recommends it for quarantine. Heuristics is about
detecting 'virus-like" traits or attributes rather than looking for a precise virus signature that matches
a signature on the virus blacklist.

This allows CES to 'predict' the existence of new viruses - even if it is not contained in the current
virus database.

« Low - Lowest' sensitivity to detecting unknown threats but will also generate the fewest false
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positives. This setting combines an extremely high level of security and protection with a low
rate of false positives. Comodo recommends this setting for most users.

»  Medium - Detects unknown threats with greater sensitivity than the 'Low' setting but with a
corresponding rise in the possibility of false positives.

+ High - Highest sensitivity to detecting unknown threats but this also raises the possibility of
more false positives too.

+  Limit maximum file size to - Select this option if you want to impose size restrictions on files
being scanned. Files of size larger than that specified here, are not scanned, if this option is
selected (Default= 40 MB).

* Run this scan with - Enables you to set the priority of the scanning from High to Low and to run
at background. (Default = Disabled)

« Update virus database before running - Selecting this option makes CES to check for virus
database updates and if available, update the database before commencing the scan. (Default =
Enabled).

» Detect potentially unwanted applications - When this check box is selected, Antivirus scans
also scans for applications that (i) a user may or may not be aware is installed on their computer
and (i) may functionality and objectives that are not clear to the user. Example PUA's include
adware and browser toolbars. PUA's are often installed as an additional extra when the user is
installing an unrelated piece of software. Unlike malware, many PUA's are 'legitimate’ pieces of
software with their own EULA agreements. However, the 'true' functionality of the software might
not have been made clear to the end-user at the time of installation. For example, a browser
toolbar may also contain code that tracks a user's activity on the Internet (Default = Disabled).

« If you want the scan to be performed periodically, set a Schedule for the custom scan by clicking 'Schedule'

COMODO scan i

Scan Name: | Example Scan Profile’ |

Define items to be scanned, scanning options and running schedule

ltems b "
Options b

Schedule P

Frequency: Start Time:

) Do not schedule this task [ "Dﬁws] i Week 3

| Fri

iy Bty

) Every Day

Sun ‘ Mon ]i Tue “Wed-‘j Thu

@ Every Week
) Every Month

[C] Run only when computer is not running on battery

Run only when computer is IDLE

Turn off computer if no threats are found at the end of the scan
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» Do not schedule this task - The scan profile will be created but will not be run automatically. The
profile will be available for manual on-demand scanning

»  Every Day - Runs the scan every day at the time specified

»  Every Week - Scans the areas defined in the scan profile on the day(s) of the week specified in
'Days of the Week' field and the time specified in the 'Start Time' field. You can select the days of
the week by directly clicking on them.

«  Every Month - Scans the areas defined in the scan profile on the day(s) of the month specified in
'Days of the month' field and the time specified in the 'Start Time' field. You can select the days of
the month by directly clicking on them.

* Run only when computer is not running on battery - This option is useful when you are using a
laptop or any other battery driven portable computer. Selecting this option runs the scan only if the
computer runs with the adopter connected to mains supply and not on battery.

* Run only when computer is IDLE - Select this option if you do not want to disturbed when
involved in computer related activities. The scheduled can will run only if the computer is in idle
state

+  Turn off computer if no threats are found at the end of the scan - Selecting this option turns
your computer off, if no threats are found during the scan. This is useful when you are scheduling
the scans to run at nights.

«  Click 'OK' to save the profile.

Note: The schedule scan will run only if it is enabled. Click the button under the Active column beside the
respective profile row to toggle between on and off status.

COMODO advanced Settings

@ Scans

This page allows you to add, remove and edit scan profiles and scheduled scans

I Name Action Last Scan Status
O  Full Scan Scan Mever &
[  Quick Scan Scan 11/11/2015 2:19:32 AM u—_,
B

Example Scan Profile Scan Never E,,
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To run a custom scan as per scan profile
+  Click Scan from the 'General Tasks' interface and click 'Custom Scan' from the 'Scan' interface
»  Click 'More Scan Options' from the 'Custom Scan' pane
«  The'Advanced Settings' interface will be displayed with 'Scans' panel opened.
»  Click Scan beside the required scan profile.

COMODO advanced settings

E Scans

This page allows you fo add, remove and edit scan profiles and scheduled scans.

[] MName Action Last Scan Status

Full Scan Mever m

Quick Scan 11/11/2015 2-19:32 aM - @D

Example Scan Profile Never H—:

Cancel

«  The scan will be started and on completion the results will be displayed.
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COMODO scan

Task: Example Scan Profile
Elapsed Time: 00:00:16

can Finished
rﬁ\ Threat(s) Found: 121
Threat Name |§| Action | Clean
& Application Win32 LeakTest. ~Coat@9445235

|— L | E:\Samples\Coat\lt-coat.exe _Jclean

B Application.Win32 LeakTest. ~FPR@(9458817, 9460415)

}~ L | EX\Samples\FPR\surfload.exe + Clean

|— L | E:\Samples\FPR\lt-fpr-b_exe + Clean

= ApplicUnwnt.Win32.Leaktest. Ghost@57119

%

I Apply Selected Actions ‘

|1 Turn offthis computer if no threats are found at the end of the scan

l Send To Background ‘

You can choose to clean, move to quarantine or ignore the threat based in your assessment. Refer to Processing
the infected files for more details.

6.2.1.3. Exclusions

The 'Exclusions' panel under the Antivirus Settings Settings displays a list of paths and applications/files for which
you have selected Ignore from the Scan Results window of various scans or added to the Exclusions from an
antivirus alert.

To open the Exclusions panel
«  Click Security Settings > Antivirus > 'Exclusions' tab in the 'Advanced Settings' panel.
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‘ ‘ Excluded Paths Excluded Applications

The virus scanner is going to skip or exclude the files and folders that defined below while

performing the scan. This setting applies to realtime as well as manual and scheduled
scans.

| @ | Path @l

[ 4 ?\$Recycle Bin*

] . CAProgram Files\COMODOVCOMODO Intermnet Securityl™

Cancel

The "Exclusions' panel has two tabs:

« Excluded Paths - Displays a list of paths/foldersffiles in your computer, which are excluded from both real-
time and on-demand antivirus scans. Refer to the section Excluding Drives/Folders/Files from all types
of scans for more details on adding and removing exclusion items in this interface.

«  Excluded Applications - Displays a list of programs/applications in your computer, which are excluded
from real-time antivirus scans. The items are included on clicking 'Ignore' from the Scan Results window of
various scans and Antivirus Alerts or manually. Please note that these items are excluded only on real-
time sans but will be scanned on running on-demand scans Refer to the section Excluding

Programs/Applications from real-time scans more details on manually adding and removing exclusion
items in this interface.

Excluding Drives/Folders/Files from all types of scans

You can exclude a drive partition, a folder, a sub-folder or a file from both the real-time and on-demand/custom
scheduled antivirus scans at any time, by adding them to Excluded Paths.
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‘ ‘ Excluded Paths Excluded Applications

The virus scanner is going to skip or exclude the files and folders that defined below while

performing the scan. This setting applies to realtime as well as manual and scheduled
scans.

| @ | Path Y

I ?\3Recycle.Bin\*

I C:AProgram Files\COMODOVCOMODO Internet Security'™

Cancel

You can use the search option to find a specific excluded path, folder or file from the list by clicking the search icon

a at the far right in the column header.

Enter the path, folder name or file name to be searched in full or part in the search field.
Click the right or left arrow at the far right of the column header to begin the search.

Click the * icon in the search field to close the search option.

To add item(s) to excluded paths

Click the handle from the bottom center and click on 'Add' from the options

S
+ ‘ R4 ‘ x
Add Edit Femuove

File Groups »

Files

{f} o] Cancel
Folde

You can choose to add a:
»  File Group

Drive partition/Folder
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or
« anindividual file
Adding a File Group

»  Choosing File Groups allows you to exclude a category of pre-set files or folders. For example, selecting
'Executables' would enable you to exclude all files with the extensions .exe .dIl .sys .ocx .bat .pif .scr .cpl .
Other such categories available include 'Windows System Applications' , 'Windows Updater Applications',
'Start Up Folders' etc - each of which provide a fast and convenient way to apply a generic ruleset to
important files and folders.

S
L ‘ rd | x
Add Edit Remove
File Groups ) Executables
All Applications
Folders Important Files/Folders

Windows Updater Applications
Windows System Applications
Tempaorary Files

COMODO Files/Folders
COMODCO Endpoint Security
Startup Folders

Windows Management

3rd Party Protocol Dirivers
Management and Productivity Applications
Web Browsers

Email Clients

Suspicious Locations

Shared Spaces

File Downloaders

Fseudo File Downloaders

File Archivers

Sandbox Folders

CES ships with a set of predefined File Groups and can be viewed in Advanced Settings > File Rating > File
Groups. You can also add new file groups here which will be displayed in the predefined list.

To add a file group to Excluded Paths, click 'Add "> File Groups and select the type of File Group from the list.
The file group will be added to Excluded Paths.
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“ Excluded Paths H Excluded Applications

The virus scanner is going to skip or exclude the files and folders that defined below while
performing the scan. This setting applies to realtime as well as manual and scheduled
scans.

Path
;. ?7\5Recycle.Bin\*
1 C:\Program Files\COMODOVWCOMODO Internet Security\™

0 Executables

x

Remove

Cancel

»  Repeat the process to add more file groups. The items added to the Excluded Paths will be omitted from all

types of future Antivirus scans.
Adding a Drive Partition/Folder
« Toadd a folder, choose 'Folders' from the 'Add' drop-down.

File Groups »

Files ol Cancel|

Faolders

The 'Browse for Folder' dialog will appear.
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Browse For Folder @

> i DVD Drive (D:) -
4 Mew Volume (E:)
, 071114
. CES Configs R
. CE5 Log Archive
. My Safe Programs E
> 1. Probably infected files
» . Samples B
| € Network %

[ Make Mew Folder ] [ oK ] [ Cancel

Navigate to the drive partition or folder you want to add to excluded paths and click 'OK'
The drive partition/folder will be added to Excluded Paths.

COMODO advanced settings

Y Exclusions

1 Excluded Paths H Excluded Applications

The virus scanner is going to skip or exclude the files and folders that defined below while

performing the scan. This setting applies to realtime as well as manual and scheduled
scans.

Path
;. 7\3Recycle Bin\*

L. Ci\Program Files\COMODOAVCOMODO Internet Security'™
1 Executables

. E:\My Safe Programs\*

Cancel

Repeat the process to add more folders. The items added to the Excluded Paths will be omitted from all
types of future Antivirus scans.

COMODO
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Adding an individual File

»  Choose 'Files' from the 'Add' drop-down.

S
+ ‘ £
Add Edit

File Groups »

Files
Fuldeﬂb

Can

COMODO
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cel

« Navigate to the file you want to add to Excluded Paths in the 'Open' dialog and click 'Open'

E Open

L =
o B

Recent Places

Desktop

Libraries

LY

Computer

Metwork

Look in:

4. Downloads

Mame

. Drivers

| Probably infected files
B All_tests
5] CesmSve
{0y Firefox_Setup_29.0.1
' mozilla firefox setup
[ winrar setup

<1 winzipl80-lan_en

& wrarddl

-

QM-
Date maodified

11/5/2012 2:27 PM
7/15/2014 2:46 PM
7/15/2014 3:28 PM
51272014 3:02 PM
6/3/2014 1:36 PM
6/3/2014 1:32 PM
7/10/2014 2:04 PM
57272014 3:23 PM
7/10/2014 2:06 PM

1 1]

File name: |

Files of type: [AII Files (%)

Type
File folder
File folder

The file will be added to 'Excluded Paths'.
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“ Excluded Paths i Excluded Applications

The virus scanner is going to skip or exclude the files and folders that defined below while
performing the scan. This setting applies to realtime as well as manual and scheduled
scans.

| E] | Path
4 ?7\3Recycle Bin\*

1 C:\Program Files\COMODOVWCOMODO Internet Security\™

E
=
] B Executables
[ 1 E:\My Safe Programs\*
El

o C\Usersh \Downloads\winrar setup_exe

g

x

Edit Remove

Cancel

»  Repeat the process to add more paths. The items added to the Excluded Paths will be omitted from all
types of future Antivirus scans.

Note: Choosing the option 'Add to Exclusions' action from the Scan Results window, the selected items are
automatically added to Excluded Paths.

To edit the path of an added item

«  Select the item, click the handle from the bottom center and select 'Edit'.
COMODO Edit property

Edit File Path

| EAMy Safe Programs\DrophboxInstaller.exe

«  Make the required changes for the file path in the 'Edit Property' dialog.
To remove an item from the Excluded Paths
+  Select the item, click the handle from the bottom center and select 'Remove'.
«  Click 'OK"in the 'Advanced Settings' dialog for your settings to take effect.
Excluding Programs/Applications from Real-time Scans
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You can manually add programs, applications of files to Excluded Applications list for excluding them from real-time
scans. Also you can remove the items from Excluded Applications that were added by mistake.

To add an item to Excluded Applications
«  Click the handle from the bottom and click on 'Add' from the options

COMODO advanced Settings

Y Exclusions

v Antivirus

H Excluded Paths ‘ Excluded Applications

This setting applies to realtime scanning only. The realtime scanner is going to skip all file

Scans system activity (e.g. file/folder creation, etc_) from the applications listed below.

Realtime Scan
Scans

Exclusions | [1  Applications i§i

Cancel

You can choose to add an application by:

» Selecting it from the running processes - This option allows you to choose the target application from the
list of processes that are currently running on your PC.

- Browsing your computer for the application - This option is the easiest for most users and simply allows
you to browse the files which you want to exclude from a virus scan.

Adding an application from a running processes

«  Choose 'Running Processes' from the 'Add' drop-down

S
E ‘ P ‘ X
Add Edit Femove
Applications

Running Processes | g Cance

)

Alist of currently running processes in your computer will be displayed
»  Select the process, whose target application is to be added to excluded applications and click OK from the
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Application

= | | Windows Operating System

= | | System
[m7] smss.exe
[=7 csrss.exe
=l 7] wininit.exe
= [m5] services.exe
=l a7 swchost.exe
[m7 cavwp.exe
[m7 svchost.exe
[=7 cmdagent.exe
(w7 svchost.exe
[m7 svchost.exe
=l a7 swchost.exe
[m7] dwrn.exe
[P svchost.exe
[=7 svchost.exe

[m7 spoolsv.exe
[m7 svchost.exe

Cancel

The application will be added to Excluded Applications.

Exclusions

H Excluded Paths H Excluded Applications

This setting applies to realtime scanning only. The realtime scanner is going to skip all file
system actiity (e.g. fileffolder creation, etc_) from the applications listed below.

[ Applications [ Qx|

[ [ C:\Pragram Files\COMODOVCOMODO Internet Security\cmdagent. exe

Browsing to the Application

»  Choose 'Applications' from the 'Add' drop-down
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L ‘ R ‘ x
Add Edit Remove
Applications

Funning Processes
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» Navigate to the file you want to add to Excluded Applications in the 'Open' dialog and click '‘Open'

i ™y
& Open u
Lookin: |, My Safe Programs ~ & * B G
T Marne . Date maodified Type
e IE AxureRP-Pro-Setup.exe 12.06.2014 14:50 Applicatic
Recent Places % cpromeSetup.exe 010920141312  Applicatic
- @ ChromiumSecureSetup_36.1.0.3_devsigned.... 05.09.2014 15:11 Applicatic
L3 Dropboxnstaller.exe 10.09.2014 20:14 Applicatic
Desktop (27 newapp.exe 23.09.2014 12:27 Applicatic
="
Libraries
LY
Computer
Network
i | m b
Files of type: [Fq::plicatinns " exe) v] Cancel

The file will be added to 'Excluded Applications'.
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Exclusions

‘ Excluded Paths ‘ Excluded Applications

This setting applies to realtime scanning only. The realtime scanner is going to skip all file
system activity (e.g. file/folder creation, etc.) from the applications listed below.

[[1  Applications

[=Y

1 %¥ E:My Safe Programs'\DropboxInstaller.exe

Cancel
»  Repeat the process to add more items. The items will be skipped from future real-time scans
To edit the path of the application added to Excluded Application

Select the application, click the handle from the bottom and select 'Edit'.
Make the required changes for the file path in the Edit Property dialog.

COMODO cait property

Edit File Path

| E:\My Safe Programs\DropboxInstaller.exe

To remove an item from the Excluded Applications

Select the item, click the handle from the bottom and select 'Remove'.

Click 'OK" in the 'Advanced Settings' dialog for your settings to take effect.
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6.2.2. Defense+ Settings

Defense+ is a collective term that covers the Host Intrusion Prevention (HIPS), Sandbox and Viruscope components
of Comodo Endpoint Security. Together, these technologies ensure all applications, processes and services on your
PC behave in a secure manner - and are prevented from taking actions that could damage your computer or your
data.

COMODO advanced Settings

HIPS Settings

[] Enable HIPS

|' Safe Mode ~| Monitoring Settings

This option enables the Host Intrusion Protection System, the component that monitors
critical operating system actiwities to protect the computer against malware actions

[7] Do NOT show popup alerts | Allow Requests vi

Set popup alerts to verbose mode

Create rules for safe applications

Set new on-screen alert timeout to secs

Advanced

Enable adaptive mode under low system resources

[] Block all unknown requests when the application is not running
[C] Enable enhanced protection mode (Requires a system restart)
Do heuristic command-line analysis for ceriain applications

Detect shellcode injections  Exclusions

The Defense+ settings area allows you to configure the following:

- HIPS

»  HIPS Behaviour Settings
» Active HIPS Rules
» Predefined HIPS Rule Sets
» Protected Objects
«  HIPS Groups
« Sandbox

» Sandbox Settings
* Rules for Auto-Sandbox
« Viruscope

6.2.2.1. HIPS Behavior Settings

HIPS constantly monitors system activity and only allows executables and processes to run if they comply with the
prevailing security rules that have been enforced by the user. For the average user, Comodo Endpoint Security ships
with a default HIPS ruleset that works 'out of the box' - providing extremely high levels of protection without any user
intervention. For example, HIPS automatically protects system-critical files, folders and registry keys to prevent
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unauthorized modifications by malicious programs. Advanced users looking to take a firmer grip on their security
posture can quickly create custom policies and rulesets using the powerful rules interface.

Note for beginners: This page often refers to 'executables’ (or 'executable files'). An 'executable’ is a file that can
instruct your computer to perform a task or function. Every program, application and device you run on your
computer requires an executable file of some kind to start it. The most recognizable type of executable file is the
"exe' file. (e.g., when you start Microsoft Word, the executable file 'winword.exe' instructs your computer to start
and run the Word application). Other types of executable files include those with extensions .cpl .dll, .drv, .inf,

.ocx, .pf, .scr, .sys.

Unfortunately, not all executables can be trusted. Some executables, broadly categorized as malware, can instruct
your computer to delete valuable data; steal your identity; corrupt system files; give control of your PC to a hacker
and much more. You may also have heard these referred to as Trojans, scripts and worms.

»  The HIPS Settings panel allows you to enable/disable HIPS, set its security level and configure its general
behavior.

«  The HIPS Settings panel can be accessed by clicking Security Settings > Defense+ > HIPS > 'HIPS
Settings' tab from 'Advanced Settings' interface

[] Enable HIPS

|_ Safe Mode v_| Monitoring Settings

This option enables the Host Intrusion Protection System, the component that monitors
critical operating system activities to protect the computer against malware actions

HIPS Settings [£] Do NOT show popup alerts | Allow Requests ~|

s Set popup alerts to verbose mode

Create rules for safe applications

Set new on-screen alert timeout to Secs

Advanced

Enable adaptive mode under low system resources

[] Block all unknown requests when the application is not running
[] Enable enhanced protection mode {Requires a system restart)
Do heuristic command-line analysis for certain applications

Detect shellcode injections  Exclusions

Cancel

«  Enable HIPS - Allows you to enable/disable the HIPS protection.(Default=Disabled)
If enabled, you can choose the security level and configure the monitoring settings for the HIPS component.
Configuring Security Level of HIPS
The security level can be chosen from the drop-down that becomes active only on enabling HIPS:
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7| Enable HIPS
| SD'FeMod:e Monitoring Settings
Paranoid Mode

ost Intrusion Protection System, the component that monitors
Safe Mode actmties to protect the computer against malware actions

@ 0 Clean PC Mode s Allow Requests 'l

; Training Mode
¥ Sorpopop se mode

¥ Create rules for safe applications

&l new on-screen aler timeout 1o 60 | secs

The choices available are;

« Paranoid Mode: This is the highest security level setting and means that Defense+ monitors and controls
all executable files apart from those that you have deemed safe. Comodo Endpoint Security does not
attempt to learn the behavior of any applications - even those applications on the Comodo safe list and only
uses your configuration settings to filter critical system activity. Similarly, the Comodo Endpoint Security
does automatically create 'Allow' rules for any executables - although you still have the option to treat an
application as 'Trusted' at the HIPS alert. Choosing this option generates the most amount of HIPS alerts
and is recommended for advanced users that require complete awareness of activity on their system.

- Safe Mode: While monitoring critical system activity, Defense+ automatically learns the activity of
executables and applications certified as 'Safe’ by Comodo. It also automatically creates 'Allow' rules these
activities, if the checkbox 'Create rules for safe applications' is selected. For non-certified, unknown,
applications, you will receive an alert whenever that application attempts to run. Should you choose, you
can add that new application to the safe list by choosing ‘Treat this application as a Trusted Application’ at
the alert. This instructs the Defense+ not to generate an alert the next time it runs. If your machine is not
new or known to be free of malware and other threats as in 'Clean PC Mode' then 'Safe Mode' is
recommended setting for most users - combining the highest levels of security with an easy-to-manage
number of HIPS alerts.

«  Clean PC Mode: From the time you set the slider to 'Clean PC Mode', Defense+ learns the activities of the
applications currently installed on the computer while all new executables introduced to the system are
monitored and controlled. This patent-pending mode of operation is the recommended option on a new
computer or one that the user knows to be clean of malware and other threats. From this point onwards
HIPS alerts the user whenever a new, unrecognized application is being installed. In this mode, the files
with 'Unrecognized' rating in the 'File List' are excluded from being considered as clean and are monitored
and controlled.

« Training Mode: Defense+ monitors and learn the activity of any and all executables and create automatic
'Allow’ rules until the security level is adjusted. You do not receive any HIPS alerts in 'Training Mode'. If you
choose the 'Training Mode' setting, we advise that you are 100% sure that all applications and executables
installed on your computer are safe to run.

Configuring the Monitoring Settings

The activities, entities and objects that should monitored by HIPS can be configured by clicking the Monitoring
Settings link.
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Note: The settings you choose here are universally applied. If you disable monitoring of an activity, entity or object
using this interface it completely switches off monitoring of that activity on a global basis - effectively creating a
universal 'Allow' rule for that activity. This 'Allow' setting over-rules any Ruleset specific 'Block' or 'Ask' setting for
that activity that you may have selected using the 'Access Rights' and 'Protection Settings' interface.

COMODO advanced Settings

@ HIPS Settings

[] Enable HIPS

| safe Mode ~ | @onitnring Settinés D

COMOD O wonitoring Settings

Activities to Monitor
Interprocess Memory AcCesses Process Execution
Windows/AVinEvent Hooks Window Messages
Device Driver Installations DNS/RPC Client Service

Processes' Terminations

Objects to Monitor Against Modifications

Protected COM Interfaces Protected Registry Keys
Protected Files/Folders

Objects to Monitor Against Direct Access

Physical Memory Disks

Computer Monitor Keyboard
Cancel

Cancel

Activities To Monitor:

» Interprocess Memory Access - Malware programs use memory space modification to inject malicious
code for numerous types of attacks, including recording your keyboard strokes; modifying the behavior of
the invaded application; stealing confidential data by sending confidential information from one process to
another process etc. One of the most serious aspects of memory-space breaches is the ability of the
offending malware to take the identity of the invaded process, or impersonate' the application under attack.
This makes life harder for traditional virus scanning software and intrusion-detection systems. Leave this
box checked and HIPS alerts you when an application attempts to modify the memory space allocated to
another application (Default = Enabled)

«  Windows/WinEvent Hooks - In the Microsoft Windows® operating system, a hook is a mechanism by
which a function can intercept events (messages, mouse actions, keystrokes) before they reach an
application. The function can act on events and, in some cases, modify or discard them. Originally
developed to allow legitimate software developers to develop more powerful and useful applications, hooks
have also been exploited by hackers to create more powerful malware. Examples include malware that can
record every stroke on your keyboard; record your mouse movements; monitor and modify all messages on
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your computer; take over control of your mouse and keyboard to remotely administer your computer.
Leaving this box checked means that you are warned every time a hook is executed by an untrusted
application (Default = Enabled)

« Device Driver Installations - Device drivers are small programs that allow applications and/or operating
systems to interact with a hardware device on your computer. Hardware devices include your disk drives,
graphics card, wireless and LAN network cards, CPU, mouse, USB devices, monitor, DVD player etc.. Even
the installation of a perfectly well-intentioned device driver can lead to system instability if it conflicts with
other drivers on your system. The installation of a malicious driver could, obviously, cause irreparable
damage to your computer or even pass control of that device to a hacker. Leaving this box checked means
HIPS alerts you every time a device driver is installed on your machine by an untrusted application (Default
= Enabled)

« Processes' Terminations - A process is a running instance of a program. (for example, the Comodo
Endpoint Security process is called 'ces.exe'. Press 'Ctrl+Alt+Delete’ and click on 'Processes' to see the full
list that are running on your system). Terminating a process, obviously, terminates the program. Viruses and
Trojan horses often try to shut down the processes of any security software you have been running in order
to bypass it. With this setting enabled, Defense+ monitors and alerts you to all attempts by an untrusted
application to close down another application (Default = Enabled).

« Process Execution - Typical malware like rootkits, keylogger etc. would often invoke by itself and runs its
process mostly at the background. These processes, invisible at the foreground will act as agents for
infecting your computer and to steal your confidential and sensitive information like your credit card details
and passwords and pass to hackers. With this setting enabled, the HIPS monitors and alerts you to
whenever a process is invoked by an untrusted application. (Default = Enabled).

»  Windows Messages - This setting means Comodo Endpoint Security monitors and detects if one
application attempts to send special Windows Messages to modify the behavior of another application (e.g.
by using the WM_PASTE command) (Default = Enabled).

« DNS/RPC Client Service - This setting alerts you if an application attempts to access the 'Windows DNS
service' - possibly in order to launch a DNS recursion attack. A DNS recursion attack is a type of Distributed
Denial of Service attack whereby an malicious entity sends several thousand spoofed requests to a DNS
server. The requests are spoofed in that they appear to come from the target or 'victim' server but in fact
come from different sources - often a network of 'zombie' pc's which are sending out these requests without
the owners knowledge. The DNS servers are tricked into sending all their replies to the victim server -
overwhelming it with requests and causing it to crash. Leaving this setting enabled prevents malware from
using the DNS Client Service to launch such an attack (Default = Enabled).

Background Note: DNS stands for Domain Name System. It is the part of the Internet infrastructure that translates
a familiar domain name, such as 'example.com’ to an IP address like 123.456.789.04. This is essential because the
Internet routes messages to their destinations on the basis of this destination IP address, not the domain name.
Whenever you type a domain name, your Internet browser contacts a DNS server and makes a 'DNS Query'. In
simplistic terms, this query is 'What is the IP address of example.com?'. Once the IP address has been located, the
DNS server replies to your computer, telling it to connect to the IP in question.

Objects To Monitor Against Modifications:

»  Protected COM Interfaces enables monitoring of COM interfaces you specified from the Protected
COM interfaces pane. (Default = Enabled)

- Protected Registry Keys enables monitoring of Registry keys you specified from the Registry
Protection pane. (Default = Enabled).

« Protected Files/Folders enables monitoring of files and folders you specified from the File Protection
pane. (Default = Enabled).

Objects To Monitor Against Direct Access:

Determines whether or not Comodo Endpoint Security should monitor access to system critical objects on your
computer. Using direct access methods, malicious applications can obtain data from a storage devices, modify or
infect other executable software, record keystrokes and more. Comodo advises the average user to leave these
settings enabled:

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 262



Comodo Endpoint Secu[’i__fty,.:.,us-er-quﬁé—___

COMODO

Creating Trust Online®

«  Physical Memory: Monitors your computer's memory for direct access by an applications and processes.
Malicious programs attempt to access physical memory to run a wide range of exploits - the most famous
being the 'Buffer Overflow' exploit. Buffer overruns occur when an interface designed to store a certain
amount of data at a specific address in memory allows a malicious process to supply too much data to that
address. This overwrites its internal structures and can be used by malware to force the system to execute
its code (Default = Enabled).

«  Computer Monitor: Comodo Endpoint Security raises an alert every time a process tries to directly access
your computer monitor. Although legitimate applications sometimes require this access, there is also an
emerging category of spyware programs that use such access to monitor users' activities. (for example, to
take screen shots of your current desktop; to record your browsing activities etc) (Default = Enabled).

«  Disks: Monitors your local disk drives for direct access by running processes. This helps guard against
malicious software that need this access to, for example, obtain data stored on the drives, destroy files on a
hard disk, format the drive or corrupt the file system by writing junk data (Default = Enabled).

«  Keyboard: Monitors your keyboard for access attempts. Malicious software, known as 'key loggers', can
record every stroke you make on your keyboard and can be used to steal your passwords, credit card
numbers and other personal data. With this setting checked, Comodo Endpoint Security alerts you every
time an application attempts to establish direct access to your keyboard (Default = Enabled).

Checkbox Options

« Do NOT show popup alerts - Configure whether or not you want to be notified when the HIPS encounters
a malware. Choosing 'Do NOT show popup alerts' will minimize disturbances but at some loss of user
awareness. (Default = Enabled)

If you choose not to show alerts then you have a choice of default responses that CES should automatically
take - either 'Block Requests' or 'Allow Requests'.

clion oysie ne component that maonitors

critical operating system E.|I.:tli‘.-'iti.e-5-tl-3 prm;a.u:-t tHe cnhﬂ.puter‘against malware actions.
Do NOT show popup alerts | Allow Requests v:
Set popup alerts to verbose mode
Create rules for safe applications

Set new on-screen alert timeout to secs

Advanced
Enable adaptive mode under low system resources
[] Block all unknown requests when the application is not running
[C] Enable enhanced protection mode (Requires a system restart)
Do heuristic command-line analysis for certain applications

Detect shellicode injections  Exclusions

- Set popup alerts to verbose mode - Enabling this option instructs CES to display HIPS Alerts in verbose
mode, providing more more informative alerts and more options for the user to allow or block the requests
(Default = Enabled).

- Create rules for safe applications - Automatically creates rules for safe applications in HIPS Ruleset
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(Default = Enabled).

Note: HIPS trusts the applications if:
«  The application/file is rated as 'Trusted' in the File List
«  The application is from a vendor included in the Trusted Software Vendors list
« The application is included in the extensive and constantly updated Comodo safelist.

By default, CES does not automatically create 'allow' rules for safe applications. This helps saving the resource
usage, simplifies the rules interface by reducing the number of 'Allowed' rules in it, reduces the number of pop-up
alerts and is beneficial to beginners who find difficulties in setting up the rules.

Enabling this checkbox instructs CES to begin learning the behavior of safe applications so that it can automatically
generate the 'Allow' rules. These rules are listed in the HIPS Rules interface. The Advanced users can edit / modify
the rules as they wish.

Background Note: CES automatically adds an allow rule for 'safe' files to the rules interface. This allows advanced
users to have granular control over rules but could also lead to a cluttered rules interface. The constant addition of
these ‘'allow' rules and the corresponding requirement to learn the behavior of applications that are already
considered 'safe’ also takes a toll on system resources. In this version, ‘allow' rules for applications considered
'safe’ are not automatically created - simplifying the rules interface and cutting resource overhead with no loss in
security. Advanced users can re-enable this setting if they require the ability to edit rules for safe applications.

« Set new on-screen alert timeout to: Determines how long the HIPS shows an alert for without any user
intervention. By default, the timeout is set at 60 seconds. You may adjust this setting to your own
preference.

Advanced HIPS Settings

*  Enable adaptive mode under low system resources - Very rarely (and only in a heavily loaded system), low
memory conditions might cause certain CES functions to fail. With this option enabled, CES will attempt to locate and
utilize memory using adaptive techniques so that it can complete its pending tasks. However, the cost of enabling this
option may be reduced performance in even lightly loaded systems. (Default = Enabled)

» Block all unknown requests when the application is not running - Selecting this option blocks all
unknown execution requests if Comodo Endpoint Security is not running/has been shut down. This is option
is very strict indeed and in most cases should only be enabled on seriously infested or compromised
machines while the user is working to resolve these issues. If you know your machine is already 'clean’ and
are looking just to enable the highest CES security settings then it is OK to leave this box unchecked.
(Default = Disabled)

»  Enable enhanced protection mode - On 64 bit systems, enabling this mode will activate additional host
intrusion prevention techniques to countermeasure extremely sophisticated malware that tries to bypass
regular countermeasures. Because of limitations in Windows 7/8 x64 systems, some HIPS functions in
previous versions of CES could theoretically be bypassed by malware. Enhanced Protection Mode
implements several patent-pending ways to improve HIPS. CES requires a system restart for enabling
enhanced protection mode. (Default = Disabled)

« Do heuristic command-line analysis for certain applications - Selecting this option instructs Comodo
Endpoint Security to perform heuristic analysis of programs that are capable of executing code such as
visual basic scripts and java applications. Example programs that are affected by enabling this option are
wscript.exe, cmd.exe, java.exe and javaw.exe. For example, the program wscipt.exe can be made to
execute visual basic scripts (.vbs file extension) via a command similar to 'wscript.exe c:\tests\test.vbs'. If
this option is selected, CES detects c:\tests\test.vbs from the command-line and applies all security checks
based on this file. If test.vbs attempts to connect to the Internet, for example, the alert will state 'test.vbs' is
attempting to connect to the Internet (Default = Enabled).

+ |fthis option is disabled, the alert would only state ‘wscript.exe' is trying to connect to the Internet'.

Background note: 'Heuristics' describes the method of analyzing a file to ascertain whether it contains codes
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typical of a virus. Heuristics is about detecting virus-like behavior or attributes rather than looking for a precise virus
signature that matches a signature on the virus blacklist. This helps to identify previously unknown (new) viruses.

« Detect shellcode injections (i.e. Buffer overflow protection) - Enabling this setting turns-on the Buffer
over flow protection.

Background: A buffer overflow is an anomalous condition where a process/executable attempts to store
data beyond the boundaries of a fixed-length buffer. The result is that the extra data overwrites adjacent
memory locations. The overwritten data may include other buffers, variables and program flow data and
may cause a process to crash or produce incorrect results. They can be triggered by inputs specifically
designed to execute malicious code or to make the program operate in an unintended way. As such, buffer
overflows cause many software vulnerabilities and form the basis of many exploits.

Turning-on buffer overflow protection instructs the Comodo Endpoint Security to raise pop-up alerts in every
event of a possible buffer overflow attack. You can allow or deny the requested activity raised by the
process under execution depending on the reliability of the software and its vendor.

Comodo recommends that this setting to be maintained selected always (Default = Enabled).
To exclude some of the file types from being monitored under Detect Shellcode injections.

«  Select the 'Detect shellcode injections' checkbox and click the Exclusions link. The 'Manage
Exclusions' dialog will appear.

«  Click the handle from the bottom of the interface and choose 'Add'
* You can add items by selecting the required option from the drop-down:
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Executables
All Applications

Important Files/Folders
Windows Updater Applications
Windows Systermn Applications
Files Tempaorary Files
Folders COMODO Files/Folders

Running Processes COMODO Endpoint Security

Startup Folders

Windows Management
3rd Party Protocol Drivers
Management and Productivity Applications
Web Browsers

Email Clients

Suspicious Locations
Shared Spaces

File Downloaders
FPseudo File Downloaders
File Archivers

Sandbox Folders

Browser Plugins

«  File Groups - Enables you to select a category of pre-set files or folders. For example, selecting
'Executables’ would enable you to create a ruleset for all files with the extensions .exe .dll .sys .ocx
.bat .pif .scr .cpl . Other such categories available include 'Windows System Applications',
'Windows Updater Applications', 'Start Up Folders' etc. For more details on file groups, refer to the
section File Groups.
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*  Running Processes - As the name suggests, this option allows you to select an application or executable
from the processes that are currently running on your PC.

*  Folders - Opens the 'Browse for Folders' window and enables you to navigate to the folder you wish to add.
*  Files - Opens the 'Open' window and enables you to navigate to the application or file you wish to add.

Note: These settings are recommended for advanced users only.

+  Click 'OK' to implement your settings.

6.2.2.2. Active HIPS Rules

The HIPS rules tab lists the different groups of applications installed in your system and the Rulesets applied to
them. You can change the ruleset applied to selected applications and also create custom rulesets to be applied to
selected applications.

COMODO advanced sefttings

@ HIPS Rules

The following HIPS rules are active on this computer:

These applications do not This is a
Application belong to a FILE GROUP PREDEFINED RULE
and are individually assigned which can be applied
] B prfiows| a custom or pre-defined rule to a FILE GROUP or
Name of the to an individual
FILE GROUP .\'_;‘,ﬁwindi[%".explmer exe application

C] @ Windows Updater Applications Installer or' Updater

m7 %windir¥e\system32imsiexec.exe

Applications listed beneath | | | B %windir¥e\system32wuaucli exe
the FILE GROUP inherit the Custom rules can he
HIPS RULE of that GROUP | [ & C:\Program Files\COMODOICOMODO Int... | ¢reated by the user

and deployed to
— @ C:\Program Files\COMODO\COMODO Int individual l:p:li{:alinns

=7 C:\Program Files\COMODCACOMODO Int

B B CcOMODO Endpoint Security Custom ruleset

1 All Applications Custom rulesat

The first column, Application Name, displays a list of the applications on your system for which a HIPS ruleset has
been deployed. If the application belongs to a file group, then all member applications assume the ruleset of the file
group. The second column, Treat as, column displays the name of the HIPS ruleset assigned to the application or
group of applications in column one.

General Navigation:
Clicking the handle at the bottom of the interface opens an option panel:

« Add - Allows the user to Add a new Application to the list then create it's ruleset. See the section 'Creating
or Modifying a HIPS Ruleset'.

« Edit - Allows the user to modify the HIPS rule of the selected application. See the section 'Creating or
Modifying a HIPS Ruleset'.

» Remove - Deletes the selected ruleset.

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 267



COMODO

Creating Trust Online®

Comodo Endpoint Secu [i____t__y,__-,.,Us-er-f?j de

et =

Note: You cannot remove individual applications from a file group using this interface - you must use the 'File
Groups' interface to do this.

- Purge - Runs a system check to verify that all the applications for which rulesets are listed are actually
installed on the host machine at the path specified. If not, the rule is removed, or 'purged’, from the list.

Users can re-order the priority of rules by simply selecting the application name or file group name in question,
clicking the handle at the bottom and selecting ‘Move Up' or 'Move Down' from the options. To alter the priority of
applications that belong to a file group, you must use the 'File Groups interface.

Creating or Modifying a HIPS Ruleset

To begin defining an application's HIPS Ruleset

1. Select the application or file group that you wish the ruleset to apply to.
2. Configure the ruleset for this application.
Step 1 - Select the application or file group that you wish the ruleset to apply to

If you wish to define a rule for a new application (i.e. one that is not already listed), click the handle from the HIPS
Rules pane and select 'Add'. This brings up the 'HIPS Rule' interface as shown below.

COMODO uiPsRule

Mame: |

| | Browse =

@ Use Ruleset: | Allowed Application ~ |
© Use a Custom Ruleset | Copy from ~|
H Access Rights H Protection Settings
Access Name Action Exclusions I
7= Run an executable Ask Maodify (040)
B Interprocess Memary Accesses Ask Maodify (0W0) =
@ Windows/\WinEvent Hooks Ask Modify (040)
& Processes’ Termination Ask Modify (040) P
& Device Drivers’ Installation Ask Maodify (040)
= Window Messages Ask Modify (0W0)
R Protected COM Interfaces Ask Modify (040)

¥ Protected Registry Keys

Modify (040)

Cancel

Because you are defining the HIPS rule settings for a new application, you can notice that the ‘Name' box is blank. (If
you were editing an existing rule instead, then this interface would show that application's name with installation path
or application group's name.)
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»  Click 'Browse' to begin.

You now have 3 methods available to choose the application for which you wish to create a Ruleset - File Groups;
Applications and Running Processes.

1. File Groups - Choosing this option allows you to create a HIPS ruleset for a category of pre-set files or
folders. For example, selecting 'Executables' would enable you to create a ruleset for all files with the
extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories available include 'Windows System
Applications', 'Windows Updater Applications', 'Start Up Folders' etc - each of which provide a fast and
convenient way to apply a generic ruleset to important files and folders.

| Browse -
File Groups 4 Executables

| Applications All Applications
Running Processes Important Files/Folders

Windows Updater Applications

Windows System Applications
Tempaorary Files
xclusions _1H COMODO Files/Folders

L3

- COMODO Endpoint Security

s (0ND)
A Startup Folders

v (010) [ Windows Management
o (0D 3rd Party Protocol Drivers
Y LW

- N Management and Productivity Applications
s (0ND)
R Web Browsers
v (000) Email Clients
o Suspicious Locations
Y '_'._

Shared Spaces

v (0VDY
Y LUAL

File Downloaders
Pseudo File Downloaders
File Archivers

Sandbox Folders

Browser Plugins

To view the file types and folders that are affected by choosing one of these options, you need to visit the
'File Groups' interface.

2. Applications - This option is the easiest for most users and simply allows you to browse to the location of
the application for which you want to deploy the ruleset.
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:
=il Recent Places

= Libraries
E] Documents

J‘l Music
[ Pictures
Videos

% computer

ehﬁ Network

O-(..-\_)v 10t Local Disk (C:) » My Safe Programs »
Organize » Mew folder
S Favorites e
B Desktop || Effects
¥ Downloads

4 FileTypes
. Mativeadd
o MativexBa
.. Resources
Ju Staging

License

Date modified

0,/20/2012 1:57 PM
9/20,/2012 1:57 PM
9/24/2012 2:40 PM
9/24/2012 2:40 PM
0,/24/2012 2:40 PM
8,/24/2012 2:40 PM
3/5/2011 1:39 PM

File folder
File folder
File falder
File folder
File folder
File folder

Text Document

Iﬁ Peacock Image_Editor

3/5/2011.1:39 PM

Application

|%| ShellExtension_xa4.dll
%] ShellBxtensicn_xE86.dl
(== UpdateMonitor

3/5/2011 1:39 PM
2/5/2011 1:39 PM
2/5/2011 1:39 PM
3/5/2011 1:39 PM

Application exten
Application exten
Application
COMFIG File

m

-

|| UpdateMeonitor.exe.config
< n | b

v [rie -

[ |

File name: Peacock_Image_Editor

| Open Cancel ]

3. Running Processes - as the name suggests, this option allows you to create and deploy a ruleset for any process
that is currently running on your PC.

CO M 0 D 0 Browse for Process

Applicaticn

[E7] svchost.exe 920 -

E @ virtkicskexe 3418
ctfron.exe 2700

[m7 SearchIndexer.exe 820

[E] wlms.exe 344

[E7) svchost.exe 716

[m5] dragon_updater.exe 1884

[E5] svchost.exe 824

=[5 explorer.exe 1408
CisTray.exe 1588 o
*E Peacock_Image Editar exe 2012

BT sppsvec.exe l} 1340

[E5] svchost.exe 854

cis.exe 2952 |E

[E] wrmpnetwh.exe 2264

[E7) svchost.exe 1576

ﬂ winlogon,exe 472

[E7] spoolsv.exe
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Having selected the individual application, running process or file group, the next stage is to Configure the
rules for this ruleset.

Step 2 - Configure the HIPS Ruleset for this application

There are two broad options available for selecting a ruleset that applies to an application - Use Ruleset or Use a
Custom Ruleset.

1. Use Ruleset - Selecting this option allows the user to quickly deploy an existing HIPS ruleset on to the
target application. Choose the ruleset you wish to use from the drop down menu. In the example below, we
have chosen 'Allowed Application'. The name of the ruleset you choose is displayed in the ‘Treat As' column
for that application in the HIPS Rules interface (Default = Enabled).

COMODO Hirs Rule

Mame: | ChFreeAudiokditor.exe | | Browse v:

@ Use Ruleset: | Allowed Application =

Allowed Application

71 Use a Custom Ruleset
Windows System Application

|solated Application

A Rights Protection Setti
H ccess Rig H LEELU L SEtins Limited Application

Access Name Action Exclusi Installer or Updater

#= Run an executable \ Maodify (WD)
B Interprocess Memory Accesses Ask odify (04W0)

@ Windows/\WinEvent Hooks \ Modify (040)

& Processes Termination Ask Modify (040)

&% Device Drivers' Installation \ Maodify (040)

= Window Messages Ask Modify {00V0)

B Protected COM Interfaces \ Modify (0%0)

Cancel

Note on 'Installer or Updater' Rule: Applying the Predefined Ruleset 'Installer or Updater' for an application
defines it as a trusted installer and all files created by the application will also be considered as trusted files. Some
applications may have hidden code that could impair the security of your computer if allowed to create files of their
own. Comodo advises you to use this Predefined Ruleset - 'Installer or Updater' with caution. On applying this
ruleset to any application, an alert dialog will be displayed, describing the risks involved.
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COMOD O endpoint Security

You are about to define a trusted installer that can
change everything in your computer! Furthermore, all the
files created by this application will also be treated as
trusted installers. If not used with caution, this action can
disable the entire security of your computer including
antivirus. Do you still want to continug?

‘ l Mo ‘ I Cancel

General Note: Predefined Rulesets, once chosen, cannot be modified directly from this interface - they can only be
modified and defined using the 'Rulesets' interface. If you require the ability to add or modify settings for a specific
application then you are effectively creating a new, custom ruleset and should choose the more flexible Use a
Custom Ruleset option instead.

2. Use a Custom Ruleset - designed for more experienced users, the 'Custom Ruleset' option enables full
control over the configuration specific security ruleset and the parameters of each rule within that ruleset.
The Custom ruleset has two main configuration areas - Access Rights and Protection Settings (Default
= Disabled).
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In simplistic terms 'Access Rights' determine what the application can do to other processes and objects
whereas 'Protection Settings' determine what the application can have done to it by other processes.

i. Access Rights - The Process Access Rights tab allows you to determine what activities the
applications in your custom ruleset are allowed to execute. These activities are called 'Access Names'.

COMODO HPs Rule

Mame: | C\FreeAudioEditor.exe | Browse v:

i@ Use Ruleset: | Allowed Application v.|

0 Use a Custom Ruleset | Copy from v|

H Access Rights } Protection Settings

Access Name Action Exclusions

#= Run an executable Madify (000)

B Interprocess Memory Accesses

Modify (040)

@ Windows"\WinEvent Hooks

Madify (000)

0 Processes’ Termination Madify (000]

& Device Drivers’ Installation ' Madify (000)

= Window Messages

Modify (040)

M Protected COM Interfaces ' Madify (000)

Cancel

Refer to the section HIPS Behavior Settings > Activities to Monitor to view a list of definitions of the
Action Names listed above and the implications of choosing the action from 'Ask’, 'Allow' or 'Block' for each
setting as shown below:

@ Windows/WinEvent Hooks Ask Modify (0W0}
Ask

C& Processes’ Termination Modify (080)
Block

@ Device Drivers’ Installation Allow Modify (0W0]

+  Exceptions to your choice of 'Ask’, 'Allow' or 'Block' can be specified for the ruleset by clicking the 'Modify'
link on the right.

«  Select the 'Allowed Applications' or 'Blocked Applications' tab depending on the type of exception you wish
to create.
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COMOD O Run an executable

[ Allowed Files/Folders ] Blocked Files/Folders

[ Path

[ 5 C:\Wy Safe Programs\FreeAudioEditor_exe

Cancel

Clicking the handle and selecting 'Add" allows you to choose which applications or file groups you wish this
exception to apply to. (click here for an explanation of available options).

In the example above, the default action for 'Interprocess Memory Access' is 'Ask'. This means HIPS will
generate an alert asking your permission if 'Peacock_Image_Editor.exe' tries to modify the memory space
of any other program. Clicking 'Modify' then adding 'opera.exe' to the 'Allowed Applications' tab creates an
exception to this rule. Peacock_Image_Editor.exe can now modify the memory space of firefox.exe.

ii. Protection Settings - Protection Settings determine how protected the application or file group in your
ruleset is against activities by other processes. These protections are called 'Protection Types'.
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MName: | C\My Safe Programs\FreeAudioEditor.exe | | Browse v:

0 Use Ruleset: | Allowed Application v.|

@ Use a Custom Ruleset | Copy from = |

H Access Rights H Protection Settings
Protection State Exclusions
[ ] Interprocess Memory Accesses Inactive Modify (0}
@ Windows/WinEvent Hooks [nactive Modify (0]
& Processes’ Termination [nactive Maodify (0}

= Window Messages [nactive Modify (0]

Cancel

«  Select 'Active' to enable monitoring and protect the application or file group against the process listed in the
'Protection Type' column. Select 'Inactive’ to disable such protection.

Click here to view a list of definitions of the 'Protection Types' listed above and the implications of activating each
setting.

Exceptions to your choice of 'Active’ or 'Inactive’ can be specified in the application's Ruleset by clicking the '‘Modify
link on the right.

3. Click 'OK" to confirm your settings.

6.2.2.3. HIPS Rule Sets

A Pre-defined ruleset is a set of access rights and protection settings that has been saved and can be re-used
and deployed on multiple applications or groups. Each ruleset is comprised of a number of 'Rules' and each of these
'Rules' is defined by a set of conditions/settings/parameters. 'Predefined rulesets' is a set of rulesets that concern an
application's access rights to memory, other programs, the registry etc.

Note: This section is for advanced and experienced users. If you are a novice user to Comodo Endpoint Security,
we advise you first read the Active HIPS Rules section in this help guide if you have not already done so.

Although each application's ruleset could be defined from the ground up by individually configuring its constituent
rules, this practice may prove time consuming if it had to be performed for every single program on your system. For
this reason, Comodo Endpoint Security contains a selection of rulesets according to broad application categories.
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Each predefined ruleset has been specifically designed by Comodo to optimize the security level of a certain type of
application. Users can, of course, modify these predefined rulesets to suit their environment and requirements.

To configure this category
»  Navigate to: Advanced Tasks > Security Settings >Defense+ > HIPS > Rulesets. There are four default
Rulesets listed under the 'Ruleset Name' column.

COMODO advanced settings

Rulesets

The following rulesets are defined on this computer:

[F1] Ruleset Name
Allowed Application

HIPS Settings Windows System Application

Isolated Application
HIPS Rules

Limited Application

Rulesets
Protected Objects
HIPS Groups

Sandbox

Cancel

To view or edit an existing predefined ruleset

»  Double click on the Ruleset in the list
or
»  Select the Ruleset, click the handle at the bottom of the interface and choose 'Edit' from the options.

From here, you can modify a ruleset and, if desired, make changes to its 'Access Rights' and 'Protection
Settings'. Any changes you make here are automatically rolled out to all applications that are currently applied with
the ruleset.

To create a new predefined ruleset
»  Click up arrow at the bottom of the interface and choose 'Add’ from the options.
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Mame: | Ruleset for image converter

| | Copy from v:

H Access Rights ” Protection Settings

Access Name

#= Run an executable

B Interprocess Memory Accesses
@ Windows/WinEvent Hooks

0& Processes’ Termination

& Device Drivers” Installation

& Window Messages

% Protected COM Interfaces

.33 Protected Registry Keys

«  Enter a name for the new ruleset.

« To copy the Access Rights and
Protection Settings from another pre-
existing ruleset, click 'Copy From' and
select the ruleset from the drop-down

»  To customize the Access Rights and
Protection Settings as per the
requirements of this new rule set, follow the
procedure explained in the section Use a
Custom Ruleset.

«  Click 'OK' to save the new ruleset.

Exclusions
IModify (0W0)
IModify (0W0)
IModify (040)
Iodify (0W0)
Iodify (0M0)
Iodify (040)
[odify (0W0)

Iodify (040)

. Copy from -

Ruleset

.2

m

Cancel

Allowed Application
Windows Systern Application
Isolated Application
Limited Application
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Rulesets

The following rulesets are defined on this computer:

[  Ruleset Name
Allowed Application
HIPS Settings Windows System Application

Isolated Application
HIPS Rules il

Limited Application
Rulesets

Ruleset for Image converter

Once created, your ruleset is available for deployment onto specific application or file groups via the Active HIPS
Rules interface.

6.2.2.4. Protected Objects

The Protected Objects panel allows you to protect specific files and folders, system critical registry keys and COM
interfaces against access or modification by unauthorized processes and services. You can also add files in
Protected Data Folders, so that Sandboxed programs will be blocked from accessing them.

The File Protection panel can be accessed by clicking Security Settings > Defense+ > HIPS > Protected Objects
from the Advanced Settings interface.
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The following groups of objects are defined on this computer:

Blocked Files || Registry Keys

Files

Protected
Interfaces Data Folders

COM ‘ ‘ Protected

Path Q
HIPS Settings

£l @ Startup Folders
HIPS Rules

E] @ Important Files/Folders

= COMODO Files/Folders

= Executables

£l @ Windows Management

£ 3rd Party Protocol Drivers
Viruscope
Firewall

File Rating

Cancel

The panel has five tabs:

« Protected Files - Allows you to specify programs, applications and files that are to be protected from
changes

« Blocked Files - Allows you to specify programs, applications and files that are to be blocked from execution
and opening

* Registry Keys - Allows you to specify registry keys that are to be protected from changes
«  COM Interface - Allows you to specify COM interfaces that are to be protected from changes

« Protected Data Folders - Allows you to specify folders containing data files that are to be protected from
changes by Sandboxed programs

6.2.2.4.1. Protected Files

The Protected Files tab displays a list of files and file groups that are protected from access by other programs,
especially malicious programs such as virus, Trojans and spyware. It is also useful for safeguarding very valuable
files (spreadsheets, databases, documents) by denying anyone and any program the ability to modify the file -
avoiding the possibility of accidental or deliberate sabotage. If a file is 'Protected' it can still be accessed and read by
users, but not altered. A good example of a file that ought to be protected is the your 'hosts' file.
(c:\windows\system32\drivers\etc\hosts). Placing this in the 'Protected Files' area would allow web browsers to
access and read from the file as per normal. However, should any process attempt to modify it then Comodo
Endpoint Security blocks this attempt and produce a 'Protected File Access' pop-up alert.

If you add a file to Protected Files, but want to allow trusted application to access it, then rules can be defined in
HIPS Rulesets. Refer to the section Exceptionsfor more details about how to allow access to files placed in
Protected Files.
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Protected Objects

The following groups of objects are defined on this computer:

Blocked Files || Registry Keys

Files

Protected
Interfaces Data Folders

COM ‘ ‘ Protected

Path Q
£l @ Startup Folders
E] @ Important Files/Folders
= COMODO Files/Folders

Protected Objects B Erctiiahies

HIPS Groups E1 Windows Management

» Sandbox | 3rd Party Protocol Drivers
Viruscope

» Firewall

Cancel

Clicking the handle at the bottom of the interface opens an options panel:

o ‘ F4 b4 2
Add Edit Remove Purge

« Add - Allows you to add individual files, folders, programs, applications to Protected Files.
- Edit - Allows you to edit the path of the file or group of a selected item in the Protected Files interface.
« Remove - Deletes the currently highlighted file or file group.

»  Purge - Runs a system check to verify that all the files listed are actually installed on the host machine at
the path specified. If not, the file or the file group is removed, or 'purged’, from the list.

To manually add an individual file, folder, file group or process

»  Click the handle from the bottom center and select 'Add'".
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Purge

File Groups
Files
Folders

Running Processes

You can add the files by following methods:
«  Selecting from File Groups
« Browsing to a Folder
+ Browsing to a File

«  Selecting from currently running Processes

Adding a File Group

Choosing File Groups allows you to add a category of pre-set files or folders. For example, selecting 'Executables'
would enable you to exclude all files with the extensions .exe .dll .sys .ocx .bat .pif .scr .cpl . Other such categories
available include 'Windows System Applications' , 'Windows Updater Applications', 'Start Up Folders' and so on -
each of which provide a fast and convenient way to apply a generic ruleset to important files and folders.
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COmM Protected

Blocked Files Registry Keys Interfaces Data Folders

1y |

Executables

Startup Folders All Applications

Important Files/Folders Important Files/Folders

Windows Updater Applications
COMODO Files/Folders ] o
Windows System Applications
Executables Temporary Files

COMODO Files/Folders

COMODC Endpoint Security

Windows Management

3rd Party Protocol Drivers Startup Folders
DVDVideoSoft\Free Audio I =~ Windows Management
& 7 ‘ 3rd Party Protocol Drivers
. Edit. Management and Productivity Applications
- Web Browsers
| File Groups L4 Email Clients
Files Suspicious Locations
Folders Shared Spaces
Running Processes File Downloaders

Pseudo File Downloaders
File Archivers
Sandbox Folders

Browser Plugins

CES ships with a set of predefined File Groups and can be viewed in Advanced Settings > File Rating > File
Groups. You can also add new file groups here which will be displayed in the predefined list.

To add a file group to Protected Files, click Add > File Groups and select the type of File Group from the list.
The file group will be added to Protected Files.
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Protected Objects

The following objects are protected on this computer.

Protected
Files

COM
Interfaces

Protected

Blocked Files Data Folders

Registry Keys H
Path Qx|
| Startup Folders

== Important Files/Folders

&I COMODO Files/Falders

C @ Executables

£ [ Windows Management

| 3rd Party Protocol Drivers

B EEIRSE RS e B8 6]

C] @ COMODO Endpoint Security

* Repeat the process to add more file groups. The items added to the Protected Files will be protected from
access by other programs.

Adding a Drive Partition/Folder

- To add a folder, choose 'Folders' from the 'Add' drop-down.

ch |
+ ‘ Fd ‘ x A2
Add Edit Remove Purge
File Groups 3
Files

Running Processes

The 'Browse for Folder' dialog will appear.
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Browse For Folder
4 Mew Volume (E:) N
, 071114
. CES Configs
. CES Log Archive

. My Protected Files |
. My Safe Programs
> L. Probably infected files

m

» . Samples

> ihi Metwnrk

[Make Mew Falder ] E Ok ” Cancel ]

« Navigate to the drive partition or folder you want to add to Protected Files and click 'OK'
The drive partition/folder will be added to Excluded Paths.

Protected Objects

The following objects are protected on this computer.

Protected
Files

COM

: Protected
Registry Keys H Interfaces &

Blocked Files Data Folders

Path Y
] @ Startup Folders

1 @ Important Files/Folders

fel COMODO Files/Folders

£l @ Executables

[l @ Windows Management

fial 3rd Party Protocol Drivers

OO0 00 0 0 OO

£] @ COMODO Endpoint Security

[ ] E-\My Protected Files\™

=

»  Repeat the process to add more folders. The items added to the Protected Files will be protected from
access by other programs.

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 284



Comodo Endpoint Security - User Gui e

.-’/

Adding an individual File

Choose 'Files' from the 'Add' drop-down.

T
+ ‘ rd ‘ X A2
Add Edit Remove Purge
File Groups 4
Folders

Running Processes

Navigate to the file you want to add to Protected Files in the 'Open' dialog and click '‘Open'

& Open 5
Look in | My Safe Programs - 'ﬁ' ? g '
T Marne . Date modified Type =
e Accounts.ods 30.01.201516:24 JnexTf
Recent Places [ André Paul Guillaume Gide.odt 13.06.2014 13:54 Texere
- IE AxureRP-Pro-Setup.exe 12.06.2014 14:50 Applic
|i=| best_friends.jpg 24.02.201217:50 JPEG ir
Desktop iy ChromeSetup.exe 01.08.201413:12 Applic
e & ChromiumSecureSetup_36.1.0.3_devsigned....  05.09.2014 1511 Applic|E
=3l |i=| Decemnber - 2013.jpg 02.12.2013 16:23 JPEG ir
Libraries %7 Dropboxdnstaller.exe 10.09.2014 20:14 Applic
= funny_image.jpg 240220121749 JPEG ir
Eh-k‘l = funny_image2.jpg 240220121755 JPEG ir
Computer = funny_image3.jpg 09.07.2014 14:41 JPEG ir
- @ knack.odt 05122013 14:02 Tekere
QL.’J |[m T newapp.exe 23.09.2014 12:27 Applic -
Network ‘_l- i | Y
File name: NEWapP EXe -
Files of type: All Files (°.7) "]

The file will be added to 'Protected Files'.
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ed Settings

Protected Objects

The following groups of objects are defined on this computer:

Protected . . COM Protected
‘ Files Blocked Files Registry Keys Interfaces Data Folders ‘

Path Ql
E] @ Startup Folders

E] @ Important Files/Folders

= COMODO Files/Folders

£ E Executables

] @ Windows Management

[
=
=
=
=
=
=

| 3rd Party Protocol Drivers

=] E:\Wly Safe Programs\newapp.exe

[l

Cancel

»  Repeat the process to add more files. The items added to the Protected Files will be protected from access
by other programs.

Adding an application from a running processes

«  Choose 'Running Processes' from the 'Add' drop-down

T 1
L ‘ F.d ‘ x ‘ 2]
Add Edit Remove Purge
File Groups 4
Files
Folders

C Running Processes >
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Alist of currently running processes in your computer will be displayed

«  Select the process, whose target application is to be added to Protected Files and click OK from the Browse
for Process dialog.

COMODO srowse for Proces

Application

[m7 svchost.exe
- [=7 launcher_service.exe
[m7 avgsvorexe
= 07 TunelpUtilitiesService32. exe
- [@] TuneUpUtilitiesApp32.exe

e[ tuscany.exe

[m7] lsass.exe

[m7 swchost.exe

[m7 csrss.exe

=7 wmpnetwk.exe
[m7 swchost.exe

EI - explorer.exe

%4 VBoxTray.exe

@3] mspaint.exe

e BE vy eve

Cancel

The application will be added to 'Protected Files'.
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ced Settings

Protected Objects

The following groups of objects are defined on this computer:

| Protected 1 n COM | Protected
Files | Blocked Files Registry Keys Interfaces | Data Folders

Path (o]
Startup Folders
Important Files/Folders
COMODO Files/Folders
Executables
Windows Management
Jrd Party Protocol Dnvers

MADVDVideoSoft\Free Audio Editor\FresfudioEditor exe

Cancel

» Repeat the process to add more files. The items added to the Protected Files will be protected from access
by other programs.

To edit an item in the Protected Files list

«  Select the item from the list, click the up arrow from the bottom and select Edit. The 'Edit Property' dialog
will appear.

COMODO Eudit property

Edit File Path

| M‘-LDUD".-'id eoSoft\Free Audio Editor\FreesudioEditor.exe

Cancel

Edit the file path, if you have relocated the file and click 'OK'
To delete an item from Protected Files list
»  Select the item from the list, click the up arrow from the bottom and select 'Remove'.
The selected item will be deleted from the protected files list. CES will not generate alerts, if the file or program is
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subjected to unauthorized access.

Exceptions

Users can choose to selectively allow another application (or file group) to modify a protected file by affording the
appropriate Access Right in 'Active HIPS Rules' interface. A simplistic example would be the imaginary file
‘Accounts.ods'. You would want the Open Office Calc program to be able to modify this file as you are working on it,
but you would not want it to be accessed by a potential malicious program. You would first add the spreadsheet to
the 'Protected Files' area. Once added to 'Protected Files', you would go into 'Active HIPS Rules' and create an
exception for 'scalc' so that it alone could modify ‘Accounts.ods'.

» Firstadd 'Accounts.ods' to Protected Files area.

Protected Objects

The following groups of objects are defined on this computer:

i . COM Protected
Blocked Files || Registry Keys Interfaces Data Folders

Protected
Files

Path =Y

C] @ Startup Folders

E] @ Important Files/Folders
£ COMODO Files/Faolders
£l @ Executables

£l @ Windows Management

= 3rd Party Protocol Drivers

E-\My Safe F’r&grams‘ﬁccnun@

» Then go to HIPS Rules interface and add it to the list of applications (Click Add > select User Ruleset >
Allowed Application > Browse and select the file).
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Protected Objects

The following groups of objects are defined on this computer:

COMODO

Creating Trust Online®

COom

Blocked Files || Registry Keys Interfaces

H Protected
Files

Path

E] @ Startup Folders

E] @ Important Files/Folders

£ COMODO Files/Folders

£l @ Executables

] @ Windows Management

(&
(]
(]
(]
(]
(]
(]

| 3rd Party Protocol Drivers

=

E-\My Safe Programs\!
| 2

Remove Purge

»  Select the file, click the up arrow and choose 'Edit'.
« Inthe HIPS Rule interface, select 'Use a custom ruleset'.

Protected
Data Folders

Ql
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Name: | E:\My Safe Programs\Accounts.ods

‘ | Browse «

1 Use Ruleset:

@ Use a Custom Ruleset

|. Allowed Application v.l

| Copy from vl

H Access Rights ” Protection Settings

Access Name Action
= Window Messages
% Protected COM Interfaces
.¥ Protected Registry Keys
@ Protected Files/Folders
2 DNS Client Service
M Fhysical Memory

@@ Computer Monitor

Exclusions
Maodify (0\0]
Maodify (0\0]
Maodify (0\0]

Madify (0\0)

Cancel

Under the 'Access Rights' tab, click the link 'Modify' beside the entry Protected Files/Folders. The

Protected Files and Folders interface will appear.

Under the 'Allowed Files/Folders' tab, click the handle, choose 'Add' > 'Files' and add scalc.exe as

exceptions to the 'Ask’ or 'Block' rule in the 'Access Rights'.
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COMOD O protected Files/Folders

| Allowed Files/Folders ‘ Blocked Files/Folders ‘

| B Path

C:\Program Files (x86)\0penOffice org 3\prugram\.sufﬁc@

‘ x =

Remove Groups

Cancel

olders

Running Processes

Another example of where protected files should be given selective access is the Windows system directory at
'c:\windows\system32'. Files in this folder should be off-limits to modification by anything except certain, Trusted,
applications like Windows Updater Applications. In this case, you would add the directory c:\windows\system32\* to
the 'Protected Files area (* = all files in this directory). Next go to 'HIPS Rules, locate the file group 'Windows
Updater Applications' in the list and follow the same process outlined above to create an exception for that group of
executables.

6.2.2.4.2. Blocked Files

Defense+ allows you to lock-down files by completely denying all access rights to them from other processes or
users - effectively cutting it off from the rest of your system. If the file you block is an executable, then neither you nor
anything else is able to run that program. Unlike files that are placed in 'Protected Files', users cannot selectively
allow any process access to a blocked file.
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The following groups of objects are defined on this computer:

Files

Protected
Interfaces Data Folders

Ccom ‘ ‘ Protected ‘

Blocked Files || Registry Keys H

] Path Q

0 B C:\Suspicious Files\TuneUpltilitiesApp32_exe

Clicking the handle at the bottom of the interface opens an options panel:

~
+ ‘ k4 b 4 e A
Add Edit Remove Delete Purge

B & ——

»  Add - Allows you to add individual files, programs, applications to Blocked Files.
+  Edit - Allows you to edit the path of the file.

» Remove - Releases the currently highlighted file from the blocked files list.

» Delete - Deletes the highlighted file from your computer

»  Purge - Runs a system check to verify that all the files listed are actually installed on the host machine at
the path specified. If not, the file or the file group is removed, or 'purged’, from the list.

To manually add an individual file or application

e Click the handle from the bottom and select 'Add'".
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You can add the files by following methods:
» Selecting a File

»  Selecting from currently running Processes

Adding a File
»  Choose '"Applications' from the 'Add' drop-down.

I
&dd Edit

-

| ~ Applications ,{b|

Running Frocesses

+ Navigate to the file you want to add to Blocked Files in the 'Open' dialog and click ‘Open'
The file will be added to 'Blocked Files'.
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Protected Objects

The following groups of objects are defined on this computer:

Interfaces Data Folders

Protected
Files

Blocked Filesl Registry Keys COM Protected ‘

] Path Q| ‘

[ C:ASuspicious files\ProAgent exe

[E E CASuspicious files\04. exe

| o |

Remowve Delete

Cancel

»  Repeat the process to add more files.
Adding an application from a running processes

«  Choose 'Running Processes' from the 'Add' drop-down

~
+ ‘ Fd ‘ x ‘ e ‘ 0
Add Edit Remove Delete Purge

Running Processes s

Alist of currently running processes in your computer will be displayed

«  Select the process, whose target application is to be added to Blocked Files and click OK from the Browse
for Process dialog.
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Application

o [mY sglwriter.exe

. ~[m7] swchost.exe

[ taskhost.exe

El (w77 Searchindexer.exe
>|E| SearchProtocolHost.exe
E SearchFilterHost.exe

(=] Isass.exe

[m7] csrss.exe

(8 winlogon.exe
B[ explorer.exe
1=l [@ CisTray.exe

e G cis.exe

H Cis.exe

£l &3 soffice.exe

| soffice.bin

Cancel

The application will be added to 'Blocked Files'.
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Protected Objects
The following objects are protected on this computer.
Protected i - COM Protected
H Files Blocked Files Registry Keys H Interfaces Data Folders ‘
| B | Path @l
[ @ E-\Samples\Surferisurfer.ico
] % E\Samples\Jumper\jumper_exe
B E:\Samples\apt.exe
S
& ‘ r ‘ x e ‘ 2
Add Edit Remowve Delete Purge

»  Repeat the process to add more files.
To edit an item in the Blocked Files list

»  Select the item from the list, click the handle from the bottom and select Edit. The 'Edit Property' dialog will
appear.

COMODO Edit property

Edit File Path

| Ty Suspicious ProgramshCuckoo Musichcuckoo_music_converter.exe

Cancel

Edit the file path, if you have relocated the file and click 'OK'
To release an item from Blocked Files list
«  Select the item from the list, click the handle from the bottom and select 'Remove'.

The selected item will be removed from the Blocked Files list. CES will not block the application or file from execution
or opening then onwards.

To permanently delete a blocked file from your system

»  Select the item from the list, click the up arrow from the bottom and select 'Delete’.
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The selected item will be deleted from your computer immediately.

Warning: Deleting a file from from the Blocked Files interface permanently deletes the file from your system,
rendering it inaccessible in future and it cannot be undone. Ensure that you have selected the correct file to be
deleted before clicking 'Delete’.

6.2.2.4.3. Protected Registry Keys

The 'Registry Protection' panel allows you to protect system critical registry keys against modification. Irreversible
damage can be caused to your system if important registry keys are corrupted or modified in any way. It is essential
that your registry keys are protected against any type of attack.

Click the 'Registry Keys' tab in the Protected Objects interface.
COMODO advanced settings

Protected Objects

The following groups of objects are defined on this computer:

Interfaces Data Folders

H Pr{Eti?::)Ed Blocked Files || Registry Keys com H Protected

[l Keys Ql |~

a B Automatic Startup

HIPS Rules
. F B @ COMODO Keys

L 1 [EI & Internet Explorer Keys
Protected Objects @ *\SOFTWARE\Clients\StatMenulnternet\*
HIPS Groups g@f “SOFTWARE\Microsoft\internet Domains\*
» Sandbox & “\SOFTWARE\WMicrosoftinternet ExplorerExplorer Barst*

& “\SOFTWAREWMicrosoftinternet ExplorerExtensions\*

& “\SOFTWARE\WMicrosoftnternet Explorer\Styles\Stylesheet

-

Cancel

Clicking the handle at the bottom of the interface opens an options panel:

- Al T ol Y

@ "\SOFTWAREWMicrosof "= Tigning\Policy

o “sortw | * ‘ £ ‘ x
Add Edit

-

Remove

» Add - Allows you to add Registry groups or individual registry keys/entries to Registry Protection list.

« Edit - Allows you to edit the path of the Registry group or individual registry keys/entries of the selected
item in the Registry Protection interface.
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« Remove - Deletes the currently highlighted Registry group or individual registry key from the Registry
Protection list.

To manually add an individual Registry key or Registry Group

»  Click the handle from the bottom and select 'Add'".

~
L ‘ r4 ‘ x
Add Edit Remove

-

Registry Groups » Automatic Startup
Registry Entries COMODO Keys

Internet Explorer Keys

Important Keys
Temporary Keys

You can add the items by following methods:

« Adding Registry Groups - Selecting Registry Groups allows you to batch select and import predefined
groups of important registry keys. Comodo Endpoint Security provides a default selection of 'Automatic
Startup' (keys), 'Comodo Keys', 'Internet Explorer Keys' and 'Important Keys'. For explanations on editing
existing registry groups and creating new groups refer to Registry Groups in HIPS Groups section.

« Adding individual Registry Keys - Selecting 'Registry Entries' opens the 'Select Registry Keys'.
COMODO seclect Registry Keys

Add new item:

Microsoft HELM'SOFTWARE\Peacock Image Editor\™
Mozilla
MozillaPlugins
Metscape

ODBC
OpenOffice.org
Opera Software
Peacock Image Editor
Palicies
RegisteredApplications
Sonic

Sun Microsystems

mozilla.org
SYSTEM

HKEY_USERS

HKEY_CURRENT_CONFIG
< ] |

Cancel
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You can add items by browsing the registry tree in the right hand pane, selecting the key and moving it to
right hand side pane by clicking the right arrow button. To add item manually enter its name in the 'Add new
item' field and press the '+' button.

To edit an item in the Registry Protection list

+  Select the key from the list, click the handle from the bottom and select Edit. The 'Edit Property' dialog will
appear.

COMODO Edit property

Edit Registry Key

| HELMYSOFTWARE\Peacock Image Editor™

Cancel

- Edit the key path, if you have relocated the file and click OK.

Note: The Registry Groups cannot be edited from this interface. You can edit Registry Groups from the Manage
Registry Groups interface. Refer to Registry Groups in HIPS Groups section.

To delete an item from Registry Protection list
»  Select the item from the list, click the up arrow from the bottom and select 'Remove'.

The selected item will be deleted from the Registry Protection list. CES will not generate alerts, if the key or the
group is modified by other programs.

6.2.2.4.4. Protected COM interfaces

Component Object Model (COM) is Microsoft's object-oriented programming model that defines how objects interact
within a single application or between applications - specifying how components work together and inter-operate.
COM is used as the basis for Active X and OLE - two favorite targets of hackers and malicious programs to launch
attacks on your computer. It is a critical part of any security system to restrict processes from accessing the
Component Object Model - in other words, to protect the COM interfaces.

Comodo Endpoint Security automatically protects COM interfaces against against modification, corruption and
manipulation by malicious processes. The predefined COM Interface groups can be accessed by clicking the HIPS
Groups tab.

The 'COM Protection' panel allows you to view the list of predefined COM Interface groups protected by CES, edit
them and to add new COM interface components to the list. This screen can be accessed by clicking the 'COM
Interfaces' tab in the Protected Objects interface.
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Protected Objects

The following groups of objects are defined on this computer:

com Protected

Protected . .
H Files Blocked Files Registry Keys H Interfaces Data Folders

Interfaces Q
] Internet ExplorerVindows Shell

C] @ Windows Management

= Pseudo COM Interfaces - Privileges

= Pseudo COM Interfaces - Important Ports

£ Miscellaneous Classes

» File Rating

Cancel

Clicking the handle at the bottom of the interface opens an options panel:

[EE140200-0000-0000-077%# 71000000046}
Ba0se] | | < | x
Add Edit Remaove

-

e Add - Allows you to add COM groups or individual COM components to COM Protecti"list.

+  Edit - Allows you to edit the COM Class.

»  Remove - Deletes the currently highlighted COM group or individual COM component from the COM
Protection list.

To manually add a COM Group or individual COM component
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Protected Objects

The following groups of objects are defined on this computer:

com Protected

Protected . .
H Files Blocked Files Registry Keys H Interfaces Data Folders ‘

Interfaces Q

HIP
] Internet ExplorerVindows Shell

HIPS Rules C] @ Windows Management

Rul = = Pseudo COM Interfaces - Privileges
Prote = = Pseudo COM Interfaces - Important Ports
HIPS Groups = Miscellaneous Classes

» Sandbox

Viruscope

Cancel

»  Click the handle from the bottom and select 'Add'.

0200-0000-0000-C7"<s"000000046}
591 | P b 4
Add Edit Remove

-

_ COM Groups H| Internet Exploreriindows Shell

COM Components Windows Management

Miscellaneous Classes
Pseudo COM Interfaces - Privileges
Pseudo COM Interfaces - Important Ports

You can add the items by following methods:

« Adding COM Groups - Selecting COM Groups allows you to batch select and import predefined groups of
important COM interface components. For explanations on editing existing COM groups and creating new
groups refer to the section COM Groups.

+ Adding COM Components - Selecting ‘COM components' opens the 'Select COM Interfaces' dialog.

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 302



COMODO

Creating Trust Online®

Comodo Endpoint Security - User GL

et =

COMODO select COM Interface

Add new item:

AccClientDocMgr.AccClientDocMgr » AccessControlList
AccClientDocMgr.AccClientDocMgr.1 |
AccDictionary. AccDictionary

AccDictionary. AccDictionary.1
AccessControlEntry

AccessControllist
AccServerDocMgr.AccServerDocMgr
AccServerDocMgr.AccServerDocMgr
ADODE.Command

ADODBE.Command.6.0
ADODB.Connection
ADODB.Connection.b.0

ADODB.Error

ADODE.Error.6.0

ADODEB.ErrorLookup
ADODB.ErrorLookup.6.0

L F——

Cancel

You can add items by selecting from the left hand side pane and moving it to right hand side pane by
clicking the right arrow button. To add item manually enter its name in the 'Add new item' field and press the
'+' button.

To edit an item in the COM Protection

»  Select the COM component from the list, click the handle from the bottom and select Edit. The 'Edit
Property' dialog will appear.

COMODO Edit property

Edit COM Class

|AccessControILi5t

Cancel

«  Editthe COM Class and click 'OK'

Note: The COM Groups cannot be edited from this interface. You can edit COM Groups from the Manage COM
Groups interface. Refer to the section COM Groups for more details.

To delete an item from COM Protection list

»  Select the item from the list, click the handle from the bottom and select 'Remove'.
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The selected item will be deleted from the COM Protection list. CES will not generate alerts, if the COM component
or the group is modified by other programs or processes.

6.2.2.4.5. Protected Data Folders

The data files in the folders listed under the Protected Data Folders area cannot be seen, accessed or modified by
any known or unknown application that is running inside the sandbox.

Tip: Files and folders that are added to 'Protected Files' interface are allowed read access by other programs but
cannot be modified, whereas the files/folders in 'Protected Data folders' are totally hidden to sandboxed programs.
If you want a file to be read by other programs but protected from modifications, then add it to 'Protected Files' list.
If you want to totally conceal a data file from all the sandboxed programs but allow read/write access by other
known/trusted programs, then add it to Protected Data Folders.

To open the Protected Data Folders interface, click the 'Protected Data Folders' tab in the Protected Objects
interface:

COMODO advanced Settings

Protected Objects

The following groups of objects are defined on this computer:

Interfaces Data Folders

Protected
Files

Blocked Files || Registry Keys H COoM H Protected ‘

Path Q
HIPS Settings

HIPS Rules

Viruscope

Firewall

File Rating

Cancel

Clicking the handle at the bottom of the interface opens an options panel:
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« Add - Allows you to add folders to Protected Data Folders list.
» Remove - Deletes the currently selected folder.

You can use the search option to find a specific folder by clicking the search icon Q] at the far right of the column
header. You can search by entering the folder name in full or part. You can navigate through the successive results
by clicking the left and right arrows.

Protected
Files

COM
Interfaces

Protected
Data Folders

| v Path Q]

Blocked Files || Registry Keys

To add a folder to be protected
«  C(Click the handle from the bottom and select 'Add'".

The following objects are protected on this computer.

B For Folde el COom Protected
H : g : == linterfaces Data Folders
4 New Volume (E:) L
>0 071114
. CES Configs
. CE5 Log Archive it

* . My Protected Files

ly Safe Programs

» .. Probably infected files

» Samnles

|
Make New Folder | | DK\‘”Cancei ]

» Navigate to the folder to be added and click 'OK'.
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Protected Objects

The following objects are protected on this computer.

Protected . . COM Protected
‘ Files Blocked Files Registry Keys Interfaces Data Folders ‘
[ Path ko]

[ | E:\My Protected Files\Bank Documentst®

To remove an item from Protected Data Folders list
«  Select the folder from the list, click the handle from the bottom and choose 'Remove'.

«  The selected folder will be removed from the protected folders list. CES will not generate alerts, if the folder
is subjected to unauthorized access.

6.2.2.5. HIPS Groups

The HIPS Groups panel allows you to add, edit or remove predefined Registry and COM Groups. CES ships with
some important predefined Registry and COM Groups and this interface allows you to add new groups. Once
added, these newly added groups are also available for including in the Registry Keys and COM Interfaces for
protection.

The 'HIPS Groups' panel can be accessed by clicking Security Settings > Defense+ > HIPS > HIPS Groups from the
Advanced Settings interface.
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HIPS Groups

The following groups of objects are defined on this computer:

Registry Groups COM Groups ‘

Registry Groups
HIPS Settings
Automatic Startup

HIPS Rules
COMODO Keys
Internet Explorer Keys

Important Keys

Temporary Keys

Viruscope
Firewall
File Rating

Cancel

The panel has two tabs:

* Registry Groups- Allows you to create new groups and add registry keys to groups that are to be protected
from changes

«  COM Groups - Allows you to create new COM groups and add COM classes to groups that are to be
protected from changes

6.2.2.5.1. Registry Groups

Registry groups are predefined batches of one or more registry keys. Creating a registry group allows you to quickly
add it to Registry Protection list.

To open the Registry Groups interface

+ Inthe Advanced Settings screen, click Security Settings > Defense+ > HIPS > HIPS Groups and select the
Registry Groups tab.
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The following groups of objects are defined on this computer:

Registry Groups COM Groups ‘

Registry Groups
HIPS Settings
Automatic Startup

HIPS Rules
COMODO Keys

Internet Explorer Keys

Pro

&
[
[
Rul ] &
[
[

=
=
E] @ Important Keys
E] @ Temporary Keys
» Sandbox
Viruscope
» Firewall

» File Rating

Cancel

This interface allows you to

» Create a new Registry Group
- Add Registry key(s) to an existing group
+ Edit the names of an Existing Registry Group
» Remove existing group(s) or individual key(s) from existing group
- Toadd a new group or add key(s) to an existing group, click the handle from the bottom and click 'Add'".

—
+ ‘ < x
Add Edit Remowve

-
T !

( Mew Group |
|
Registry Keys |

« Add anew group - Select 'New Group' from the 'Add' drop-down, enter a name for the group in
the 'Edit property' dialog and click OK
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COMODO Edit property

Choose Reqistry Group name
| Peacock Image Editor

Cancel

+ Add keys to a group - Select the Group, click the handle and click Add and choose 'Registry
Keys'. The 'Select Registry Keys' dialog will be opened.

COMO DO select Registry Keys

Add new item:

Microsoft HELMSOFTWARE\Peacock Image Editor\™
Mozilla
MozillaPlugins
Metscape

ODBC
OpenOffice.rg
Opera Software
Peacock Image Editor
Policies

Registered Applications
Sonic

Sun Microsystems

mozilla.org
SYSTEM

HKEY_USERS

HKEY_CURRENT_CONFIG
4| ] |

You can add items by browsing the registry tree in the right hand pane, selecting the key and
moving it to right hand side pane by clicking the right arrow button. To add item manually enter its
name in the 'Add new item' field and press the '+' button.

- To edit an existing group, select the group, click the handle and choose Edit. Edit the name of the group in
the Edit Property dialog
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Edit Registry Key

Peacock Image Editor

Cancel

- Toremove a group, select the group, click the handle and choose 'Remove'.

« Toremove an individual file from a group, click + at the left of the group to expand the group, select the key
or entry to be removed, click the handle and choose 'Remove'.

6.2.2.5.2. COM Groups

COM groups are handy, predefined groupings of COM interfaces. Creating a COM group allows you to quickly add it
to COM Protection list.

To open the COM Groups interface

« Inthe Advanced Settings screen, click Security Settings > Defense+ > HIPS > HIPS Groups and select the
'COM Groups' tab.

COMOD O advanced settings

HIPS Groups

The following groups of objects are defined on this computer:

Registry Groups COM Groups

= COM Groups

[[1 El & Internet Explorer\Windows Shell

HIPS Rules .
Windows Management

Protected Obj Pseudo COM Interfaces - Privileges

|
= Miscellaneous Classes
=
=

HIPS Groups Pseudo COM Interfaces - Important Ports

» Sandbox

» File Rating

Cancel

This interface allows you to:
» Create a new COM Group
« Add COM Component(s) to an existing group
+  Edit the names of an Existing COM Group
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» Remove existing group(s) or individual COM Component(s) from existing group

« Toadd a new group or add new COM Component(s) to an existing group, click the handle from the bottom
and click 'Add'".

| _Nemeup |
COM Class

» Add anew group - Select 'New Group' from the 'Add' drop-down, enter a name for the group in
the 'Edit property' dialog and click 'OK'".

COMODO Edit property

Add new COM Group

| special COM Interfaces

Cancel

- Add COM Components to a group - Select the Group, click the handle and click Add and choose
'COM Class. The 'Select COM Interface' dialog will be opened.
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COMODO select COM Interface

Add new item:

WMFP11.AssocMIMEWMZ WIMPlayer, OCx
WMFP11.AssocMIME.WPL WHMPlayer.OCX.7
WMP11.AssocMIMEWWX
WMPFPlayer.OCX

WMPlayer.OCX.7
WMPNSSCLNSSManager
WMPNSSCLNS5Manager.1

WMPTheme WMPSkinMngr
WMFPTheme WMPSkinMngr.1
WMSClientMetManager.ClientNetMan
WMSClientMetManager.ClientNetMar
WMSDKHTTPSourcePlugin.HTTPSour
WMSDKHTTPSourcePlugin.HTTPSour
WMSDKMSESourcePlugin.MSEDSour
WMSDKMSEBESourcePlugin MSBDSour—"

WMSDKNamespace.NamespaceFactol -
4 ] 3

Cancel

You can add items by selecting from the left hand side pane and moving it to right hand side pane by
clicking the right arrow button. To add item manually enter its name in the 'Add new item' field and press the
'+' button.

« To edit an existing group, select the group, click the handle and choose Edit. Edit the name of the group in
the 'Edit Property' dialog

COMODO Eait property

Edit COM Group

| special COM Interfaces

Cancel

« Toremove a group, select the group, click the handle and choose 'Remove'.

« Toremove an individual COM Component from a group, click + at the left of the group to expand the group,
select the item to be removed, click the handle and choose 'Remove'.

6.2.2.6. Sandbox

The Sandbox is an integral part of the Defense+ engine and is used to run potentially unsafe applications in an
isolated environment to prevent damage to your system. The Defense+ engine through various analysis determines
whether an application is trusted, unrecognized or malware. You can define rules how these identified applications
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can be run in the Sandbox, that is,
« run with restricted access to operating system resources
» run completely isolated from your operating system and files on the rest of your computer
«  completely block from running
» orallow it to run outside the sandbox environment without any restriction.
For more information about defining rules, refer to the section Configuring Rules for Auto-Sandbox.

The Sandbox creates a new folder called Shared Space in your system by default at 'C:/Program Data/Shared
Space' for sharing files between it and the real computer system. The applications running inside the sandbox will be
allowed to store their data in the shared space for future sessions. This data will can also be accessed by non-
sandboxed applications. The settings for accessing Shared Space, generating sandbox alerts, enabling startup
services for applications installed in sandbox can be configured in Sandbox Settings screen. Refer to the section
Configuring the Sandbox for more details.

For more information about the Sandbox environment refer to the section The Sandbox — An Overview.
For more information about how the Defense+ engine determines the reputation of a file, refer to the section
Unknown Files: The Scanning Processes

COMODO advanced Settings

Sandbox Settings
| s |

Shared Space(s) are the locations that sandboxed applications and other applications
share, i.e. reading or writing fo these locations are not virtualized.

Do not virtualize access to the specified files/folders

[[] Do not virtualize access to the specified reqistry keys/values

Advanced
Enable automatic startup for services installed in the Sandbox
Show highlight frame for virtualized programs

Detect programs which require elevated privileges e.g. installers or updaters

Do MOT show privilege elevation alerts | Run Isolated ;|

Cancel

The 'Sandbox' configuration panel can be accessed by clicking Tasks > Advanced Tasks > Open Advanced Settings
> Security Settings > Defense + > Sandbox'. The options 'Sandbox Settings' and 'Auto-Sandbox' under Sandbox
allow you to quickly configure Sandbox settings and create rules and conditions for auto-sandboxing selected
programs.

Refer to the following sections for more details:
« The Sandbox — An Overview
« Unknown Files: The Scanning Processes
»  Configuring the Sandbox Settings
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»  Configuring Rules for Auto-Sandbox
« Viruscope

6.2.2.6.1. The Sandbox - An Overview

Comodo Endpoint Security's new sandbox is an isolated operating environment for unknown and untrusted
applications. Running an application in the sandbox means that it cannot make permanent changes to other
processes, programs or data on your 'real' system. Comodo have integrated sand-boxing technology directly into the
security architecture of Comodo Endpoint Security to complement and strengthen the Firewall, Defense+ and
Antivirus modules.

Applications in the sandbox are executed under a carefully selected set of privileges and write to a virtual file system
and registry instead of the real system. This delivers the smoothest user experience possible by allowing unknown
applications to run and operate as they normally would while denying them the potential to cause lasting damage.

After an unknown application has been placed in the sandbox, CES also automatically queues it for submission to
Comodo Cloud Scanners for automatic behavior analysis. Firstly, the files undergo another antivirus scan on our
servers. If the scan discovers the file to be malicious, then it is designated as malware, the result is sent back to the
local installation of CES and the local black-list is updated. If the scan does not detect that the file is malicious then
its behavior will be monitored by running it in a virtual environment within Comodo's Instant Malware Analysis (CIMA)
servers and all its activities are recorded. If these behaviors are found to be malicious then the file is manually
analyzed by Comodo technicians to confirm whether it is a malicious file or not. If found to be malicious, the
executable is then added to the antivirus black list, the results sent back to the local installation of CES, file
quarantined and the user alerted.

By uniquely deploying 'sandboxing as security', CES offers improved security, fewer pop-ups and greater ease of
use than ever before.

6.2.2.6.2. Unknown Files: The Scanning Processes

« When an executable is first run it passes through the following CES security inspections:
«  Antivirus scan
+  HIPS Heuristic check
+  Buffer Overflow check

« Ifthe processes above determine that the file is malware then the user is alerted and the file is
quarantined or deleted

« An application can become recognized as 'safe' by CES (and therefore not scanned in the cloud) in the
following ways:

« Because itis on the local Comodo White List of known safe applications
«  Because the user has rated the file as "Trusted" in the File List

+ By the user granting the installer elevated privileges (CES detects if an executable requires
administrative privileges. If it does, it asks the user. If they choose to trust, CES regards the
installer and all files generated by the installer as safe)

+ Additionally, a file is not sent for analysis in the cloud if it is defined as an Installer or Updater in HIPS
Ruleset (See Active HIPS Rules for more details)

«  Cloud Scanning

Files and processes that pass the security inspections above but are not yet recognized as 'safe’
(white-listed) are 'Unrecognized' files and sandboxed automatically. In order to try to establish whether
a file is safe or not, CES will first consult Comodo's File Look-Up Server (FLS) to check the very latest
signature databases:

« Adigital hash of the unrecognized process or file is created.

« These hashes are uploaded to the FLS to check whether the signature of the file is present on the
latest databases. This database contains the latest, global black list of the signatures of all known
malware and a white list of the signatures of the 'safe’ files.
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»  First, our servers check these hashes against the latest available black-list
» Ifthe hash is discovered on this blacklist then it is malware
» Theresultis sent back to the local installation of CES
+ Ifthe hash is not on the latest black-list, it's signature is checked against the latest white-list
» Ifthe hash is discovered on this white-list then it is trusted
» The result is sent back to local installation of CES
»  The local white-list is updated
«  The FLS checks detailed above are near instantaneous.
» Ifthe hash is not on the latest black-list or white-list then it remains as 'unrecognized'.

»  Unrecognized files are simultaneously uploaded to Comodo's Instant Malware Analysis servers
[a.k.a Comodo Automated Malware Analysis System (CAMAS)] for further checks:

«  Firstly, the files undergo another antivirus scan on our servers.

» Ifthe scan discovers the file to be malicious (for example, heuristics discover it is a brand
new variant) then it is designated as malware. This result is sent back to the local
installation of CES and the local and global black-list is updated.

« Ifthe scan does not detect that the file is malicious then it passes onto the the next stage
of inspection - behavior monitoring.

»  The behavior analysis system is a cloud based service that is used to help determine
whether a file exhibits malicious behavior. Once submitted to the system, the unknown
executable will be automatically run in a virtual environment and all actions that it takes
will be monitored. For example, processes spawned, files and registry key modifications,
host state changes and network activity will be recorded.

« If these behaviors are found to be malicious, the file is submitted to our technicians for
further manual checks and confirmation. If the manual testing confirms it as a malware,
then it will be added to the global blacklist which will benefit all users. The results will be
sent back to local installation of CES, file will be quarantined and the user alerted.

« Ifthe manual analysis confirms the file as safe, then it will be added to global whitelist and
results sent back to local installation of CES.

Important Note: In order for the software to submit unknown files to our file rating and malware analysis servers
(CAMAS), please make sure the following IP addresses and ports are allowed on your network firewall:

«  To allow communication with camas.comodo.com
« |P that needs to be allowed: 199.66.201.30
»  Port that needs to be allowed: port 80 for TCP
 Direction: Outgoing (Endpoints to CAMAS)
«  To allow communication with our FLSs:
» |Ps that need to be allowed:
. 91.209.196.27
. 91.209.196.28
. 199.66.201.20
. 199.66.201.21
. 199.66.201.22
. 199.66.201.25
. 199.66.201.26
»  Ports that need to be allowed: 4447 UDP and 4448 TCP
+ Direction: Outgoing (Endpoints to FLSs)
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6.2.2.7. Configure the Sandbox

The 'Sandbox Settings' section of 'Advanced Settings' allows you to configure the Sandbox settings that determine
how proactive the Sandbox should be and which types of files it should check.

«  The 'Sandbox Settings' panel can be accessed by clicking 'Tasks > Sandbox Tasks > Open Advanced
Settings > Security Settings > Defense+ > Sandbox > Sandbox Settings

COMODO advanced Settings

Sandbox Settings
| s |

Shared Space(s) are the locations that sandboxed applications and other applications
share, i.e. reading or writing to these locations are not virtualized.

Do not virfualize access to ithe specified files/folders

[ Do not virtualize access to the specified registry keysfvalues

Advanced
Enable automatic startup for services installed in the Sandbox
Show highlight frame for virtualized programs
Detect programs which require elevated privileges e g. installers or updaters

Viruscope

Do NOT show privilege elevation alerts | Run Isolated v|

File Rating

Cancel

Click the following links to find out more about each section:

- Shared Space Settings - Files downloaded or generated by sandboxed applications that you wish to be
able to access from your real system should be downloaded to the shared space

« Advanced Settings — Allows you to configure Sandbox alert settings as well as to enable automatic startup
services for programs installed in the Sandbox.

Shared Space Settings:

'Shared Space' is a dedicated area on your local drive that sandboxed applications are permitted to write to and
which can also be accessed by non-sandboxed applications (hence the term 'Shared Space'). For example, any files
or programs you download via a sandboxed browser that you wish to be able to access from your real system should
be downloaded to the shared space. This is located by default at 'C:/Program Data/Shared Space'.
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You can access the shared space folder in the following ways:
«  Clicking the 'Shared Space' shortcut on your computer desktop
»  Clicking 'Shared Space' button on the CES interface
*  Opening 'Sandbox Tasks' from the Tasks interface then clicking 'Open Shared Space'

- By default, sandboxed applications can access folders and files on your 'real' system but cannot save any
changes to them. However, you can define exceptions to this rule by using the ‘Do not virtualize access
to..." links.

To define exceptions for files and folders

- Enable the 'Do not virtualize access to the specified files/folders' check-box then click on the words the
specified files/folders. The 'Manage Exclusions' dialog will appear.

«  Click the handle at the bottom to open the tools menu then click 'Add.
i. Files - Allows you to specify files or applications that sandboxed applications are able to access

ii. Folders - Specify a folder that can be accessed by sandboxed applications

iii. File Groups - Enables you to choose a category of files or folders to which access should be granted.
For example, selecting 'Executables’ would enable you to create an exception for all files with the
extensions .exe .dll .sys .ocx .bat .pif .scr .cpl. For more details on file groups, refer to the section File
Groups.

iv. Running Processes - Allows you to add a program that sandboxed applications are able to access
« To edit an exception, select it from the list, click the handle to open the tools menu then select 'Edit'.

«  Change file or folder location path and click 'OK'
»  Click 'OK' to implement your settings

«  Tomanage available file groups, click the 'Groups' button from the tools menu. The ‘Manage File Groups'
dialog allows you to view, add and edit file groups. Please refer to File Groups if you need more
information with this area.

To define exceptions for specific Registry keys and values

- Enable the 'Do not virtualize access to the specified registry keys/values' check-box then click on the words
the specified registry keys/values. The 'Manage Exclusions' dialog will appear.
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COMODO Manage Exclusions

Exclusions

Cancel

You can search for specific excluded Registry Keys or Values from the list by clicking the see|§| icon at the far
right in the column header and entering the name of the key/value in full or part. You can navigate through the
successive results by clicking the left and right arrows.

COMODO Manage Exclusions

Lv Exclusi... Search x |Z| |E|

Exclusions

»  Click the handle at the bottom to open the tools menu then click 'Add'".
» Registry Groups - Allows you to batch select a predefined group of important registry keys as
exceptions. For an explanation of CES registry groups, refer to the section Registry Groups.

» Registry Entries - Opens an interface that allows you to quickly browse Windows registry keys and
add them as exceptions:
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COMODO select Registry Keys

Add new item: \

el T e

Keyboard Layout

Metwork

Printers

[l Software
Adersoft Ml
AppDatalow
Classes
Clients
ComodoGroup
Google
Microsoft
MezillaPlugins
OpenOffice.org
Opera Software

Peacock_Image_Editor
[ Nmlimime |

- HECL\Software\Peacock_Imsoe_Editor

m

Cancel

+  Click 'OK' to implement your settings.
- To edit an exception, first select it from the list, click the handle to open the tools menu then select 'Edit'.

«  Edit the key path and click 'OK'".

COMODO Eait property

Edit Registry Key
| HELMYSOFTWARE\Peacock Image Editor™

Cancel

Advanced Settings:

« Enable automatic startup for services installed in the sandbox - By default, CES does not permit
sandboxed services to run at Windows startup. Select this check-box to allow them to do so. (Default =
Enabled)

«  Show highlight frame for virtualized programs - If enabled, CES displays a green border around the
windows of programs that are running inside the sandbox. (Default = Enabled)

The following example shows an .odt document opened with a sandboxed version OpenOffice Writer:
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File Edit View Insert Format Table Tools Window Help

BB @ el %E - 8¢ 00 @H-v HAPEE TQ

© [@J |Default [z] TimesNewRoman [«] (12 [«] B 7 U =[=|== itz e A-w-8-
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This old man, he played one,

He played knick-knack on my thumb.
With a knick-knack, paddy whack,
Give a dog a bone,

This old man came rolling home.

This old man, he played two,

He played knick-knack on my shoe.
With a knick-knack, paddy whack,
Give a dog a bone,

This old man came rolling home.

This old man, he played three,

Pagel/2 | Default | English (USA) |NsRT |sTD | ]| ] |BOOE @ +——e——— ® [100%

» Detect programs which require elevated privileges e.g. installers or updaters: Allows you to instruct
the Sandbox to display alerts when an installer or updater requires administrator or elevated privileges to
run. An installer that is allowed to run with elevated privileges is permitted to make changes to important
areas of your computer such as the registry. Refer to the section Understanding Security Alerts for more
details.
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CDMODO Sandbox
rainmeter setup.exe could not be recognized and
| requests unlimited access to your computer

rainmeter setup.exe
WeDownload, Ltd

e

Run Isolated (Default)
Runs the application with limited access rights

Run Unlimited
Grants unlimited access to the application above

Block
Stops execution of the application above

[ Trustthis application

You can decide on whether or not to allow the installer or update based on your assessment, from the alert
itself. (Default=Enabled)

« Do NOT show privilege elevation alerts: If disabled, allows you to instruct the Sandbox to display alerts
when a new or unrecognized program, application or executable requires administrator or elevated
privileges to run. You can decide on whether or not to allow the unknown application based on your
assessment, from the alert itself. (Default=Enabled and Run Isolated)

6.2.2.8. Configuring Rules for Auto-Sandbox

The 'Auto-Sandbox' interface allows you to add and define rules for programs that should be run in the sandboxed
environment. A sandboxed application has much less opportunity to damage your computer because it is run
isolated from your operating system and your files. This allows you to safely run applications that you are not 100%
sure about. Auto-sandbox rules allow you to determine whether programs should be allowed to run with full
privileges, ignored, run restricted or run in fully virtualized environment. For easy identification, Comodo Endpoint
Security will show a green border around programs that are running in the sandbox.

»  The 'Auto-Sandbox' panel can be accessed by clicking 'Tasks > Sandbox Tasks > Open Advanced Settings
> Security Settings > Defense+ > Sandbox > Auto-Sandbox
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Enable Auto-Sandbox

This option enables automatic sandboxing of executable files and scripts according to the
policy defined below

Enable file source tracking

If you disable this option, sandboxing decisions will be taken only on the basis of files

¥ Sandbox reputation and their location

Sandbox Settings Action Target Reputation = Enable Rule Q]

Auto-Sandbox @ Block Bl All Applications Malicious
@ Block @ Suspicious Locatio._.  Any
@ Block Bl Sandbox Folders Any
Run Virtually @ All Applications Unrecognized
Run Virtually @ All Applications Unrecognized

Run Virtually @ Shared Spaces Unrecognized

-,

Cancel

- Enable Auto-Sandbox - Allows you to enable or disable the Sandbox. If enabled, the applications are run
inside the sandbox as per the rules defined. (Default = Enabled)

» Enable file source tracking — If enabled, CES will decide whether to sandbox a file based on file source,
reputation and location. If disabled, sandbox decisions are based only on file reputation and location.
(Default = Enabled)

The interface displays the configured rules:
«  Action - Displays the operation that the sandbox should perform on the target files if the rule is triggered.
« Target - The files, file groups or specified locations on which the rule will be executed.

- Reputation - The trust status of the files to which the rule should apply. Can be ‘Malware’, ‘Trusted’ or
‘Unrecognized'.

» Enable Rule - Allows you to enable/disable the rule.

CES ships with a set of pre-defined auto-sandbox rules that are configured to provide maximum protection for your
system. The table provides the configuration settings for these pre-defined rules:

Rule Actio Target Restricti Rating Source Log Limit Limit  Quara
on Action Maximum Program ntine
Level Creat Locat Downl memory  Executio
ed by edon oaded n Time
from
1 Block |File Group | N/A Malware |Any |Any |Any |On N/A N/A On
-All
Applicatio
ns
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2 Block | File Group | N/A Any Any |Any [Any |On N/A N/A Off

Suspicious
Locations

3 Ignore | All Metro | Off Any Any [Any |Any |On N/A N/A N/A

Applic Apps

able
only
for
Windo
ws 8.0
and
8.1

4 Run | File Group | Off Unrecog |Any |Any |Intern |On Off Off N/A
Virtual |- All nized et
Applicatio
ns Any | Netwo | Any
rk

Drive

Any |Remo |Any
vable
Drive

5 Run  |File Group | Off Unrecog |File  |Any |Any |On Off Off N/A
Virtual |- All nized  |Grou
Applicatio p-
ns Web
Brow
sers

File |Any |Any
Grou
p_
Email
Client
S

File  |Any |Any
Grou
p_
File
Down
loade
rs

File
Grou
p -
Pseu
do-
File
Down
loade
rs

6 Run  |File Group | Off Unrecog |Any |Any |Any |On Off Off N/A
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Virtual
Spaces

— Shared

-

Clicking the handle at the bottom of the interface opens a rule configuration panel:

] Run Virtually @ All Applics* we Unrecognized m

Dg+‘.{‘x t‘l‘o
Add Edit Remove | MoveUp M flesetia

« Add - Allows you to add a new sandbox rule. See the section '‘Adding an Auto-Sandbox Rule' for
guidance on creating a new rule.

«  Edit - Allows you to modify the selected sandbox rule. See the section 'Editing an Auto-Sandbox
Rule' for more details.

* Remove - Deletes the selected rule.
»  Reset to Default — Resets to default the rule.
Users can also re-prioritize the sandbox rules by using the 'Move Up' and 'Move Down' buttons.

Adding an Auto-Sandbox Rule

Auto-sandbox rules can be created for a single application, for all applications in a folder or file group, from running
processes or for applications based on their file or process hash. ‘Source’, ‘Reputation’ and ‘Options’ allow you to
add detailed filters to your rule. They are, however, optional, so you can create a very simple rule to run an
application in the sandbox just by specifying the action and the target application.

«  Click the 'Add' button from the options.
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Action | Run Virtually +|

Sources ‘ Reputation Options ‘

Created by Location

Cancel

The Manage Sandboxed Program screen will be displayed.

» Step 1 - Select the Action

»  Step 2 - Select the Target

- Step 3 - Select the Sources

«  Step 4 — Select the File Reputation
- Step 5 - Select the Options

Step 1 - Select the Action

The options under the Action drop-down button combined with the Set Restriction Level setting in the Options tab determine the
amount of privileges an auto-sandboxed application has access to other software and hardware resources on your computer.

COMODO Manage Sandboxed

Action réﬁ[-(fr.:iﬁ@

Hun Restmcied

L | Fun Virfually

Block T

Sourcy Ignars Option
Lo L

The options available under the Action button are:

* Run Virtually - The application will be run in a virtual environment completely isolated from your operating
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system and files on the rest of your computer.

* Run Restricted - The application is allowed to access very few operating system resources. The
application is not allowed to execute more than 10 processes at a time and is run with very limited access
rights. Some applications, like computer games, may not work properly under this setting.

»  Block - The application is not allowed to run at all.
» lIgnore - The application will not be sandboxed and allowed to run with all privileges.

Select the action from the options.
Step 2 - Select the Target

The next step is to select the target to which the auto-sandbox rule is to be applied. Click the Browse button beside the Target
field.

|| rowse)
Files
Running Processes
File Groups L
Dow Folder
Fila Hash

Process Hash

You have five options available to add the target path.
«  Files — Allows to add individual files as target.

* Running Processes — As the name suggests, this option allows you to add any process that is currently
running on your computer

File Groups —Allows to add predefined File Groups as target. To add or modify a predefined file group refer
to the section File Groups for more details.

» Folder — Allows you to add a folder or drive as the target
»  File Hash - Allows you to add a file as target based on its hash value

»  Process Hash - Allows you to add any process that is currently running on your computer as target based
on its hash value

Adding an individual File

e Choose 'Files' from the 'Browse' drop-down.

| Browse vl

_( Files p]

Running Processes

File Groups 3
Folder
File Hash

Process Hash

*  Navigate to the file you want to add as target in the 'Open' dialog and click 'Open’
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& Open @

@Ovl .« NewVolu.. » Probably infected files - | g | | Search Probably infected files 0 |

Organize = Mew folder =~ M @

. Users g MName Date modified Type
, VTRoot -
) L) Rainmeter3.0.2 T/21/2014 11:42 AM - Applicatic
., Windows
—w MNew Volume (E:)
J 21-07-14
, 071114
. CES Cenfigs
. CES Log Archiv

. My Protected F

. My Safe Progra

. Probably infect

. Samples - 4 m | b

File name: Rainmeter3.0.2 - [Executa.ble Files (*.exe, *.dll, *.o1 v]

| Open |v] | cancel |

The file will be added as target and will be run as per the action chosen in Step 1.

COMODO wana ge Sandboxed Program

Action | Run Virtually ~|

Target | E\Probably infected files\Rainmeter3.0.2.exe | | Browse v
H Sources ‘ Reputation Options ‘
Created by Location Origin Q

Cancel

If you want to just add an application for a particular action as selected in Step 1 without specifying any filters or options, then
click 'OK'. The default values for Sources and Reputation will be 'Any' and for Options it will be 'Log when this action is
performed'. If required you can configure Source and Reputation filters and Options for the rule.

Adding an application from a running processes

e Choose 'Running Processes' from the '‘Browse" drop-down.
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j | Browse v.|

] Files

File Groups »
Dow Folder

File Hash

Process Hash

Alist of currently running processes in your computer will be displayed.

»  Select the process, whose target application is to be added to target and click 'OK' from the Browse for Process
dialog.

[=7 csrss.exe

ﬂ winlogon.exe

=[5 explorerexe

@ MyPC Backup.exe
= & chromeexe
@ chrome.exe
B4 StudyMinderd.exe
= -9 soffice.exe

: | | soffice.bin

E & chrome.exe

&) chrome.exe

&) chrome.exe

Cancel

The file will be added as target and will be run as per the action chosen in Step 1.
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Action | Run Virtually ~|

Target ‘ Ch\Program Files (x86)\StudyMinderd\StudyMinderd.exe

“ Sources ‘Reputation Options ‘

i [ Created by Location

Cancel

If you want to just add an application for a particular action as selected in Step 1 without specifying any filters or options, then
click 'OK'. The default values for Sources and Reputation will be 'Any' and for Options it will be 'Log when this action is
performed'. If required you can configure Source and Reputation filters and Options for the rule.

Adding a File Group

*  Choose 'File Groups' from the 'Browse' drop-down. Choosing File Groups allows you to include a category of pre-set
files or folders. For more details on how to manage file groups refer to the section File Groups.
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| Browse v|

Files

Buooino Droresses

4 Executables
Orig Folder All Applications
File Hash Important Files/Folders
Process Hash Windows Updater Applications

Windows System Applications
Temporary Files

COMODO Files/Folders

COMODO Endpoint Security

Startup Folders

Windows Management

3rd Party Protocol Dirivers

Management and Productivity Applications

Web Browsers

Email Clients

Suspicious Locations

Cancel

Shared Spaces

File Downloaders
Pseudo File Downloaders
File Archivers

Sandbox Folders

»  Select the preset file group from the options.

»  The file group will be added as target and the applications inside it will be run as per the action chosen in Step 1.
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Action | Run Virtually =/

Target All Applications Browse v:

COMODO

Creating Trust Online®

“ Sources ‘Repulation Options ‘

Cancel

Created by Location Origin Q

If you want to just add the applications in the file group for a particular action as selected in Step 1 without specifying any filters
or options, then click 'OK'". The default values for Sources and Reputation will be 'Any" and for Options it will be 'Log when this

action is performed'. If required you can configure Source and Reputation filters and Options for the rule.
Adding a Folder/Drive Partition

e Choose 'Folder' from the '‘Browse" drop-down.

] | Browse «

_| Files
Running Processes
File Groups r
owW|  Folder

File Hash

Process Hash

The 'Browse for Folder' dialog will appear.

Browse For Folder @
. CES Configs -
. CES Log Archive

» . My Protected Files
. My Safe Programs
. Probably infected files
> Samples
a. Share
> ‘?j Metwork

[ Make Mew Folder ] [ OK ] [ Cancel ]

*  Navigate to the drive partition or folder you want to add as target and click OK
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Action | Run Virtually +|

Target | E\Probably infected files\*®

Created by Location

‘ | Sources Reputation Options
|

If you want to just add the applications in the drive partition/folder for a particular action as selected in Step 1 without specifying
any filters or options, then click 'OK'. The default values for Sources and Reputation will be 'Any" and for Options it will be 'Log
when this action is performed'. If required you can configure Source and Reputation filters and Options for the rule.

Adding a file based on its hash value

»  Choose 'File Hash' from the 'Browse' drop-down.

] | Browse v.l

Files

Running Processes
File Groups k
Dow Folder

¢ File Hash

Process Hash

*  Navigate to the file whose hash value you want to add as target in the 'Open' dialog and click 'Open'
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e
(' Open @
——
| Jl\_“j.l | .« NewVolu.. » Probably infected files - | +4 | | Search Probably infected filss 0 |
Organize » Mew folder = 0O @

E Shared Space ~ Mame Date modified Type
| ‘L) Rainmeter3.0.2 7/21/2014 11:42 AM  Applicatic

- Libraries
@ Documents
J‘J Music
(=] Pictures

E Videos

m

L. omputer
&, Local Disk (C)

a Mew Vaolume (E:)

* 4| 1 | 3

File name: Rainmeter3.0.2 - [Executable Files (*.exe, *.dll, *.o v]

| Open v | Cancel |

The file will be added as target and will be run as per the action chosen in Step 1.

COMODO wana ge Sandboxed Program

Action | Run Virtually ~|

Target EAProbab

“ Sources ‘Reputation Options ‘

Created by Location

Cancel

If you want to just add the hash value of an application for a particular action as selected in Step 1 without specifying any filters
or options, then click 'OK'". The default values for Sources and Reputation will be 'Any" and for Options it will be 'Log when this
action is performed'. If required you can configure Source and Reputation filters and Options for the rule.

Adding an application from a running process based on its hash value

e Choose 'Process Hash' from the 'Browse' drop-down.
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Browse v

Files

Running Processes
File Groups 3
ow Folder

File Hash

Process Hash

Alist of currently running processes in your computer will be displayed.

»  Select the process, whose hash value of the target application is to be added to target and click 'OK' from the Browse
for Process dialog.

@ MyPC Backup.exe
= &) chromeexe
. & chrome.exe

—F -
...... () mspaint.exe

= E swriter.exe
= 9 soffice.exe
E soffice.bin
| N—
[m7] splwowdd.exe
= 1@ studyminder_setup.exe
i W] setup.exe

ﬁ! IMEIEXEC, EXE
E & chrome.exe
E &) chrome.exe

&) chrome.exe

The file will be added as target and will be run as per the action chosen in Step 1.
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Action | Run Virtually ~|

Target | E

“ Sources ‘Reputation Options ‘

Created by Location

Cancel

If you want to just add the process hash value of an application for a particular action as selected in Step 1 without specifying
any filters or options, then click 'OK'. The default values for Sources and Reputation will be 'Any" and for Options it will be 'Log
when this action is performed'. If required you can configure Source and Reputation filters and Options for the rule.

Step 3 — Select the Sources

If you want to include a number of items for a rule but want the rule to be applied for certain conditions only, then you
can do this in this step. For example, if you include all executables in the Target but want the rule to be applied for
executables that were downloaded from the internet only, then the filter can be applied in the Sources. Another
example is if you want to run unrecognized files from network share, you have to create an ignore rule with All
Applications as target and source located on network drives.

To add a source

»  Click the handle at the bottom and then click Add from the options.
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Cancel

Action | Ignore v|
Target All A Browse v:
“ Sources Reputation Options
Created by Location Origin IQI

The options available are available are same as available under the Browse button beside Target as explained in

Step 2. Refer to previous section for each of options for more details.

T
| Fd ‘ x 1 § ‘ !
Edit Remove Mowve Up H‘ﬁ:

Files
Running Processes
File Groups
Folder
File Hash

Process Hash

The following example describes how to add an Ignore rule for Unrecognized files from a network source:

In Step 1, select the action as Ignore

In Step 2, select the Target as All Applications in File Groups

In Step 3, click Folder from the Add options.
The Browse For Folder dialog will be displayed.

Cancel
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.--"'/’-7--
Browse For Folder
» | = Libraries e
'] & T —— i
(M Computer
4 Gh Metwork

> M CHNCWO1-PC

m

1

| MakeNewFolder | | ok || cancel

« Navigate to the source folder in the network, select it and click 'OK'".

COMOD O wmanage Sandboxed Program

Action | Ignore v|

Target All Applications

“ Sources ‘Reputation Options ‘

Created by Location

£ WSMITH-COMPUTER\Share\* Network Drive

Cancel

The selected network source folder will be added under the 'Created by' column and the screen displays the options
to specify the location and from where the files were downloaded.
» Location — The options available are:
e Any
»  Local Drive
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«  Removable Drive
«  Network Drive
Since the source is located in a network, select Network Drive from the options.

«  Origin —The options available are:

»  Any - The rule will apply to files that were downloaded to the source folder from both Internet and
Intranet.

» Internet — The rule will apply to files that were downloaded to the source folder from Internet only.

« Intranet — The rule will apply to files that were downloaded to the source folder from Intranet only.

Repeat the process to add more source folders.
«  Click the Edit button to change the source path from the options:

Edit Path

Files

Running Processes
File Groups 3
Falder

File Hash

Process Hash

‘ & x
£

1
Move Up

Remove

» To remove a source from the list, select it and click the Remove button.

»  Use the 'Move Up' and 'Move Down' buttons to specify the order of source path.

If you want to just add the Sources for a particular action as selected in Step 1 without specifying rating of the file or options,
then click 'OK'". The default values for Reputation will be 'Any" and for Options it will be 'Log when this action is performed". If
required you can configure Reputation filters and Options for the rule.

Since the example rule is created for files that are categorized as Unrecognized, the same has to be selected from the rating
options in Step 4.

Step 4 - Select the File Reputation

«  Click the Reputation tab in the 'Manage Sandboxed Program' interface.
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Action | Ignore "|

Target | All Applications

‘ [ Sources Reputation Options 1

The rule will be applied if the reputation profile meets the following conditions:

[ File is rated as | Trusted ~|

[] File ageis | Less Than = |

By default, the file rating is not selected meaning the rating could be Any. The options available are:

» Trusted — Applications that are signed by trusted vendors and files installed by trusted installers are
categorized as Trusted files by Defense+. Refer to the sections File Rating Settings and File List for more
information.

« Unrecognized - Files that are scanned against the Comodo safe files database not found in them are
categorized as Unrecognized files. Refer to the section File List for more information.

« Malware - Files are scanned according to a set procedure and categorized as malware if not satisfying the
conditions. Refer the section Unknown Files — The Scanning Process for more information.

By default, file age is not selected, so the age could be Any. The options available are:

« Less Than — CES will check for reputation if a file is younger than the age you set here. Select the interval
in hours or days from the first drop-down combo box and set hours or days in the second drop-down box.
(Default and recommended = 1 hour)

«  More Than - CES will check for reputation if a file is older than the age you set here. Select the interval in
hours or days from the first drop-down combo box and set hours or days in the second drop-down box.
(Default and recommended = 1 hour)

Select the category from the options. Since the example rule is created for files that are categorized as Unrecognized, the
same has to be selected from the rating options.

If you want to just add the Sources and Reputation for a particular action as selected in Step 1 without specifying the options,
then click 'OK'. The default values for Options will be 'Log when this action is performed'. If required you can configure Options
for the rule.

Step 5 — Select the Options
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»  Click the Options tab in the 'Manage Sandboxed Program' interface.

Action | Ignore v|

Target All Applications :Eruwse v:

H Sources H Reputation [ Options ]

Log when this action is performed

[] Don't apply the selected action to child processes

Cancel

By default, the 'Log when this action is performed" The options available for Ignore action are:
« Log when this action is performed — Whenever this rule is applied for the action, it will be logged.

«  Skip child processes — Child processes are the processes initiated by the applications, such as launching
some unwanted app, third party browsers plugins / toolbars that was not specified in the original setup
options and / or EULA. CES treats all the child processes as individual processes and forces them to run as
per the file rating and the Sandbox rules.

« By default, this option is not selected and the ignore rule is applied also to the child process of the
target application(s).

« Ifthis option is selected, then the Ignore rule will be applied only for the target application and all
the child processes initiated by it will be checked and Sandbox rules individually applied as per
their file rating.

The 'Skip child processes' option is available for the Ignore action only. For actions — Run Restricted and Run Virtually — the
following options are available:

*  Log when this action is performed — Whenever this rule is applied for the action, it will be logged.

»  Set Restriction Level — When Run Restricted is selected in Action, then this option is automatically selected and
cannot be unchecked while for Run Virtually action the option can be checked or unchecked. The options for
Restriction levels are:

« Partially Limited - The application is allowed to access all operating system files and resources
like the clipboard. Modification of protected files/registry keys is not allowed. Privileged operations
like loading drivers or debugging other applications are also not allowed.(Default)

< Limited - Only selected operating system resources can be accessed by the application. The
application is not allowed to execute more than 10 processes at a time and is run without
Administrator account privileges.

« Restricted - The application is allowed to access very few operating system resources. The
application is not allowed to execute more than 10 processes at a time and is run with very limited
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access rights. Some applications, like computer games, may not work properly under this setting.

»  Untrusted - The application is not allowed to access any operating system resources. The
application is not allowed to execute more than 10 processes at a time and is run with very limited
access rights. Some applications that require user interaction may not work properly under this
setting.

+  Limit maximum memory consumption to — Enter the memory consumption value in MB that the process
should be allowed.

- Limit program execution time to — Enter the maximum time in seconds the program should run. After the
specified time, the program will be terminated.

For Block action, the following options are available:
*  Log when this action is performed — Whenever this rule is applied for the action, it will be logged.

*  Quarantine program - If checked, the programs will be automatically quarantined. Refer to the section Manage
Quarantined Items for more information.

Choose the options and click 'OK'. The rule will be added and displayed in the list.

Q Auto-Sandbox

[[] Enable Auto-Sandbox

This option enables automatic sandboxing of executable files and scripts according to the
policy defined below.

Enable file source tracking

If you disable this option, sandboxing decisions will be taken only on the basis of files’
reputation and their location.

Action Target Reputation  Enable Rule |Q

K]

= lgnore @ All Applications Unrecognized

<]

@ Block @ All Applications Malicious
@ Block @ Suspicious Locatio...  Any
@ Block @ Sandbox Folders Any

Run Virtually @ All Applications Unrecognized

O OO0 0 0

Run Virtually @ All Applications Unrecognized

Editing an Auto-Sandbox Rule

- To edit an auto-sandbox rule, select it from the list and click 'Edit' from the options.
The Manage Sandboxed Program interface will be displayed. The procedure is similar to adding Adding an Auto-
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Sandbox Rule.
»  Click 'OK' to save the changes to the rule.

Important Note: Please make sure the auto-sandbox rules do not conflict. If it does conflict, the settings in the rule
that is higher in the list will prevail.

6.2.2.9. Viruscope

Viruscope monitors the activities of processes running on your computer and alerts you if they take actions that
could potentially threaten your privacy and/or security. Apart from forming yet another layer of malware detection and
prevention, the sub-system represents a valuable addition to the core process-monitoring functionality of the
Defenset by introducing the ability to reverse potentially undesirable actions of software without necessarily blocking
the software entirely. This feature can provide you with more granular control over otherwise legitimate software
which requires certain actions to be implemented in order to run correctly.

Viruscope alerts give you the opportunity to quarantine the process & reverse its changes or to let the process go
ahead. Be especially wary if a Viruscope alert pops up 'out-of-the-blue' when you have not made any recent changes
to your computer.

COMODO Viruscope

Found suspicious activity for process
BlutoForce.exe (10744)

Application: CWProgram Files\Fopeye'\BlutaForce exs

More information: Generic.Infector.1

Clean (Recommended)

Cuarantines the file and undoes all of the changes
done by it.

Ignore
lgnores the alert and allows the file operation

Show Activities

The 'Viruscope' configuration panel can be accessed by clicking "Tasks > Advanced Tasks > Open Advanced
Settings > Security Settings > Defense + > Viruscope'.
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[[] Enable Viruscope

This option enables Viruscope subsystem which dynamically analyzes the behavior of
running processes and keeps a record of their activities

[[] Do NOT show popup alerts

This option, when enabled, automatically quarantines detected threats and reverses their
activities

Monitor sandboxed applications only

This option applies Viruscope monitoring only to sandboxed applications that are Run
Wirtually or Run Restricted

Manage the status of the recognizers installed on this computer:

Name Version Status

Cancel

Viruscope Settings

Viruscope monitors the activities of all processes, regardless of whether they are running normally or inside the
sandbox. If suspicious activity is detected, Viruscope will generate a pop-up alert that allows you to block or allow the
activity.

- Enable Viruscope - Allows you to enable or disable Viruscope. If enabled, the Viruscope monitors the
activities of all the running processes and generates alerts on suspicious activities. (Default = Disabled)

« Do NOT show popup alerts - Allows you to configure whether or not to show Viruscope alerts when a
suspicious activity is recognized. Choosing 'Do not show popup alerts' will minimize disturbances but at
some loss of user awareness. If you choose not to show alerts then detected threats are automatically
quarantined and their activities are reversed. (Default = Enabled for 'CES Managed' configuration
profile and Disabled for CES configuration profile)

«  Monitor sandboxed applications only — Viruscope will monitor only the processes pertaining to auto-
sandboxed applications or applications manually added to run inside the sandbox, if this option is selected.
(Default = Enabled)

Manage the status of recognizers installed on this computer

Viruscope detects zero-day malware by analyzing the behavior and actions of an application using the periodically
updated 'Viruscope Recognizer files.

Each 'recognizer' file installed on your system during periodical program updates of CES, contains the sets of
behaviors that Viruscope needs to look out for. If you disable a particular recognizer, then Viruscope will no longer
raise an alert if an application exhibits the behaviors referenced in the file. We recommend most users to leave the
‘Status' of recognizers at their default settings. Advanced users, however, may want to try disabling recognizers if
they are experiencing a large number of Viruscope false positives.

The table below the 'Manage the status of recognizers installed on this computer' displays the list of recognizer file
available on your system with their version details.
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- Todisable a recognizer, use the toggle switch in 'Status' column.

6.2.3. Firewall Settings

The Firewall component of Comodo Endpoint Security offers the highest levels of security against inbound and
outbound threats. It checks that all network traffic in and out of your computer is legitimate, it stealths your
computer's ports against hackers and it blocks malicious software from transmitting your confidential data over the
Internet. Comodo Firewall also makes it easy for you to specify exactly which applications are allowed to connect to
the Internet and immediately warns you when there is suspicious activity.

COMOD O advanced Settings

D Firewall Settings

Enable Traffic Filtering (Recommended) | Safe Mode v:
This option enables firewall which filters inbound and outbound traffic
Alert Settings
Do NOT show popup alerts | Allow Requests |
Firewall Settings [T] Turn traffic animation effects on

Apphication Rules [] Create rules for safe applications

[] Set alert frequency level | Low ~|

Global Rules
[C] Set new on-screen alert timeout to
Rulesets Advanced
[C] Filter IPvE traffic
Filter loopback traffic (e.g. 127 x.xx, 1)
[T Block fragmented IP traffic
[C] Do Protocol Analysis

[] Enable anti-ARP spoofing

Cancel

The 'Firewall Settings' area has several sub-sections that allow you to configure overall behavior; configure network
zones and portsets and (for advanced users) to configure and deploy traffic filtering rules on an application specific
and global basis.

Click the following links to jump to the section you need help with:
« Firewall Behavior Settings - Configure settings that govern the overall behavior of the firewall component.

» Application Rules - View, create and modify rules that determine the network access privileges of
individual applications or specific types of application

»  Global Rules - View, create and modify rules that apply to all traffic flowing in and out of your computer.

* Rule Sets - Predefined collections of firewall rules that can be applied, out-of-the-box, to Internet capable
applications such as browsers, email clients and FTP clients.

»  Network Zones - A network zone is a named grouping of one or more IP addresses. Once created, you can
specify a zone as the target of firewall rule.

» Portsets - Predefined groups of regularly used ports that can used and reused when creating traffic filtering
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rules.

«  Website Filtering — Create website filtering rules which let you determine which sites certain users can or
cannot access.

Background note on rules: Both application rules and global rules are consulted when the firewall is determining
whether or not to allow or block a connection attempt.

- For Outgoing connection attempts, the application rules are consulted first then the global rules.
- For Incoming connection attempts, the global rules are consulted first then application specific rules.

6.2.3.1. Firewall Behavior Settings

Firewall Settings panel allows you to quickly configure overall Firewall settings and is divided into three main areas:
+  General Settings
+  Alert Settings
«  Advanced Settings

COMOD O advanced Settings

D Firewall Settings

Enable Traffic Filtering (Recommended) [ Safe Mode ~|
This option enables firewall which filters inbound andmafﬂc
Alert Settings

Do NOT show popup alerts |unestsv

[ Turn traffic animation effects on

[C] Create rules for safe applications

[C] Set alert frequency level | Low v|

[7] Set new on-screen alert timeout to
Advanced

[] Filter IPvE traffic

Filter loopback traffic (e.g. 127.xx.x, 1)

[T Block fragmented IP traffic

[] Do Protocol Analysis

[] Enable anti-ARP spoofing

Cancel

General Settings

« Enable Firewall - Allows you to enable or disable Firewall protection.(Default and recommended =
Enabled)

If enabled, you can also choose the security level from the accompanying drop-down menu:
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{ 2 Firewall Settings

7| Enable Traffic Filtering (Recommended) | Safe Mr.:-d-z: )
This option enables firewall which filters inbound an Block All

Alert Settings Custom Ruleset

: ) Safe Mode
7] Do NOT show popup alerts | Allow Requests ~|

Training Mode

| Turn traffic animation effects on

Create rules for safe applications

The choices available are:

»  Block All: The firewall blocks all traffic in and out of your computer regardless of any user-defined
configuration and rules. The firewall does not attempt to learn the behavior of any application and does not
automatically create traffic rules for any applications. Choosing this option effectively prevents your
computer from accessing any networks, including the Internet.

«  Custom Ruleset Mode: The firewall applies ONLY the custom security configurations and network traffic
rules specified by the user. New users may want to think of this as the 'Do Not Learn' setting because the
firewall does not attempt to learn the behavior of any applications. Nor does it automatically create network
traffic rules for those applications. You will receive alerts every time there is a connection attempt by an
application - even for applications on the Comodo Safe list (unless, of course, you have specified rules and
policies that instruct the firewall to trust the application's connection attempt).

If any application tries to make a connection to the outside, the firewall audits all the loaded components
and checks each against the list of components already allowed or blocked. If a component is found to be
blocked, the entire application is denied Internet access and an alert is generated. This setting is advised
for experienced firewall users that wish to maximize the visibility and control over traffic in and out of their
computer.

- Safe Mode (Default): While filtering network traffic, the firewall automatically creates rules that allow all
traffic for the components of applications certified as 'Safe' by Comodo, if the checkbox Create rules for
safe applications is selected. For non-certified new applications, you will receive an alert whenever that
application attempts to access the network. Should you choose, you can grant that application Internet
access by choosing 'Treat this application as a Trusted Application' at the alert. This deploys the
predefined firewall ruleset 'Trusted Application' onto the application.

'Safe Mode' is the recommended setting for most users - combining the highest levels of security with an
easy-to-manage number of connection alerts.

» Training Mode : The firewall monitors network traffic and create automatic allow rules for all new
applications until the security level is adjusted. You will not receive any alerts in "Training Mode' mode. If
you choose the 'Training Mode' setting, we advise that you are 100% sure that all applications installed on
your computer are assigned the correct network access rights.

Alert Settings

« Do NOT show popup alerts - Configure whether or not you want to be notified when the firewall
encounters a request for network access. Choosing 'Do NOT show popup alerts' will minimize disturbances
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but at some loss of user awareness. (Default = Enabled)

If you choose not to show alerts then you have a choice of default responses that CES should automatically
take - either 'Block Requests' or 'Allow Requests'.

Do NOT show popup alerts | Allow Requa:'

Turn traffic animation effects o Allow Requests
Block Requests

[[] Create rules for safe applicati

[ Set alert frequency level | Low ~|

Set new on-screen alert timeout to

» Turn traffic animation effects on - By default, the Comodo Endpoint Security's 'Shield' tray icon displays a
small animation whenever traffic moves to or from your computer.

If the traffic is outbound, you can see green arrows moving upwards on the right hand side of the shield.
Similarly, for inbound traffic you can see yellow arrows moving down the left hand side. This provides a very
useful indicator of the real-time movement of data in and out of your computer. Clear this check box If you
would rather not see this animation (Default = Disabled).

« Create rules for safe applications - Comodo Firewall trusts the applications if:

»  The application/file is rated as Trusted in the File List;

»  The application is from a vendor included in the Trusted Software Vendors list under File Rating
Settings;

»  The application is included in the extensive and constantly updated Comodo safelist.

By default, CES does not automatically create ‘allow' rules for safe applications. This helps saving the
resource usage, simplifies the rules interface by reducing the number of 'Allowed' rules in it, reduces the
number of pop-up alerts and is beneficial to beginners who find difficulties in setting up the rules.

Enabling this checkbox instructs CES to begin learning the behavior of safe applications so that it can
automatically generate the 'Allow’ rules. These rules are listed in the Application Rules interface. The
Advanced users can edit/modify the rules as they wish (Default = Disabled).

- Set alert frequency level - Enabling this option allows you to configure the amount of alerts that Comodo
Firewall generates, from the drop-down. It should be noted that this does not affect your security, which is
determined by the rules you have configured (for example, in 'Application Rules' and 'Global Rules'). For
the majority of users, the default setting of 'Low' is the perfect level - ensuring you are kept informed of
connection attempts and suspicious behaviors whilst not overwhelming you with alert messages.

(Default=Disabled)
Set alert frequency level | Low -| 3
7] Set new on-screen alert time Very High [ SECS
High
Advanced
Medium
[] Filter IPvE traffic Law
[C] Filter loopback traffic (e.g. 1 Very Low
[] Block fragmented IP traffic
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The options available are:

+ Very High: The firewall shows separate alerts for outgoing and incoming connection requests for
both TCP and UDP protocols on specific ports and for specific IP addresses, for an application.
This setting provides the highest degree of visibility to inbound and outbound connection attempts
but leads to a proliferation of firewall alerts. For example, using a browser to connect to your
Internet home-page may generate as many as 5 separate alerts for an outgoing TCP connection
alone.

» High: The firewall shows separate alerts for outgoing and incoming connection requests for both
TCP and UDP protocols on specific ports for an application.

*  Medium: The firewall shows alerts for outgoing and incoming connection requests for both TCP
and UDP protocols for an application.

+ Low: The firewall shows alerts for outgoing and incoming connection requests for an application.
This is the setting recommended by Comodo and is suitable for the majority of users.

»  Very Low: The firewall shows only one alert for an application.

The Alert Frequency settings refer only to connection attempts by applications or from IP addresses that
you have not (yet) decided to trust. For example, you could specify a very high alert frequency level, but not
receive any alerts at all if you have chosen to trust the application that is making the connection attempt.

»  Set new on-screen alert time out to: Determines how long the Firewall shows an alert for without any
user intervention. By default, the timeout is set at 120 seconds. You may adjust this setting to your own
preference.

Advanced Settings

Comodo Firewall features advanced detection settings to help protect your computer against common types of
denial of service (DoS) attack. When launching a denial of service or 'flood' attack, an attacker bombards a target
machine with so many connection requests that your computer is unable to accept legitimate connections, effectively
shutting down your web, email, FTP or VPN server.

Filter IP v6 traffic - If enabled, the firewall will filter IPv6 network traffic in addition to IPv4 traffic.(Default =
Disabled).

Background Note: IPv6 stands for Internet Protocol Version 6 and is intended to replace Internet Protocol Version
4 (IPv4). The move is primarily driven by the anticipated exhaustion of available IP addresses. IPv4 was developed
in 1981 and is still the most widely deployed version - accounting for almost all of today's Internet traffic. However,
because IPv4 uses 32 bits for IP addresses, there is a physical upper limit of around 4.3 billion possible IP
addresses - a figure widely viewed as inadequate to cope with the further expansion of the Internet. In simple
terms, the number of devices requiring IP addresses is in danger of exceeding the number of IP addresses that are
available. This hard limit has already led to the development of ‘work-around' solutions such as Network Address
Translation (NAT), which enable multiple hosts on private networks to access the Internet using a single IP
address.

IPv6 on the other hand, uses 128 bits per address (delivering 3.4x1038 unique addresses) and is viewed as the
only realistic, long term solution to IP address exhaustion. IPv6 also implements numerous enhancements that are
not present in IPv4 - including greater security, improved support for mobile devices and more efficient routing of
data packets.

Filter loopback traffic: Loopback connections refer to the internal communications within your PC. Any
data transmitted by your computer through a loopback connection is immediately received by it. This
involves no connection outside your computer to the Internet or a local network. The IP address of the
loopback network is 127.0.0.1, which you might have heard referred to, under its domain name of
"http://localhost', i.e. the address of your computer. Loopback channel attacks can be used to flood your
computer with TCP and/or UDP requests which can smash your IP stack or crash your computer. Leaving
this option enabled means the firewall will filter traffic sent through this channel. (Default = Enabled).

» Block fragmented traffic - When a connection is opened between two computers, they must agree on a
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Maximum Transmission Unit (MTU). IP Datagram fragmentation occurs when data passes through a router
with an MTU less than the MTU you are using i.e when a datagram is larger than the MTU of the network
over which it must be sent, it is divided into smaller 'fragments' which are each sent separately. Fragmented
IP packets can create threats similar to a DOS attack. Moreover, these fragmentations can double the
amount of time it takes to send a single packet and slow down your download time (Default = Disabled).

« Do Protocol Analysis - Protocol Analysis is key to the detection of fake packets used in denial of service
attacks. Checking this option means Comodo Firewall checks every packet conforms to that protocols
standards. If not, then the packets are blocked (Default = Disabled).

« Enable anti-ARP spoofing - A gratuitous Address Resolution Protocol (ARP) frame is an ARP Reply that is
broadcast to all machines in a network and is not in response to any ARP Request. When an ARP Reply is
broadcast, all hosts are required to update their local ARP caches, whether or not the ARP Reply was in
response to an ARP Request they had issued. Gratuitous ARP frames are important as they update your
machine's ARP cache whenever there is a change to another machine on the network (for example, if a
network card is replaced in a machine on the network, then a gratuitous ARP frame informs your machine of
this change and requests to update your ARP cache so that data can be correctly routed). However, while
ARP calls might be relevant to an ever shifting office network comprising many machines that need to keep
each other updated , it is of far less relevance to, say, a single computer in your home network. Enabling
this setting helps to block such requests - protecting the ARP cache from potentially malicious updates
(Default = Disabled).

6.2.3.2. Application Rules

Overview of Rules and Rulesets

Whenever an application makes a request for Internet or network access, Comodo Firewall allows or denies this
request based upon the Firewall Ruleset that has been specified for that application. Firewall Rulesets are, in turn,
made up from one or more individual network access rules. Each individual network access rule contains instructions
that determine whether the application should be allowed or blocked; which protocols it is allowed to use; which ports
it is allowed to use and so forth.
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D Application Rules

The following firewall application rules are active on this computer.

The application's name L
is listed directly above Application Treat As

the rule applied to it <_E
= =] [Z] Email Clients Email Client

+' Allow Access to Loopback Zone

Each ruleset is devided from at . Name of the pre-defined
least one but usually a v Allow Outgoing POP3/SMTP Requests P

combination of individually
configurable rules

ruleset

+' Allow Outgoing DNS Requests

4 @ Block All the Remaining Reguests

The rule applied to an LI ) System Custom

application determines its

network access rights = COMODO Endpoint Security Outgoing Only

£ Windows Updater Applications Custom

Website Filtering £l @ Windows System Applications Custom

» File Rating

Cancel

The first column, Application, displays a list of the applications on your system for which a Firewall ruleset has been
deployed. If the application belongs to a file group, then all member applications assume the ruleset of the file group.
The second column, Treat as, column displays the name of the Firewall ruleset assigned to the application or group
of applications in column one.

You can use the search option to find a specific name in the list.

To use the search option, click the search i@ at the far right in the column header.

~ Applicati... | Q Search x (<[>

Application | _
fogram Files\COMODOACOMODO Inter...  Custom
Treat As

T & T Program Files\COMODO\COMODO Inter...  Custom

«  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
+  Enter partly or fully the name of the item as per the selected criteria in the search field.
«  Click the right or left arrow at the far right of the column header to begin the search.
« Clickthe * icon in the search field to close the search option.
General Navigation:

Clicking the handle at the bottom of the interface opens an option panel:
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- Add - Allows the user to Add a new Application to the list then create it's ruleset. See the sections
'Creating or Modifying Firewall Rules' and 'Adding and Editing a Firewall Control Rule'.

« Edit - Allows the user to modify the Firewall rule or ruleset of the selected application. See the sections
'Creating or Modifying Firewall Rules' and 'Adding and Editing a Firewall Rule'.

» Remove - Deletes the selected ruleset.

»  Purge - Runs a system check to verify that all the applications for which rulesets are listed are actually
installed on the host machine at the path specified. If not, the rule is removed, or 'purged’, from the list.

If you wish to modify the firewall ruleset for an application:

+  Double click on the application name to begin ‘Creating or Modifying Firewall Rules’

»  Select the application name click the handle at the bottom right and choose 'Edit' from the options to
begin 'Creating or Modifying Firewall Rules'

If you wish to modify an individual rule within the ruleset:

» Double click on the specific rule to begin ‘Adding and Editing a Firewall Rule'
or
»  Select the specific rule and click the handle at the bottom center and choose 'Edit' from the options to
begin 'Adding and Editing a Firewall Rule'
Users can also re-prioritize rulesets by clicking the handle at the bottom and select 'Move Up' or 'Move Down' from
the options.

Although each ruleset can be defined from the ground up by individually configuring its constituent rules, this practice
would be time consuming if it had to be performed for every single program on your system. For this reason,
Comodo Firewall contains a selection of predefined rulesets according to broad application category. For example,
you may choose to apply the ruleset "Web Browser' to the applications like 'Internet Explorer', 'Firefox' and 'Opera'.
Each predefined ruleset has been specifically designed by Comodo Firewall to optimize the security level of a certain
type of application. Users can, of course, modify these predefined rulesets to suit their environment and
requirements. For more details, see Predefined Rule Sets.

»  See Application Rule interface for an introduction to the rule setting interface
« See Creating and Modifying Firewall Rulesets to learn how to create and edit Firewall rulesets

» See Understanding Firewall Rules for an overview of the meaning, construction and importance of
individual rules

» SeeAdding and Editing a Firewall Rule for an explanation of individual rule configuration

Application Rule interface

Firewall rules can be added/modified/removed and re-ordered through the Application Rule interface. Any rules
created using Adding and Editing a Firewall Rule is displayed in this list.

The Application Rule interface is displayed when you click 'Add' or 'Edit' from the options in 'Application Rules' interface.
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COMODO Application Rule

MName: | CM\Program Files (x86)\Comodo\Dragon\dragon_updater.ex | | Browse v|

1 Use Ruleset: | Web Browser v.|

@ Use a Custom Ruleset | Copy from |

Rules |§| |

v Allow ICMPw4 In/Qut From MAC Any To MAC Any Where ICMP Message Is Any

¥ Allow UDP InfOut From MAC Any To MAC Any Where Source Port Is Any And ...
¥ Allow IP In/Out From MAC Any To MAC Any Where Praotocal Is Any

v Allow TCP Or UDP In/Qut From MAC Any To MAC Any Where Source Port Is A

Cancel

Comodo Firewall applies rules on a per packet basis and applies the first rule that matches that packet type to be filtered (see
Understanding Firewall Rules for more information). If there are a number of rules in the list relating to a packet type then
one nearer the top of the list is applied.

Users can also re-prioritize rulesets by clicking the handle at the bottom center and select 'Move Up' or 'Move Down'
from the options. To begin creating Firewall rulesets, first read "Overview of Rules and Rulesets' then 'Creating and
Modifying Firewall Rulesets'

You can use the search option to find a specific rule in the list.

To use the search option, click the search [@|  atthe far right in the column header.

Lv Rules Search x |Z| |z|
Rules

«  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
+ Enter partly or fully the name of the item as per the selected criteria in the search field.

«  Click the right or left arrow at the far right of the column header to begin the search.

+ Clickthe % icon in the search field to close the search option

Creating and Modifying Firewall Rulesets
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To begin defining an application's Firewall ruleset, you need take two basic steps.
» Step 1 - Select the application that you wish the ruleset is to be applied.
«  Step2 - Configure the rules for this application's ruleset.

Step 1 - Select the application that you wish the ruleset is to be applied

If you wish to define a ruleset for a new application ( i.e. one that is not already listed) then click the handle from the
Application Rules interface and select 'Add' from the options. This brings up the '‘Application Rule' interface
shown below:

COMODO ~ppiication Rule

Mame: | | | Browse v|

) Use Ruleset: | Web Browser v.|

@ Use a Custom Ruleset | Copy from |

Rules |§| |

Cancel

Because this is a new application, the 'Application Path' field is blank. (If you are modifying an existing ruleset, then
this interface shows the individual rules for that application's ruleset).

«  Click 'Browse' button.
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| Browse = |

| _ File Groups | Executables
Files All Applications
Running Processes Important Files/Folders

Windows Updater Applications
Windows System Applications
Temporary Files

COMODO Files/Folders
COMODCO Endpoint Security
Startup Folders

Windows Management

3rd Party Protocol Drivers
Management and Productivity Applications
Web Browsers

Email Clients

Suspicious Locations

Shared Spaces

File Downloaders

Fseudo File Downloaders

File Archivers

Sandbox Folders

Browser Plugins

You now have 3 methods available to choose the application for which you wish to create a ruleset - File Groups;
Files and Running Processes and

i.  File Groups - choosing this option allows you to create firewall ruleset for a category of pre-set
files or folders. For example, selecting 'Executables' would enable you to create a Firewall Ruleset
for any file that attempts to connect to the Internet with the extensions .exe .dll .sys .ocx .bat .pif
.scr.cpl . Other such categories available include 'Windows System Applications' , 'Windows
Updater Applications', 'Start Up Folders' etc - each of which provide a fast and convenient way to
apply a generic ruleset to important files and folders.

To view the file types and folders that are affected by choosing one of these options, you need to
visit the 'File Groups' interface.

ii. Files - this option is the easiest for most users and simply allows you to browse to the location of
the application for which you want to deploy the firewall ruleset. In the example below, we have
decided to create a firewall ruleset for the Opera web browser.
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ky Recent
Documents

o

=

=

Desktop

\$

by Documents

@

by Computer

by Metwork,

.-’/

Look jr: | I Opera

v O %@
Iy defaulks encoding
IChextra files. sig
|hgstreamer files_nld,sig
IChlocale hikrlS_enkity_init
)mapi htrl40_entities. ded
I pluginerapper |'§_°‘] [mgrode
ICaprogram mathml. ded
Cregion (Viopera;
Iskin L’-ﬂ opera.dil
IChsbvles |£ opera_install_log
i }Dperaprefs_default
c3nfarm,wxml || pubsuffizx

‘%] D30 Compiler_43.dl

File name: ||:-|:|era b | Open
Files of type: |.-i‘-.II files [*.%) by | [ Cancel ]

[] Open as read-only

ii. Running Processes - as the name suggests, this option allows you to create and deploy firewall

ruleset for any process that is currently running on your PC.
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et =

CD M 0 D 0 Browse for Processes

Application

EI | | Windows Operating System

[m71 csrss.exe
=l 7] wininit.exe
= [0 services.exe

You can choose an individual process (shown above) or the parent process of a set of running processes.
Click 'OK" to confirm your choice.

Having selected the individual application, running process or file group, the next stage is to Configure the rules for
this application's Firewall Ruleset.

Step 2 - Configure the rules for this application's ruleset

There are two broad options available for creating a ruleset that applies to an application - Use a Predefined
Ruleset or Use a Custom Ruleset.

» Use a Predefined Ruleset - Selecting this option allows the user to quickly deploy a existing ruleset on
to the target application. Choose the ruleset you wish to use from the drop-down menu. In the example
below, we have chosen "Web Browser' because we are creating a ruleset for the 'Opera’ browser. The
name of the predefined ruleset you choose is displayed in the Treat As column for that application in
the interface (Default = Disabled).
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cCOMODO Application Rule

Mame: | | | Browse v|

@ Use Ruleset. | Web Browser
) Use a Custom Ruleset Web Browser
Email Client
Rules Ftp Client

Allowed Application
Blocked Application
Qutgoing Only

Custom rule

Cancel

Note: Predefined Rulesets, once chosen, cannot be modified directly from this interface - they can only be
modified and defined using the Predefined Rulesets interface. If you require the ability to add or modify rules for
an application then you are effectively creating a new, custom ruleset and should choose the more flexible Use
Custom Ruleset option instead.
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« Use a Custom Ruleset - designed for more experienced users, the Custom Ruleset option enables
full control over the configuration of Firewall Ruleset and the parameters of each rule within that ruleset
(Default = Enabled).

cCOMODO Application Rule

Name: | | | Browse =

O Use Ruleset | Web Browser *
@ Use a Custom Ruleset cupyfmm -
Ruleset Y
Rules Ancther Application » .
OO0 « Allow Access to Loopback Zone Flp Client
v w Allowed Afplication
Allow Ot HTTP R sts
O ow Lulgoing eque Blockel Application
ot Dustgoing afuests utgfoing COnly
[0 « Allow Out FTPR 1 0 onl
- . I
[0 + Allow Outgoing FTP-PASY Requests il
[0 + Allow Outgoing DMS Reguests
: o - .
[1 @ Blockand Log All Unmatching Requests Selecting "Use a Custom Ruleset’ then "Copy from > "Ruleset
will populate the rules window with the constituent rules
of the predefined rule. In the example shown, the individual rules
from the Web Browser' policy are now accessible.
Using this as a starting point, experienced users can add,
re-order, modify and remove rules 1o suit the application,

Fa .

Cancel

You can create an entirely new ruleset or use a predefined ruleset as a starting point by:

»  Clicking the handle from the bottom right and choosing 'Add' from the options to add individual Firewall
rules. See 'Adding and Editing a Firewall Rule' for an overview of the process.

«  Use the 'Copy From' button to populate the list with the Firewall rules of a Predefined Firewall Rule.
»  Use the 'Copy From' button to populate the list with the Firewall rules of another application's ruleset.

General Tips:

« If you wish to create a reusable ruleset for deployment on multiple applications, we advise you add a
new Predefined Firewall Rules (or modify one of the existing ones to suit your needs) - then come
back to this section and use the 'Ruleset' option to roll it out.

« If you want to build a bespoke ruleset for maybe one or two specific applications, then we advise you
choose the 'Use a Custom Ruleset' option and create your ruleset either from scratch by adding
individual rules or by using one of the built-in rulesets as a starting point.

Understanding Firewall Rules

At their core, each Firewall can be thought of as a simple IF THEN ftrigger - a set of conditions (or attributes)
pertaining to a packet of data from a particular application and an action it that is enforced if those conditions are
met.

As a packet filtering firewall, Comodo Firewall analyzes the attributes of every single packet of data that attempts to
enter or leave your computer. Attributes of a packet include the application that is sending or receiving the packet,
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the protocol it is using, the direction in which it is traveling, the source and destination IP addresses and the ports it
is attempting to traverse. The firewall then tries to find a Firewall rule that matches all the conditional attributes of this
packet in order to determine whether or not it should be allowed to proceed. If there is no corresponding Firewall
rule, then the connection is automatically blocked until a rule is created.

If the packet of data ki
meets these conditions... |, \p oyt Fron] MAC Any To In [Loopback Zone] Where Protocol Is Any

W Allo |TCF' Cut From IF 192.111.111.111 To MAC Any Where Source Port 1= 25 And D

g ...then the firewall will take this action RREERRR i RISl i

The actual conditions (attributes) you see * on a particular Firewall Rule are determined by the protocol chosen in
Adding and Editing a Firewall Rule

If you chose 'TCP', 'UDP" or 'TCP and 'UDP", then the rule has the form: Action |Protocol | Direction |[Source
Address | Destination Address | Source Port | Destination Port

If you chose 'ICMP", then the rule has the form: Action |Protocol | Direction | Source Address | Destination
Address | ICMP Details

If you chose 'IP', then the rule has the form: Action | Protocol | Direction | Source Address | Destination Address
| IP Details

«  Action: The action the firewall takes when the conditions of the rule are met. The rule shows 'Allow’,
'‘Block' or 'Ask'.**

»  Protocol: States the protocol that the target application must be attempting to use when sending or
receiving packets of data. The rule shows 'TCP', 'UDP', 'TCP or UDP', 'ICMP’ or 'IP'

- Direction: States the direction of traffic that the data packet must be attempting to negotiate. The rule
shows 'In’, 'Out' or 'In/Out'

« Source Address: States the source address of the connection attempt. The rule shows 'From' followed by
one of the following: IP , IP range, IP Mask , Network Zone, Host Name or Mac Address

+ Destination Address: States the address of the connection attempt. The rule shows 'To' followed by one of
the following: IP, IP range, IP Mask, Network Zone, Host Name or Mac Address

«  Source Port: States the port(s) that the application must be attempting to send packets of data through.
Shows 'Where Source Port Is' followed by one of the following: 'Any', 'Port #, 'Port Range' or 'Port Set'

« Destination Port: States the port(s) on the remote entity that the application must be attempting to send to.
Shows 'Where Source Port Is' followed by one of the following: 'Any', 'Port #, 'Port Range' or 'Port Set'

+ ICMP Details: States the ICMP message that must be detected to trigger the action. See Adding and
Editing a Firewall Rule for details of available messages that can be displayed.

- IP Details: States the type of IP protocol that must be detected to trigger the action: See Adding and
Editing a Firewall Rule to see the list of available IP protocols that can be displayed here.

Once a rule is applied, Comodo Firewall monitors all network traffic relating to the chosen application and take the
specified action if the conditions are met. Users should also see the section 'Global Rules' to understand the
interaction between Application Rules and Global Rules.

* If you chose to add a descriptive name when creating the rule then this name is displayed here rather than it's full
parameters. See the next section, 'Adding and Editing a Firewall Rule', for more details.
“* If you selected 'Log as a firewall event if this rule is fired' then the action is postfixed with 'Log". (e.g. Block & Log)

Adding and Editing a Firewall Rule
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The Firewall Rule Interface is used to configure the actions and conditions of an individual Firewall rule. If you are
not an experienced firewall user or are unsure about the settings in this area, we advise you first gain some
background knowledge by reading the sections ‘Understanding Firewall Rules’, 'Overview of Rules and Policies'
and 'Creating and Modifying Firewall Rulesets'

COMODO Frirewall Rule

Action: Allow ‘v| [ Log as firewall event if this rule is fired

Protocol: TCPorUDP |+

Direction: In or Cut ‘v|

Description | |

Destination

J Source Address ” Address

” Source Port H Destination Port

Exclude {i.e. NOT the choice below)

Type: |Any Address ‘ - |

General Settings

« Action: Define the action the firewall takes when the conditions of the rule are met. Options available via
the drop down menu are 'Allow' (Default), 'Block' or 'Ask'.

»  Protocol: Allows the user to specify which protocol the data packet should be using. Options available via
the drop down menu are 'TCP', 'UDP', 'TCP or UDP' (Default), 1CMP' or 'IP" .

Note: Your choice here alters the choices available to you in the tab structure on the lower half of the interface.

« Direction: Allows the user to define which direction the packets should be traveling. Options available via
the drop down menu are 'In', "Out’ or 'In/Out’ (Default).

+ Log as a firewall event if this rule is fired: Checking this option creates an entry in the firewall event log
viewer whenever this rule is called into operation. (i.e. when ALL conditions have been met) (Default =
Disabled).

«  Description: Allows you to type a friendly name for the rule. Some users find it more intuitive to name a
rule by it's intended purpose. ('Allow Outgoing HTTP requests'). If you create a friendly name, then this is
displayed to represent instead of the full actions/conditions in the main Application Rules interface and
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the Application Rule interface.
Protocol
i. TCP','UPD'or 'TCP or UDP'

If you select "TCP', 'UPD' or 'TCP or UDP" as the Protocol for your network, then you have to define the
source and destination IP addresses and ports receiving and sending the information.

J Source Address ” Dﬁ:mﬂ:" ” Source Port H Destination Port

Exclude {i.e. NOT the choice below)

Type: |Any Address ‘ =
Any Address

Host Mame

IPvd Address Range
IPvd Single Address
IPvd Subnet Mask
IPv Single Address
IPvi Subnet Mask
MAC Address
Metwork Zone

Source Address and Destination Address:

1. You can choose any IP Address by selecting Any Address in the Type drop-down box. This menu
defaults to an IP range of 0.0.0.0- 255.255.255.255 to allow connection from all IP addresses.

2. You can choose a named host by selecting a Host Name which denotes your IP address.

3. You can choose an IPv4 Range by selecting IPv4 Address Range - for example the range in your
private network and entering the IP addresses in the Start Range and End Range text boxes.

4. You can choose a Single IPv4 address by selecting IPv4 Single Address and entering the IP
address in the IP address text box, e.g., 192.168.200.113.

5. You can choose IPv4 Mask by selecting IPv4 Subnet Mask. IP networks can be divided into
smaller networks called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP
address and mask of the network. Enter the IP address and Mask of the network.

6. You can choose a Single IPv6 address by selecting IPv6 Single Address and entering the IP
address in the IP address text box, e.g., 3ffe:1900:4545:3:200:8ff:fe21:67cf.

7. You can choose IPv6 Mask by selecting IPv6 Subnet Mask. IP networks can be divided into
smaller networks called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP
address and mask of the network. Enter the IP address and Mask of the network.

8. You can choose a MAC Address by selecting MAC Address and entering the address in the
address text box.

9. You can choose an entire network zone by selecting Zone .This menu defaults to Local Area
Network. But you can also define your own zone by first creating a Zone through the ‘Network
Zones' area.

«  Exclude (i.e. NOT the choice below): The opposite of what you specify is applicable. For example,
if you are creating an Allow rule and you check the Exclude box in the Source IP tab and enter
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values for the IP range, then that IP range is excluded. You have to create a separate Allow rule for
the range of IP addresses that you DO want to use.

Source Port and Destination Port:

Enter the source and destination Port in the text box.

Destination

Source Address H Address

H Source Port H Destination Port

Exclude {i.e. NOT the choice below)

Type: | Any "
A Port Range
A Set of Ports
A Single Port

Any

1. You can choose any port number by selecting Any - set by default , 0- 65535.

2. You can choose a Single Port number by selecting Single Port and selecting the single port
numbers from the list.

3. You can choose a Port Range by selecting Port Range and selecting the port numbers from the
From and To list.

4. You can choose a predefined Port Set by choosing A Set of Ports. If you wish to create a port set
then please see the section 'Port Sets'.

ii. ICMP

When you select ICMP as the protocol in General Settings, you are shown a list of ICMP message types in
the 'ICMP Details' tab alongside the Destination Address tabs. The last two tabs are configured identically
to the explanation above. You cannot see the source and destination port tabs.

e |CMP Details

ICMP (Internet Control Message Protocol) packets contain error and control information which is used to
announce network errors, network congestion, timeouts, and to assist in troubleshooting. It is used mainly
for performing traces and pings. Pinging is frequently used to perform a quick test before attempting to
initiate communications. If you are using or have used a peer-to-peer file-sharing program, you might find
yourself being pinged a lot. So you can create rules to allow / block specific types of ping requests. With
Comodo Firewall you can create rules to allow/ deny inbound ICMP packets that provide you with
information and minimize security risk.

1. Type in the source/ destination IP address. Source IP is the IP address from which the traffic
originated and destination IP is the IP address of the computer that is receiving packets of
information.

2. Specify ICMP Message , Types and Codes. An ICMP message includes a Message that specifies
the type, that is, the format of the ICMP message.
When you select a particular ICMP message , the menu defaults to set its code and type as well. If
you select the ICMP message type 'Custom' then you are asked to specify the code and type.
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‘ Source Address H Destination Address H ICMP Details |

Type: | ICMPv4 ‘ v
ICMPwd
Message:  -uipvs

4. Specify ICMP Message, Types and Codes. An ICMP message includes a Message that specifies the type,
that is, the format of the ICMP message.

Source Address ” Destination Address H ICMP Details

Type: |[ICMPv4 |'
Message: | Any |v
Custom

Any

ICMP Echo Request

ICMP Echo Reply

ICMP Met Unreachable
ICMP Host Unreachable
ICMP Protocol Unreachable
ICMP Port Unreachable
ICMP Time Exceeded

ICMP Source Quench

ICMP Fragmentation Meeded

When you select a particular ICMP message , the menu defaults to set its code and type as well. If you select the
ICMP message type 'Custom' then you are asked to specify the code and type.

jii. 1P

When you select IP as the protocol in General Settings, you are shown a list of IP message type in the 'IP

Details' tab alongside the Source Address and Destination Address tabs. The last two tabs are
configured identically to the explanation above. You cannot see the source and destination port tabs.
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Destination Address H IP Details i

IP Protocol: | Any |~

[ Source Address

Custom
Any
TCP
upp
ICMPw
IGMP
Raw IP
PUP
GGP
GRE
REVP
ICMPvi

e IP Details
Select the types of IP protocol that you wish to allow, from the ones that are listed.

6.2.3.3. Global Rules

Unlike Application rules, which are applied to and triggered by traffic relating to a specific application, Global Rules
are applied to all traffic traveling in and out of your computer.

Comodo Firewall analyzes every packet of data in and out of your PC using combination of Application and Global
Rules.

«  For Outgoing connection attempts, the application rules are consulted first and then the global rules

second.
«  For Incoming connection attempts, the global rules are consulted first and then the application rules
second.
Qutgoing traffic D) I P
Traffic that is
travelling from
your computer to Comodo Firewall
:r:te uu[thldl:llIS Application Rules Incoming Traffic
i EIT_E ml_‘l" EI Traffic that is
application rules travelling from the
:‘:st ?n: tlherll by Ccomodo Firewall outside into your
e global rules Global Rules computer is filtered
b the global rules
first and then by the
' Other Computers/ annlic miurﬁules
Internet wehsites etc PP

Therefore, outgoing traffic has to 'pass' both the application rule then any global rules before it is allowed out of your
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system. Similarly, incoming traffic has to 'pass' any global rules first then application specific rules that may apply to
the packet.

Global Rules are mainly, but not exclusively, used to filter incoming traffic for protocols other than TCP or UDP.

» The Global Rules panel, accessible by clicking Security Settings > Firewall > Global rules tab from the
Advanced tasks interface, allows you to view, add and manage the rules

COMODO advanced Settings

Q Global Rules

The following global rules are active on this computer:

[] | Rules
+ Allow All Outgoing Requests If The Target Is In [Work #1]
' Allow All Incoming Requests If The Sender Is In [Wark #1]

N ' Allow IP Out From MAC Any To MAC Any Where Protocol |s Any
Application Rules

' Allow ICMPw In From MAC Any To MAC Any Where ICMP Message s FRAGM. ..
Global Rules

¥ Allow ICMPw4 In From MAC Any To MAC Any Where ICMP Message Is TME E__

@ Block IP In From MAC Any To MAC Any Where Pratacal Is Any

You can use the search option to find a specific rule in the list.

To use the search option, click the search i Q at the far right in the column header.

~ Rules Q) Search x
Rules

+ Click the chevron on the left side of the column header and select the search criteria from the drop-down.
« Enter partly or fully the name of the item as per the selected criteria in the search field.
+Click the right or left arrow at the far right of the column header to begin the search.
«  Click the * icon in the search field to close the search option.
General Navigation:
Clicking the handle at the bottom center of the interface opens an option panel with the following options:
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» Add - Allows you to add a new global rule. See the section 'Adding and Editing a Firewall Rule’ for
guidance on creating a new rule.

«  Edit - Allows you to modify the selected global rule. See the section 'Adding and Editing a Firewall
Rule' for guidance on editing a new rule.

«  Remove - Deletes the selected rule.

Users can also re-prioritize rulesets by clicking the handle at the bottom center and select 'Move Up' or 'Move Down'
from the options.

The configuration of Global Rules is identical to that for application rules. To add a global rule, click the 'Add..." button
on the right. To edit an existing global rule, right click and select 'edit'.

«  SeeApplication Rules for an introduction to the rule setting interface.

»  See Understanding Firewall Rules for an overview of the meaning, construction and importance of
individual rules.

See Adding and Editing a Firewall Rule for an explanation of individual rule configuration.

6.2.3.4. Firewall Rule Sets

As the name suggests, a firewall Ruleset is a set of one or more individual Firewall rules that have been saved and
which can be re-deployed on multiple applications. This section contains advice on the following:

+ Predefined Rulesets
» Creating a new ruleset

The Predefined rulesets interface can be accessed by clicking Security Settings > Firewall > Rulesets from the
'Advanced Settings' interface.
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Rulesets

The following rulesets are defined on this computer:

[[]  Ruleset Name
Web Browser
. . Email Client
Firewall Settings mail LAen

e Ftp Client
Application Rules
Allowed Application
Global Rules
Blocked Application

Outgoing Only

You can use the search option to find a specific ruleset in the list by clicking the searéB,icon at the far right in
the column header.

~ Ruleset Na... Q Search x

LE Ruleset Mame

»  Enter the name of the item to be searched in full or part in the search field.

«  Click the right or left arrow at the far right of the column header to begin the search.
« Clickthe # icon in the search field to close the search option.

Predefined Rulesets

Although each application's firewall ruleset could be defined from the ground up by individually configuring its
constituent rules, this practice may prove time consuming if it had to be performed for every single program on your
system. For this reason, Comodo Firewall contains a selection of predefined rulesets according to broad application
category. For example, you may choose to apply the ruleset "Web Browser' to the applications 'Internet Explorer’,
'Firefox' and 'Opera’. Each predefined ruleset has been specifically designed by Comodo to optimize the security
level of a certain type of application. Users can, of course, modify these predefined policies to suit their environment
and requirements. (for example, you may wish to keep the 'Web Browsers' name but wish to redefine the parameters
of it rules).

Creating a new ruleset
You can create new rulesets with network access control rules customized as per your requirements and can roll out
them to required applications while creating Firewall ruleset for the applications individually.

To add a new Ruleset
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»  Click the handle from the bottom center and select 'Add' from the options

COMOD O Firewall Ruleset

Mame: | Ruleset for Opera

Use Ruleset

@ Use a Custom Ruleset

[ Rules

Cancel

« Asthisis a new ruleset, you need to name it in the text field at the top. It is advised that you choose a
name that accurately describes the category/type of application you wish to define the ruleset for. Next

you should add and configure the individual rules for this ruleset. See 'Adding and Editing a Firewall
Rule' for more advice on this.

Once created, this ruleset can be quickly called from 'Use Ruleset' when creating or modifying a Firewall
ruleset.
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COMODO rirewall Ruleset

Name: |

@ Use a Custom Ruleset | COP!-”‘"OE ‘.D

_ Ruleset ’ Web Browser

Another Application » Email Client

Rules

Fip Client

Allowed Application
Blocked Application
Qutgoing Only

Ruleset for Opera

Cancel

To view or edit an existing predefined Ruleset
»  Double click on the Ruleset Name in the list

or

«  Select the Ruleset Name, click the handle from the bottom and select Edit from the options
- Details of the process from this point on can be found here.

6.2.3.5. Network Zones

The Network Zones panel allows you to:

«  Configure to detect any new network (wired or wireless) that your computer is trying to connect and provide
alerts for the same

«  Define network zones that are trusted, and to specify access privileges to them
»  Define network zones that are untrusted, and to block access to them

The Network Zones panel can be accessed by clicking Security Settings > Firewall > Network Zones from the
'Advanced Settings' interface.
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Enable automatic detection of private networks
[7] Do NOT show popup alerts and freat location as | Work v|

The following network zones are defined on this computer.

Firewall Settings ‘ Network Zones || Blocked Zones
Application Rules [ Zone Name
Global Rules 1 [ElE Loopback Zone

B EE Work #1

Website Filtering

» File Rating

Cancel

- Enable automatic detection of private networks - Instructs Comodo Firewall to keep monitoring whether
your computer is connected to any new wired or wireless network (Default = Enabled). Deselect this option
if you are an experienced user that wishes to manually set-up their own trusted networks (this can be done
in 'Network Zones' and through the 'Stealth Ports Wizard')

« Do NOT show popup alerts and treat location as - If enabled, the new network connection alert will not be
displayed and the network location will be saved as selected from the drop-down options — Home, Work
and Public. (Default = Disabled with location as Work)

If automatic detection of new networks is enabled and pop up alert is disabled, then the following alert will be
displayed whenever your system is trying to connect to any new wired or wireless network.
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= Join a New Network
Wireless:

Flease select your location:

|l am at Home

— i —

" ' Choose ifyou are at home and have just connected your computer to a local

[
network

| am at Work

Choose ifyou are atwaork place and have just connected your computerto a
local network

| am at Public Place

Choaose this option ifyou are at public place such as a coffee shop, hatel ar
school ete.

[] Do not detect new networks again

You can select the type of new network you are connected to, so that the firewall configuration is optimized for the
type of connection.

»  Select 'Do not automatically detect new networks' If you are an experienced user that wishes to manually
set-up their own trusted networks (this can be done in 'Network Zones' and through the 'Stealth Ports
Wizard')

The Network Zone panel has two tabs:

«  Network Zones - Allows you to define network zones and to allow access to them for applications, with the
access privileges specified through Application Rule interface. Refer to 'Creating or Modifying Firewall
Rules' for more details.

« Blocked Zones - Allows you to define trusted networks that are not trustworthy and to block access to
them.

6.2.3.5.1. Network Zones

A'Network Zone' can consist of an individual machine (including a single home computer connected to Internet) or a
network of thousands of machines to which access can be granted or denied.

Background Note: A computer network is a connection between computers through a cable or some type of
wireless connection. It enables users to share information and devices between computers and other users within
the network. Obviously, there are certain computer networks where you need to grant access to, including your
home or work network. Conversely, there may be other networks where you want to restrict communication with - or
even block entirely.
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Network Zones

Enable automatic detection of private networks
Do NOT show popup alerts and treat location as | Work v|

The following network zones are defined on this computer.

Blocked fones

{ Network fones l

] Zone Name Q|

1 B E Loopback Zone

1 E B Work#1

Note 1: Adding a zone to this area does not, in itself, define any permission levels or access rights to the zone. This
area allows to define the zones so you can quickly assign such permissions in other areas of the firewall.

Note 2: A network zone can be designated as 'Trusted' and allowed access from the 'Manage Network
Connections' interface (An example would be your home computer or network).

Note 3: A network zone can be designated as 'Blocked' and denied access by using the 'Blocked Zones' interface.
(An example would be a known spyware site).

Note 4: An application can be assigned specific access rights to and from a network zone when defining an
Application Rule. Similarly, a custom Global Rule can be assigned to a network zone to all activity from a zone.

Note 5: By default, Comodo Firewall automatically detects any new networks (LAN, Wireless etc) once you connect
to them. This can be disabled by deselecting the option 'Enable automatic detection of private networks' in the
Firewall Settings panel.

You can use the search option to find a network zone in the list by clicking the sear Q. }on at the far right in the
column header.

“ Network fones ] Blocked fones

~ fone Na... | Q Search x

Zone Name [

- Enter the name of the item to be searched in full or part in the search field.
»  Click the right or left arrow at the far right of the column header to begin the search.
« Clickthe 3 icon in the search field to close the search option.
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Defining a new Network Zone

To add a new network zone:
« Step 1 - Define a name for the zone.
» Step 2 - Select the addresses to be included in this zone.

Step 1 - Define a name for the zone

1. Click the handle from the bottom center select 'Add' > 'New Network Zone'.

S
+ ‘ o ‘ x
Add Edit Remove
Mew Metwork Zone

Mew Address

A dialog box will appear, prompting you to specify a name for the new zone.

2. Choose a name that accurately describes the network zone you are creating.
COMOD O network Zone

Zone Name

|M].r Home

[T Public Network

Cancel

3. Select the checkbox 'Public Network' if you are defining a network zone for a network in a public place, for
example, when you are connecting to a Wi-Fi network at an airport, restaurant etc., so that Comodo Firewall
will optimize the configuration accordingly.

4. Click 'Apply' to confirm your zone name.

This adds the name of your new zone to the Network Zones list.
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Network Zones

Enable automatic detection of private networks
Do NOT show popup alerts and treat location as | Work v|

The following network zones are defined on this computer.

H Network Zones ]

Blocked Zones ‘

v~ Zone Na...  Q Szarch % (£]2
E] @ Loopback Zone

Bl B Work #1

B @ Work #2

B Bl Es e

C] @ My Home

Step 2 - Select the addresses to be included in this zone

1. Select the network name, click the handle at the bottom and choose 'Add' > 'New Address' from the options
or click the + button beside the new network zone name and double click on '(add addresses here)'
The 'Address' dialog allows you to select an address from the Type drop-down box shown below (Default =
Any Address). The Exclude check box will be enabled only if any other choice is selected from the drop-
down box.
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COMODO address

Exclude (i.e. NOT the choice below)

Type: Any Address
Any Address

Host Mame

IPvd Address Range
IPvd Single Address
IPvd Subnet Mask
IPvi3 Single Address
IPvi Subnet Mask
MAC Address

Cancel

Select Address:

1. You can choose any IP Address by selecting Any Address in the Type drop-down box. This menu
defaults to an IP range of 0.0.0.0- 255.255.255.255 to allow connection from all IP addresses.

2. You can choose a named host by selecting a Host Name which denotes your IP address.

3. You can choose an IPv4 Range by selecting IPv4 Address Range - for example the range in your
private network and entering the IP addresses in the Start Range and End Range text boxes.

4. You can choose a Single IPv4 address by selecting IPv4 Single Address and entering the [P
address in the IP address text box, e.g., 192.168.200.113.

5. You can choose IPv4 Mask by selecting IPv4 Subnet Mask. IP networks can be divided into
smaller networks called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP
address and mask of the network. Enter the IP address and Mask of the network.

6. You can choose a Single IPv6 address by selecting IPv6 Single Address and entering the IP
address in the IP address text box, e.g., 3ffe:1900:4545:3:200:8ff:fe21:67cf.

7. You can choose IPv6 Mask by selecting IPv6 Subnet Mask. IP networks can be divided into
smaller networks called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP
address and mask of the network. Enter the IP address and Mask of the network.

8. You can choose a MAC Address by selecting MAC Address and entering the address in the
address text box.

«  Exclude (i.e. NOT the choice below): The opposite of what you specify is applicable.
2. Click 'OK"to confirm your choice.
3. Click 'OK" in the 'Network Zones' interface.

The new zone now appears in the main list along with the addresses you assigned to it.
Once created, a network zone can be:

*  Quickly called as 'Zone' when creating or modifying a Firewall Ruleset
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J Source Address ” De;;mﬂ;:“ ” Source Port H Destination Port

[7] Exclude (i.e. NOT the choice below)

Type: | Network Zone | - |

Zone | Loopback Zone | w

Loopback Zone
Work #1
Work #2

My Home

+  Quickly called and designated as a blocked zone from the 'Blocked Zones' interface
To edit the name of an existing Network Zone

1. Select the name of the zone in the list (e.g. My Home), click the handle at the bottom center and choose
'Edit' from the options or double click on the network zone name.

COMOD O network Zone

Zone Name
| My Home

[] Public Network

Cancel

2. Edit the name of the zone.

To add more addresses to an existing Network Zone

«  Select the network name, click the handle at the bottom center and choose 'Add > A new Address' from
the options

«  Add new address from the 'Address' interface.

To modify or change the existing address in a zone

»  Click the + button beside the network zone name to expand the addresses

«  Double click on the address to be edited or select the address, click the handle from the bottom center
and choose Edit from the options

»  Edit the address from the 'Address’ interface.

6.2.3.5.2. Blocked Zones

A computer network enables users to share information and devices between computers and other users within the
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network. Obviously, there are certain computer networks that you need to 'trust' and grant access to - for example
your home or work network. Unfortunately, there may be other, untrustworthy networks that you want to restrict
communication with - or even block entirely.

Note: We advise new or inexperienced users to first read 'Network Zones', 'Stealth Ports Wizard' and
'‘Application Rules' before blocking zones using this interface.

Metwork Zones

Enable automatic detection of private networks

Do NOT show popup alerts and freat location as | Work v|

The following network zones are defined on this computer.

‘ Network fones { Blocked fones l

[[] Zone Name Q

1 [ Hotel Quirky

The 'Blocked Network Zones' tab allows you to:

» Deny access to a specific network by selecting a pre-existing network zone and designating it
as blocked

» Deny access to a specific network by manually defining a new blocked zone

Note 1: You must create a zone before you can block it. There are two ways to do this;
1. Using 'Network Zones' to name and specify the network you want to block.

2. Directly from this interface using 'New blocked address...'

Note 2: You cannot reconfigure pre-existing network zones from this interface. (e.g., to add or modify IP
addresses). You need to use 'Network Zones' if you want to change the settings of existing zones.
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You can use the search option to find a blocked zone in the list by clicking the seal Qon at the far right in the
column header.

Network fones 1 Blocked fones ]

~ fone Na... | Q) Search x
Zone Mame |

- Enter the name of the zone to be searched in full or part in the search field.
«  Click the right or left arrow at the far right of the column header to begin the search.
« Clickthe 3 icon in the search field to close the search option.

To deny access to a specific network by selecting a pre-existing network zone and designating it as blocked

1. Click the handle from the bottom center and choose 'Add' > 'Network Zones' from the options

2. Select the particular zone you wish to block.

S
+ ‘ 4 ‘ x
Add Edit Remove
' Metwork Zones PI Loopback Zone
Mew Blocked Address Work #1
Work #2
I
 Hotel Quirky

The selected zone will appear in the 'Blocked Zones' interface.
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Network Zones

Enable automatic detection of private networks
Do NOT show popup alerts and treat location as | Work v|

The following network zones are defined on this computer.

Blocked Zones

‘ Network Zones

Name of the ‘ ~ Hotel Qui... |Q Search
Blocked Network Zone

£ @ Hotel Quirky

IP Address{es) that are -
associated with the P 192168111111
Blocked Zone

You can modify these
settings only under
‘Network Zones' tah

3. Click 'OK' to confirm your choice. All traffic intended for and originating from computer or devices in this
zone are now blocked.

To deny access to a specific network by manually defining a new blocked zone

1. Click the handle from the bottom and choose 'Add' > 'New Blocked Address' from the options.

The Address dialog will appear. The 'Address' dialog allows you to select an address from the Type drop-down box
shown below (Default = Any Address).

COMODO address

Exclude (i.e. NOT the choice below)

Type: Any Address
Any Address

Host Mame

IPvd Address Range
IPvd Single Address
IPvd Subnet Mask
IPvs Single Address

Cancel
IPvE Subnet Mask

MAC Address

Select Address:
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1. You can choose any IP Address by selecting Any Address in the Type drop-down box. This menu
defaults to an IP range of 0.0.0.0- 255.255.255.255 to allow connection from all IP addresses.

2. You can choose a named host by selecting a Host Name which denotes your IP address.

3. You can choose an IPv4 Range by selecting IPv4 Address Range - for example the range in your
private network and entering the IP addresses in the Start Range and End Range text boxes.

4. You can choose a Single IPv4 address by selecting IPv4 Single Address and entering the IP
address in the IP address text box, e.g., 192.168.200.113.

5. You can choose IPv4 Mask by selecting IPv4 Subnet Mask. IP networks can be divided into
smaller networks called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP
address and mask of the network. Enter the IP address and Mask of the network.

6. You can choose a Single IPv6 address by selecting IPv6 Single Address and entering the IP
address in the IP address text box, e.g., 3ffe:1900:4545:3:200:8ff:fe21:67cf.

7. You can choose IPv6 Mask by selecting IPv6 Subnet Mask. IP networks can be divided into
smaller networks called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP
address and mask of the network. Enter the IP address and Mask of the network.

8. You can choose a MAC Address by selecting MAC Address and entering the address in the
address text box.

«  Exclude (i.e. NOT the choice below): The opposite of what you specify is applicable.

2. Select the address to be blocked and click OK

The address(es) you blocked will appear under the 'Blocked Zones' tab. You can modify these addresses at
any time by selecting the entry and clicking 'Edit'.

3. Click 'OK"in 'Network Zones' interface to confirm your choice. All traffic intended for and originating from
computer or devices in this zone are now blocked.

6.2.3.6. Port Sets

Port Sets are handy, predefined groupings of one or more ports that can be re-used and deployed across multiple
Application Rules and Global Rules.

»  The Port Sets panel enables you to view and manage pre-defined port sets and t add new port sets

«  The Port Sets panel can be accessed by clicking Security Settings > Firewall > Portsets from the Advanced
Tasks interface
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The following portsets are defined on this computer.

[l Portset
Firewall ] [ & HITP Ports
0 B @ POP3/SMTP Ports

]

Firewall Settings
Application Rules

Global Rules

» File Rating £1 @ Privileged Ports

The Port Sets are displayed as a tree structure. Clicking the + button beside the port set name expand the
list of ports defined in it. The default port sets shipped with Comodo Endpoint Security are:

« HTTP Ports: 80, 443 and 8080. These are the default ports for http traffic. Your Internet browser uses
this ports to connect to the Internet and other networks.

- POP3/SMTP Ports: 110, 25, 143, 995, 465 and 587. These are the ports that are typically used by mail
clients like Outlook Express and WinMail for communication using the POP3, SMTP and IMAP
protocals.

«  Privileged Ports: 0-1023. This set can be deployed if you wish to create a rule that allows or blocks
access to the privileged port range of 0-1023. Privileged ports are so called because it is usually
desirable to prevent users from running services on these ports. Netwerk 2dmins usually reserve or
prohibit the use of these ports.

You can use the search option to find a specific port set in the list by clicking the search icon at the far right in
the column header.

~ Port... Search X
Portset |

+  Enter the name of the port set to be searched in full or part in the search field.

« Click the riaht or left arrow at the far right of the column header to begin the search.

. Clickthe # icon in the search field to close the search option.

Defining a new Port Set

You can create new portsets and allow access to them for applications, with the access privileges specified through
Application Rule interface. Refer to 'Creating or Modifying Firewall Rules' for more details.
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To add a new portset

1. Click the handle from the bottom of the Portsets interface and select 'Add' from the options. The 'Edit
Portset' dialog will open.

COMODO add Portset

MName: |Ports for Mail Client

Ports

2. Enter a name for the new portset in the Name field.

3. Toadd ports to the new portset, click the handle from the bottom and choose Add from the 'Edit Portset'
dialog.
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COMODO rpor

[] Exclude (i.e. NOT the choice below)
o Any
@ A Single Port

@ A Port Range

Cancel

4. Specify the ports to be included in the new portset:
» Any - to choose all ports;
- Asingle port - Define the port number in the combo box beside;
« Aport range - Enter the start and end port numbers in the respective combo boxes.
«  Exclude (i.e. NOT the choice below): The opposite of what you specify is applicable.
5. Click 'OK" in the 'Port' dialog. The ports will be added to the new portset in the 'Edit Portset' interface.
6. Click 'OK' in the 'Edit Portsets' interface to create the new portset.
Once created, a Portset can be:

«  Quickly called as 'A Set of Ports' when creating or modifying a Firewall Ruleset

Source Address H Diﬁsi{;'rﬁ!te;{;" H Source Port H Destination Port

[] Exclude {i.e. NOT the choice below)

Type: | A Setof Poris ‘ - |
Ports: | HTTP Ports -
HTTP Ports

POP3/5MTP Ports
Privileged Ports

To edit an existing port set
«  Select the portset from the 'Portsets' interface, click the handle from the bottom center and select the
'Edit' from the options to bring up the 'Edit Portset' dialog.

«  The editing procedure is similar to adding the portset explained above.
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6.2.3.7. Website Filtering

The Website filtering interface allows you to set up rules to allow or block access to specific websites. Rules can be
created for particular users of your computer, which makes this feature very useful for both home and work
environments. For example, parents can block juvenile users from visiting inappropriate websites while companies
can prevent employees from visiting social networking sites during working hours. You also have the option to create
alog event whenever a user tries to visit a website which is in conflict with a rule.

The Website Filtering panel can be accessed by clicking Security Settings > Firewall > Website Filtering tab from
'Advanced Settings' interface.

COMOD O advanced settings

Website Filtering

Enable Website Filtering (Recommended)

~ This option enables firewall to filter web sites according to the rules and profiles defined
Defense+ below

Firewall
‘ Rules H Categories
Firewall Settings
1 Rules Enable Rule |Q
Application Rules

Global Rules

[ Allowed Sites m
@

[ Blocked Sites

Rulesets

Network Zones

Cancel

Brief overview:
» Rules are constructed from one or more 'categories'.
» Acategory is a collection of one or more URL 'patterns'.

« AURL pattern can be a straight list of domain names and/or filtered terms (for example 'contains', 'starts
with', 'equal to', etc.)

*  You must set a rule to be 'Allow', 'Block' or 'Ask' and must specify to which users it should apply.

CES ships with four preset categories of Websites which can be added to rules that you create. Three of these are
non-modifiable lists which are managed by Comodo. These are 'Comodo Safe category', '‘Comodo Phishing
category' and 'Comodo Malware category'. The fourth preset, 'Exclusions', is empty by default but allows you to
specify websites that should be allowed. You should add URLs to the 'Exclusions' category over time if you find you
require access to a website which is blocked by a category.

CES also ships with two predefined rules, 'Allowed Sites' and 'Blocked sites', both of which are modifiable. If
switched on, the 'Blocked sites' rule will proactively block access to websites in the '‘Comodo defined Malware sites'
and 'Comodo defined Phishing Sites' categories. If you wish, you can add other categories to this rule to expand its
coverage. The 'Allowed Sites' rule will permit access to websites in the Comodo 'Safe Sites' category and
'Exclusions' categories.
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To set up a new rule of your own, click the 'Rules' tab, click 'Add', name your rule, add categories to the rule, specify
to which users it should apply and whether it should be 'Allow', 'Block' or 'Ask'.
The '"Website Filtering' panel has two tabs:

» Rules - Allows you to define Website Filtering Rules and assign to required users. Refer to the section
'Creating or Modifying Website Filtering Rules' for more details.

« Categories - Allows you to define categories of Websites to be allowed or blocked in Website filtering rules.
Refer to the section 'Defining or Modifying website Categories' for more details.

General Advice:

« ltis the 'Categories' section where you specify the website(s) you wish to block or allow, not the 'Rules'
section. A rule is mainly for specifying the user(s) for whom a category of URLs should be filtered and
whether those categories should be allowed or blocked.

»  When creating a new rule, you will be required to specify which categories should be included. You can
elect to use just the pre-defined Comodo categories but, if you wish to filter specific websites, you will
need to create your own category.

«  For example, if you wanted to create a category to block youtube.com and certain other leisure websites,
you would click 'Categories' > 'Add Category' > Type name for category > Select your new category in list
>'Add Website' > Type www.youtube.com. Click 'Add Website' again to add more sites. You will now be
able to select this category when creating a rule for a user(s).

» Refer to the section 'Defining or Modifying Website Categories' for more details on specifying Website
categories.

6.2.3.7.1. Creating and Modifying Website Filtering Rules

The 'Rules' tab allows you to create, view, edit and specify exceptions to your website filtering rules. The powerful
rule-configuration interface lets you create rules which are as sweeping or as granular as you require. Rules can be
created on a per-user basis, allowing you to control exactly which websites certain people can or cannot visit. You
can also disable or enable a rule as required at any time.

Comodo Firewall implements rules for the currently logged-in user based on the order they are in this list. Should a
conflict exist between individual rules, then the rules at the top takes priority. Click the handle and use the 'Move Up'
or 'Move Down' buttons to change a rule's priority.
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Enable Website Filtering (Recommended)

This option enables firewall to filter web sites according to the rules and profiles defined
below

“ Rules H Categories
Firewall Settings

1 Rules Enable Rule |Q
Application Rules

[ Allowed Sites m
@

[ Blocked Sites

Global Rules

«  The switches in the 'Enable Rule' column enable you to quickly turn a rule on or off

«  The check-boxes next to a rule name allow you to select it for editing, removing or re-prioritizing using the
controls at the bottom of the interface:

S
+ ‘ F4 x 1 ‘ [l
Add Edit Remove = MoveUp Mo

You can search for a specific rule by clicking the search | at the far right in the column header.

‘ [ Rules ] ‘ Categories

~ Rules | Q Search X

| Rules | : z
E___.[:I Sites m

«  Enterfull or part of the name of the rule in the search field.
«  Click the right or left arrow at teahe far right to begin the search.
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«  Clickthe * icon in the search field to close the search option.
The Rules interface allows you to:

»  Create new URL filtering Rules

» Edit existing rules

« Change priority of the rules

» Remove unwanted rules

To create a new Website filtering rule

1. Open the 'Website Filtering' Panel by clicking 'Security Settings' > 'Firewall' > 'Website Filtering' from the
'Advanced Settings' interface

2. Click the handle at the bottom of the Rules interface and select 'Add":

S
+ ‘ P4 ‘ p 4 ‘ 1 ‘ |
Add Edit Remove ' MoveUp R

3. Enter a name for your new filter.
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COMOD O website Filtering Rule

Mame: | For Gourmands

Categories

Category

Restrictions

Users Restrictions Logging |§|

4. Select the categories that should be added to the filter:
«  Click the handle at the bottom of the 'Category' pane and choose 'Add'".

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 388



COMODO

Creating Trust Online®

Comodo Endpoint Secu[i____t__y,.:..,Us-er-quﬁféf___

et =

COMODO vwehsite Filtering Rule

Mame: |For Gourmands

Categoaries

Category

x

Femove

Restrictions

COMODO categories

i Categories |§| i

ﬁ Exclusions

ﬁ Food Shops %
ﬁ Safe Sites

I Phishing Sites

Malware Sites

Select a category and click 'OK' to add it to your rule. Repeat the process to add more categories.

The 'categories' window contains a list pre-defined Comodo categories and any user created categories.
Comodo categories cannot be modified.

- Comodo Safe Category - URLs of websites that are considered safe according to global whitelist

« Comodo Phishing Category - URLs of websites that lead to phishing websites, as per dynamically
updated Comodo Blacklist

- Comodo Malware Category - URLs of websites that may inject malware into your system, as per
dynamically updated Comodo Blacklist

For more details on creating and modifying user specified categories, Refer to the section Defining or
Modifying Website Categories

5. Add Users or User Groups to whom the rule should be applied:
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»  Click the handle at the bottom of the 'Restrictions' pane and click 'Add'. The 'Select User or Group'
dialog will appear:

Restrictions
Users Restrictions Logging IEEH
S
X ‘ 1 ‘ 3
dd Remove | Mowve Lp ﬁ?:?#ﬁ

Cancel

Select User or Gmupv 53]

Select this object type:

User, Group, or Buih-.in seé:urit'_.r principal

From this location:

coscoNPUTER |

Enter the object name to select (examples):
|

| Checlc Names

ox | [Coms

«  Enter the names of the users to whom the filter is to be applied in the 'Enter the object name to select'

text box with the format \ or @. Alternatively, click 'Advanced' then 'Find Now' to locate specific users.
Click 'OK" to confirm the addition of the users.
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Select User or Group
Select this object type:
User, Group, or Built-n secunty principal Object Types...

Erom this location:
BOB-COMPUTER Locations. .

11
i

Enterthe object name to select (2@mples):

| Check Mames

Advanced. .. oK Cancel

Select User or Group

Select this object type:
User, Group, or Built4n security principal Ohbject Types. ..

From this location:
BOB-COMPUTER

E

g

(=]

4
i
i

Comman Gueries

Starts with Columns...

St wit Fid Now_|

Digabled accounts

wa
=]
=]

Mon expirng password

Search results: ok ] [ Cancel ]
MName (RDOMN) In Folder -
E; Guest

%Guests

H2 15_IUSRS BOB-COMPUTER

&, iohnsmith BOB-COMPUTER &
2 Network Confi... BOB-COMPUTER

M2 Pedfomance .. BOB-COMPUTER 1
42 Pedfomance ..  BOB-COMPUTER 3
M Power Uses  BOB-COMPUTER

52 Remote Desk... BOB-COMPUTER i
% Replicator BOB-COMPUTER i

After adding target users or groups, you next need to specify whether those users should be allowed or blocked from
viewing the websites in the category or they should be asked if they want to continue. This is done by modifying the
link in the 'Restrictions' column:
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COMODO vebsite Filtering Rule

Marne: | For Gourmands

Categaries

| [1 Category
0 EY Food Shops
F Malware Sites

x

Femove

Festrictions

| [ |Users Restrictions Logging

ES Bob Smith Block

Al
0O B FatBoy gb

Bloc
Ask

<«
<

» Allow - The websites in the categories can be accessed by the user.
« Block - The websites in the categories cannot be accessed by the user.

«  Ask - An alert will be displayed in the browser (shown below) if the user tries to access any of the
websites in the category. The user can decide whether or not to continue.
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COMODO . [ X

4 » [ wwwstalefood com ~ 8 w *'.':*i::l

cCOMODO

Request to following page is blocked:

http:ilwww. stalefood.com/

Aovailable actions:

lgnore Once | | Add to exclusions | | Report as false-positive

6. Use the 'Logging' switch to choose whether or not attempts to access a categorized website are logged.
7. Click 'OK' to save your new rule. The new rule will be added to the list of rules under the 'Rules' tab

8. Make sure that the rule is enabled using the toggle switch under the Enable Rule column for the rule to take
effect.

»  You can disable or enable rules at any time using the switch under the 'Enable Rule' column.

Important Note to Windows 8 and Windows 8.1 users: If you are using Internet Explorer 11 version
11.0.9600.16384, it is mandatory to add the user group 'ALL APPLICATION PACKAGES' to the Restrictions list in
addition to the intended users for each rule you create.

If you or other users access websites using Internet Explorer 11 on Windows 8/8.1, then you must add this user
group or your rules will have no effect. For example, users will still be able to access blocked websites.

To add 'ALL APPLICATION PACKAGES' to the restrictions list
« Click 'Advanced' in the 'Select User or Group' dialog
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Select Users or Groups “
Select this object type:
Users, Groups, or Builtin security principals Object Types...
From this location:
- Locations. ..
Common Queries
Marne Starts with Columns...
Desciiption: | Starts with
Disabled accourts Stop

Mon expiring password

Dravs zince lazt lagon: ﬁ;j:"‘

oK Cancel
Search results: _ L =

MName In Folder

%Mces& Cortral Assistance Opera. .. g -t
E; Administrator . -
¥ =

7 SLILOrS =
“ TALL APPLICATION PACKAGES >
SEB-AUQNYIO US LOGON

%Mhenticated lUsers

%Eadcup Cperators s -

42 BATCH

42 CONSOLE LOGON

%cammmmup .

Click 'Find Now' and select 'ALL APPLICATION PACKAGES' from the list of users and groups displayed in the list at
the bottom

« Click OK

Restrictions
[] Users Restrictions Logging @l

[ 9 ALL APPLICATION PACKAGES Block &

To edit existing rules

1. Open the 'Website Filtering' Panel by clicking 'Security Settings' > 'Firewall' > "Website Filtering' tab from the
'Advanced Settings' interface

2. Choose the Website Filtering Rule to be edited under the 'Rules' tab by selecting the checkbox beside the
rule.
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3. Click the handle from the bottom center of the Rules interface and choose 'Edit' from the options.

The ' Website Filtering Rule' interface for the selected rule will open. You can add/remove categories, add/remove
users or change the restriction for selected users from this interface. Refer to To create a new Website Filtering
Rule for more details on this interface.

To remove a Website Filtering Rule

1. Open the ' Website Filtering' Panel by clicking 'Security Settings' > 'Firewall' > 'Website Filtering' tab from
the 'Advanced Settings' interface

2. Choose the Website Filtering Rule(s) to be removed under the 'Rules' tab by selecting the checkbox(es)
beside them.

3. Click the handle from the bottom center of the Rules interface and choose 'Remove' from the options.
To change the priority of Website Filtering Rules

1. Open the ' Website Filtering' Panel by clicking "Security Settings' > 'Firewall' > 'Website Filtering' tab from
the 'Advanced Settings' interface

2. Choose the Website Filtering Rule to be moved under the 'Rules' tab by selecting the checkbox beside the
rule.

3. Click the handle from the bottom center of the Rules interface and choose 'Move Up' or 'Move Down' option
to change the order of the rules in the interface.

6.2.3.7.2. Defining or Modifying Website Categories

The Categories pane displays a list of user defined Website categories that can be applied in the Website Filtering
Rules. A Category can contain a full URL and/or part of URL with wildcard character of the each of the websites to
be included in it.
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Website Filtering

Enable Website Filtering (Recommended)

This option enables firewall to filter web sites according to the rules and profiles defined
below

H Rules [Categories]

Categories
£1 Exclusions

] & Food Shops

www.hutelstalefnud.cnm

Ed *pizza.com

The 'Categories' pane allows you to:
« Add a new category of Website
* Rename a Category
» Remove unwanted Website from category

* Remove a Category

You can search for a specific category by clicking the searct IC:lh at the far right in the column header.
H Rules I Categories ]
~ Categor... | Q Search x
Categories
ns

»  Enter full or part of the name of the category in the search field.
«  Click the right or left arrow at the far right of the column header to begin the search.
« Clickthe * icon in the search field to close the search option.

Adding a New Category of Website

Adding a new category involves two steps:

+ Step 1 - Define a name for the category
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+ Step 2 - Add Website to be included to the category
Step 1 - Define a name for the category

1. Open the 'Website Filtering' Panel by clicking 'Security Settings' > 'Firewall' > ' Website Filtering' tab from
the 'Advanced Settings' interface

2. Click the 'Categories' tab to open the 'Categories' pane.

3. Click the handle from the bottom center of the 'Categories' pane, click 'Add' from the options and choose
'Add Category' from the drop-down. The 'Edit Property' dialog will open.

Add Website
Import Websites

COMODO cait property

Add Category
| Food Shops

Cancel

4. Enter a name for the category and click OK

The new category will be created and added under the 'Categories' tab.
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Website Filtering

Enable Website Filtering (Recommended)

This option enables firewall to filter web sites according to the rules and profiles defined
below

H Rules [ Categories ]

[[] Categories

T Exclusions

1 [ Food Shops

You can add URLs of websites to be included in the category.

Step 2 - Add URLSs to be included to the category
You can add websites to a category in two ways:

»  Manually Specify Websites one by one

» Upload Websites from a text file
To manually specify URLs

1. Select the Category under the 'Categories' tab.

2. Click the handle from the bottom of the 'Categories' pane, click 'Add' from the options and choose 'Add
Website' from the drop-down. The 'Add Website' dialog will open.
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~ Add Website ) _ Cancel

Import Websites

COMODO ~dd website

Enter Website Name (e.g. "website.com)

| mm.hatelstalefocd.com|

Cancel

3. Enter the full URL or a part of URL with a wildcard character ™' of the website(s) to be included in the
category.

To add a specific website/webpage, enter the full URL of the website/webpage

« Toinclude all sub-domains of website, add a wildcard character and a period in front of the URL. For
example, *.friskywenches.com will cover friskywenches.com, login.friskywenches.com,
pictures.friskywenches.com, videos.friskywenches.com and so on.

« Toinclude all the websites with URLs that start with a specific string, add a wildcard character after the
string. For example, “pizza*™ will cover 'pizzahut.com', pizzacorner.com, and so on.

- Toinclude all the websites with URLs that contain a specific string, add the wildcard character befor and
after the string. For example, “*pizza™ will cover hotpizza.com, spicypizza.com and so on.

The website will be added to the category.
4. Repeat the process to add more websites.
To upload the list of websites from a text file
1. Select the Category under the 'Categories' tab.

2. Click the handle from the bottom of the 'Categories' pane, click 'Add' from the options and choose 'Import
Websites' from the drop-down.

3. Navigate to the file containing the list of URLs of the Websites to be added to the category.
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dd Website
Import Websites

Look in: | old man files - O ¥ B (M-
I'= Mame . Date modified Type
bl || eatery_websites 11/12/2015 2:28 AM _ Text Docu

Recent Places

!
Desktop

]
Libraries

A

Computer

- i | I P
@
Netu.r-ork File name: eateny_wehsites -
Files of type: | MalwarePatrol {plain text) format (*bd) -] | Cancel |
[ Open as read-only

Note: The text file should contain only the list of full URLs or URLs with wildcard character (*) of the websites. The
file should be of the ".txt' format.

4. Click 'Open'.
CES will automatically add the websites specified in the text file into the selected category.
To rename a category

1. Open the 'Website Filtering' Panel by clicking 'Security Settings' > 'Firewall' > ' Website Filtering' tab from
the 'Advanced Settings' interface

2. Click the 'Categories' tab to open the 'Categories' pane.
3. Select the category to be renamed.

4. Click the handle from the bottom of the 'Categories' pane and choose 'Edit' from the options. The 'Edit
Property' dialog will open.

5. Enter the new name for the category and click OK

The category will be renamed immediately both under the Categories tab and in the Website Filtering Rules to which

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 400



Comodo Endpoint Secu[i___ty,__-,.,Us-er-f?de‘ e

COMODO

Creating Trust Online®

it is applied.
To remove a Website from a category

1. Open the "Website Filtering' Panel by clicking 'Security Settings' > 'Firewall' > ' Website Filtering' tab from the
'Advanced Settings' interface

2. Click the 'Categories' tab to open the 'Categories' pane.
3. Click the + button beside the category to be edited to expand the website list
4. Select the Website(s) to be removed

5. Click the handle from the bottom of the 'Categories' pane and choose 'Remove' from the options.

To remove a Category

1. Open the 'Website Filtering' Panel by clicking 'Security Settings' > 'Firewall' > ' Website Filtering' tab from
the 'Advanced Settings' interface

2. Click the 'Categories' tab to open the 'Categories' pane.
3. Select the Category to be removed
4. Click the handle from the bottom of the 'Categories' pane and choose 'Remove' from the options.

Note: You cannot remove a category which is currently applied in a Website Filtering Rule. Before removing a
category, make sure you remove the category from the rules to which it is applied.

6.2.4. Manage File Rating

The CES rating system is a cloud-based file lookup service (FLS) that ascertains the reputation of files on your
computer. Whenever a file is first accessed, CES will check the file against our master whitelist and blacklists and
will award it trusted status if:

«  The application/file is awarded "Trusted' status in the local File List;
»  The application is from a vendor included in the Trusted Software Vendors list;
«  The application is included in the extensive and constantly updated Comodo safelist.

Trusted files are excluded from monitoring by HIPS - reducing hardware and software resource consumption. On the
other hand, files which are identified as malicious will be awarded 'Malicious' status and denied all access rights from
other processes or users - effectively cutting them off from the rest of your system. Files which could not be
recognized by the rating system are awarded 'Unrecognized' status'. You can review files on the unrecognized list
and manually choose to trust/block/delete them or investigate further by sending them to Comodo for
analysis/running another file lookup. Refer to the section File List for more details.

Important Note: In order for the software to submit unknown files to our file rating and malware analysis servers
(CAMAS), please make sure the following IP addresses and ports are allowed on your network firewall:

»  To allow communication with camas.comodo.com

« |P that needs to be allowed: 199.66.201.30
»  Port that needs to be allowed: port 80 for TCP
+ Direction: Outgoing (Endpoints to CAMAS)
»  To allow communication with our File Lookup Servers (FLSs):

« |Ps that need to be allowed:
. 91.209.196.27
. 91.209.196.28
. 199.66.201.20
. 199.66.201.21
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. 199.66.201.22

. 199.66.201.25

. 199.66.201.26
Ports that need to be allowed: 4447 UDP and 4448 TCP
«  Direction: Outgoing (Endpoints to FLSs)

The 'Manage File Rating' area allows you to view and manage the list of programs, applications and executable files
discovered from your computer with their assigned file rating. You can also:

+ Manually add files and executables to 'Files List' and assign status;
»  Submit unrecognized files and view the list of files you submitted;
« View and manage Trusted Software Vendor list;

COMODO advanced settings

Q File Rating Settings

Enable Cloud Lookup (Recommended)
Analyze unknown files in the cloud by uploading them for instant analysis

Do NOT show popup alerts

This option, when enabled, automatically applies ‘Block and Terminate’ action to malware
detected by cloud scanning

Trust applications signed by irusied vendors

Trust files installed by trusted installers

[7] Detect potentially unwanted applications
File List
[7] Use proxy when performing Cloud Lookup

Submitted Files

Trusted Vendors

Cancel

Click the following links to jump to the section you need help with:
 File Rating Settings - Configure settings that govern the overall behavior of file rating.
»  File Groups - Create predefined groups of one or more file types.

« File List - View the list of programs. Applications and executable files in your computer with their file rating
and manually add files to it

«  Submitted Files - View the list of files submitted for analysis to Comodo.
« Trusted Vendors - View the list of trusted software vendors and manually add vendors

6.2.4.1. File Rating Settings

The File Rating Settings panel allows you to configure the overall behavior of File Rating feature of Comodo
Endpoint Security.
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«  The File Rating Settings panel can be accessed by clicking Security Settings > File Rating > File Rating
Settings tab from 'Advanced Settings' interface

Enable Cloud Lookup (Recommended)
Analyze unknown files in the cloud by uploading them for instant analysis

Do NOT show popup alerts

This option, when enabled, automatically applies ‘Block and Terminate” action to malware
detected by cloud scanning

Trust applications signed by ifrusied vendors

Trust files installed by trusted installers

File Groups
[[] Detect potentially unwanted applications
File List
[[] Use proxy when performing Cloud Lookup

Cancel

« Enable Cloud Lookup - Allows you to enable or disable File Rating.(Default and recommended
=Ensabled)

« Analyze unknown files in the cloud by uploading them for instant analysis - Instructs CES to upload
files whose trustworthiness could not be assessed by cloud lookup to Comodo for analysis immediately.
The experts at Comodo will analyze the file and add to the whitelist or blacklist according to the analysis.
(Default =Enabled)

- DO NOT show popup alerts - This option allows you to configure whether or not to show firewall alerts
when malware is encountered. Choosing ‘Do not show popup alerts’ will minimize disturbances but at some
loss of user awareness. If you choose not to show popup alerts then you have a choice of default
responses that CES should automatically take — either ‘Block Requests' or 'Allow Requests’. (Default
=Enabled)

« Trust applications signed by trusted vendors - When this option is enabled, CES will award trusted
status to the executables and files that are digitally signed by vendors in the Trusted Vendors list using their
code signing certificates. Click the words 'trusted vendors' will open the Trusted Vendors List panel.
(Default =Enabled)

« Trust files installed by trusted installers - When this option is enabled, CES will consider the executable
and files stored by applications that are assigned with Installer or Updater rule under HIPS Rules or the
applications. (Default = Enabled)

» Detect potentially unwanted applications - When this check box is selected, Antivirus scans also scans
for applications that (i) a user may or may not be aware is installed on their computer and (i) may
functionality and objectives that are not clear to the user. Example PUA's include adware and browser
toolbars. PUA's are often installed as an additional extra when the user is installing an unrelated piece of
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software. Unlike malware, many PUA's are 'legitimate' pieces of software with their own EULA agreements.
However, the 'true’ functionality of the software might not have been made clear to the end-user at the time
of installation. For example, a browser toolbar may also contain code that tracks a user's activity on the
Internet (Default = Disabled).

»  Use proxy when performing Cloud Lookup - When this check box is selected, CES will request to File
Lookup Service (FLS) through proxy. (Default = Disabled)

6.2.4.2. File Groups

File Groups are handy, predefined groupings of one or more file types, which makes it easy to add them for various
CES functions such as adding them to Exclusions, HIPS Rules, Auto-Sandbox and so on. CES ships with a set of
predefined File Groups and if required users can add new File Groups, edit and manage all the groups.

« The 'File Groups' panel can be accessed by clicking Security Settings > File Rating > File Groups from the
Advanced Tasks interface.

COMODO advanced Settings

E File Groups

File Groups

[+

Executables

K|

All Applications

[#

Important Files/Folders

K|

Windows Updater Applications

[#

Windows System Applications
File List

Temporary Files
Submitted Files

K|

COMODO Files/Folders
Trusted Vendors

[+

COMQODO Endpoint Security

K|

Startup Folders

[+

Windows Management

]
a =
A =
a =
A =
o &
O B®
m B
a =
A =
a =
A =

K|

3rd Party Protocol Drivers

Cancel

You can use the search option to find a specific name in the list.

To use the search option, click the search i Q at the far right in the column header.

~ File Gro... Search x

LE File Groups [
itables

«  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
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«  Enter partly or fully the name of the item as per the selected criteria in the search field.
«  Click the right or left arrow at the far right of the column header to begin the search.
«  Click the & icon in the search field to close the search option.

Clicking the handle at the bottom of the interface opens an options panel:

F C&E webE
‘ 4 ‘ x ‘ 12

Remowve

0 E @ EMail

Add Purge

« Add - Allows you to add new groups, add individual files ,folders or running process to File Groups.
- Edit - Allows you to edit the name of file groups and edit file path of items under a file group.
* Remove - Allows you to delete a File Group or item(s) under a file group.

»  Purge - Runs a system check to verify that all the files listed are actually installed on the host machine at
the path specified. If not, the file or the file group is removed, or 'purged', from the list.

This interface allows you to
» Create a new File Group
«  Edit the names of an Existing File Group
« Add afile to an existing file group

- Remove existing file group(s) or individual file(s) from existing group

Adding a File Group

« Toadd a new File group or add files to an existing group, click the handle from the bottom and click 'Add'".

1 [E @ 3rd Party Protocol Drivers ‘J
F ElE wee e
F 4 b 4 \2
E B E EMai
Add Edit Remove Purge
| Mew Group
Files
Folders

Running Processes

»  Select 'New Group' from the 'Add' drop-down, enter a name for the group in the 'Edit property' dialog and
click 'OK'
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COMODO Ecadit property

Choose File Group Name
| Mew File Group

Cancel

The File Group will be added and displayed in the list.

File Groups

File Groups |§| |

=] Windows Updater Applications
== Windows System Applications

£1 @ Temporary Files

3]

COMODO Files/Folders

3]

COMODO Endpoint Security

[#

Startup Folders

[

Windows Management

3rd Party Protocol Drivers

m

3]

Web Browsers

3]

EMail Clients

®

Suspicious Locations

[#

Shared Spaces

DD @ OO D@ @O O O @ @
E EEEEREEREERE
[

New File Group

oK Cancel

« To edit the name of an existing group, select the group, click the handle and choose 'Edit'. Edit the name of
the group in the 'Edit Property' dialog.

Add individual files or folder to a group

«  Select the Group, click the handle and click Add. Choose from 'Files', 'Folders' or 'Running Processes' to
add files by browsing to the file or folder or from currently running processes.

« Toadd afile or folder, choose 'Files' or 'Folders' from the 'Add' drop-down.
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a = 3rd Party Protocol Drivers U

£ B weE i

+ R4 x 32
[ B & EMai

Add Edit Remove Purge

Mew Group

The 'Browse for Folder' dialog will open.

P

Browse For Folder
4 —y Mew Volume (E:) &
. 071114
. CES Configs
. CES Log Archive
. My Protected Files I
. My Safe Programs =
I= 1) Probably infected files
= 1) Samples ||
| o € Metwork =
Make Mew Folder ] i Ok, i [ Cancel

+ Navigate to the individual file or folder you want to add to Files Groups and click 'OK'
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File Groups

Executables
All Applications
Important Files/Folders

Windows Updater Applications
File Groups pd it

Windows System Applications
File List
Temporary Files
Submitted Files :
e ] YetempBel*

] T

?\5Recycle Bin\*

L

| C:\Jsers! yhwes s AppData\Local\Microsoft\WWindows\Temporary Int....

=]

COMODO Files/Folders

@ O

COMODO Endpoint Security

The drive file/folder will be added to 'File Groups'. Repeat the process to add more individual files or folders.

Add an application from a running processes

»  Choose 'Running Processes' from the 'Add' drop-down

1 El @ 3rd Party Protocol Drivers

1 BEE weE
R4 b4

Add Edit Remove

-

1 B ®E Email

Mew Group

Files Cancel
Folders

FRunning Processes

Alist of currently running processes in your computer will be displayed.

«  Select the process, whose target application is to be added to Files Groups and click OK from the Browse
for Process dialog.
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Application

EI | | Windows Operating System

[m71 csrss.exe
=l 7] wininit.exe

= [0 services.exe

The application will be added to File Groups.

To edit an item in the Files Groups list
+  Select the item from the list, click the handle from the bottom and select Edit. The 'Edit Property' dialog will
appear.

COMODO cait property

Edit File Path

| CAhProgram Files (x86)\TeamViewer\\Version8\TeamViewer_Service.exe

Cancel

«  Edit the file path, if you have relocated the file and click 'OK'
To delete existing file group(s) individual file(s) from existing group
» Toremove a group, select the group, click the handle and choose Remove.

- Toremove an individual file from a group, click + at the left of the group to expand the group, select the file
to be removed, click the handle and choose 'Remove'.
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6.2.4.3. File List

The 'File List' pane displays a list of executable files, programs and applications and executable files discovered in
your system with their file rating. CES rates the files as:

*  Trusted
* Unrecognized
» Malicious

Trusted Files

Files with "Trusted' rating are automatically given Defense+ trusted status. Files are identified as trusted in the
following ways:

+  Cloud-based file lookup service (FLS) - Whenever a file is first accessed, CES will check the file against our
master whitelist and blacklists and will award it trusted status if:

«  The application is from a vendor included in the Trusted Software Vendors list;
«  The application is included in the extensive and constantly updated Comodo safelist.

«  Administrator rating (Applicable only if your CES installation is remotely managed by your CESM
administrator).

»  User Rating — You can provide Trusted status to your files in two ways:

« Ifan executable is unknown to the Defense+ safe list then, ordinarily, it and all its active
components generate HIPS alerts when they run. Of course, you could choose the 'Treat this as a
Trusted Application' option at the alert but it is often more convenient to classify entire directories
of files as "Trusted'".

«  You can assign 'Trusted' rating to any desired file from the Files List interface. Refer to the
description of changing the file rating under the section File Details for more details.

For the files assigned with Trusted' status by the user, CES generates a hash or a digest of the file using a
pre-defined algorithm and saves in its database. On access to any file, its digest is created instantly and
compared against the list of stored hashes to decide on whether the file has 'Trusted' status. By this way,
even if the file name is changed later, it will retain its Trusted status as the hash remains same.

By granting ‘Trusted' status to executables (including sub folders containing many components) you can
reduce the amount of alerts that HIPS generates whilst maintaining a higher level of Defense+ security. This
is particularly useful for developers that are creating new applications that, by their nature, are as yet
unknown to the Comodo safe list.

Creating your own list of Trusted Files allows you to define a personal safe list of files to complement the
default Comodo safe list.

Unrecognized Files

Once installed, the HIPS watches all file system activity on your computer. Every new executable file introduced to
the computer, is first scanned against the Comodo certified safe files database. If they are not safe, they are given
'Unrecognized' file rating for users to review and set their own rating. Apart from new executables, any executables
that are modified are also given the 'Unrecognized' status.

You can assess the pending files to determine whether or not they are to be trusted. If they are trustworthy, they can
be given the 'Trusted' rating. Refer to the description of changing the file rating for more details. You can also
submit the files to Comodo for analysis. Experts at Comodo will analyze the files and add them to global white-list or
black-list accordingly.

'Unrecognized Files' is specifically important while HIPS is in 'Clean PC Mode'. In Clean PC Mode, the files in
'Unrecognized Files' are NOT considered safe. For more information, please check 'Clean PC Mode' on the HIPS
settings page.

Malicious Files
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Files that are identified as malicious from the FLS will be given 'Malicious' rating and will not be allowed to run by
default.

The Trusted Files panel can be accessed by clicking 'Security Settings' > 'File Rating' > 'File List' from the Advanced
Settings interface.

COMO DO advanced Settings

File List

View details and manage rating of known executables

]

File path Q| Company First Observed |(f1 File Rating |7 Iil
C:\Program Fi... Comodo Sec... 11/11/2015 1:54:51 . & Trusted
C:\Windows\... Comodo Sec... 11/11/2015 1:54:53 ... « Trusted
C:\Program Fi... Comodo Sec... 11/11/2015 1:54:54 ... & Trusted
C\Program Fi_. Comodo Sec_.  11/11/2015 1:54:54 & Trusted
C:\Program Fi__. Comodo Sec_..  11/11/2015 1:54:55 o Trusted

File List
C:\Program Fi__. Comodo Sec...  11/11/2015 1:56:14 & Trusted

Submitted Files )
C:\Windows\...  Oracle Corpor... 11/11/2015 1:55:16 ... « Trusted

R @ C\Users\iuliv... Comodo Sec... 11/11/2015 1:55:17 ... o Trusted

C:\Program Fi... Comodo Sec... 11/11/2015 2:12:57 ... & Trusted

O
]
=]
]
O
]
O
]
=]
]

¢ C:\Windows\ .. Oracle Corpor._.  11/11/2015 2:12:58 .« Trusted

~

Cancel

The pane displays the list of applications, programs and executable files discovered on your computer.
Column Descriptions:

- File Path- Indicates installation or storage path of the file;

«  Company - Shows the publisher of the file;

» First Observed - Indicates date and time at which the file was first discovered by CES. For the files
installed or stored before the installation of CES, it shows the first execution time of CES, when the file was
discovered. For the files installed or stored after installation of CES, it shows when the file was stored.

- File Rating - Indicates the current CES rating of the file. The possible values are:

o Trusted
* Unrecognized
« Malicious
«  The files are rated based on the following, in order of priority:
1. Administrator rating (Applicable only if your CES installation is remotely managed by your CESM
administrator).
2. Userrating (Rating as set by the user, if modified from the default rating)

3. FLSrating
«  The File rating can be modified by the user in two ways:

+ By clicking on the displayed rating in the row of the desired file and choosing the rating from the
context sensitive menu.
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1E L WV TNOOWS WICTOS 0T Ol 21D JTUNLD FI k4
[m=] C\Program Fi... esc 2/6/2015 3:0035 PM 7 Unre_{_:ﬂﬂnized 1
; Unrecognized
[ @ C:\Program Fi... esc 21612015 3:00:35 PM - 7 d
Trusted
5] C:\Program Fi BsC 2/6/2015 3:00:35 PM Malicious

- From the 'File Details' dialog of the desired file by selecting it, clicking the handle from the bottom
and choosing 'File Details' from the options. Refer to the description of changing the file rating
under the section File Details for more details.

Context Sensitive Menu

Right clicking on a file opens a context sensitive menu that allows you to view the 'File Details' dialog, remove the file
from the list, submit the file to Comodo for analysis and more.

Nindows\...  Microsoft Win 20 08 2016 12:03:33

: Add 8

Windows\ s 12:04:51 &

Frogram Fi... Remove 12:04:56

Windows\ Lookup... 12:0455 o
Submit

Program Fi... Import 12:04:56

Windows\ Export.. 12:04:55
Jump to Folder

Program Fi... 12:04:56
Change File Rating to »

Nindows! MO Corpo 20U 20T 12:04:66 &

« Add - Allows you to manually add files to the 'File List' with user defined rating

«  File Details - Opens the 'File Details' dialog enabling you to view the details of the file and set user defined
rating

«  Remove - Allows you to remove files from 'File List'.

»  Lookup - Starts the online lookup of selected file with the master Comodo safelist if any details are
available

«  Submit - Begins the file submission process.

« Import - Enables you import a file list from an XML file

«  Export - Enables you export the current file list with existing ratings to an XML file

« Jump to Folder — Opens the folder containing the file in Windows Explorer.

« Change File Rating to — Enables you to change the file rating to: Trusted, Unrecognized, Malicious
Searching and Filtering options

You can use the search option to find a specific file based on the file path, file name or the publisher, from the list.
Also, you can filter the list of files based on the installation/storage date and File rating.
To use the search option, click the search icon |Q| at the far right in the 'File path' column header.

Click the chevron on the left side of the column header and select the search criteria from the drop-down.
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File List

View details and manage rating of known executables

[ File path Company First Observed |1 File Rating |YV
11 acnf Cor "":‘:“"""‘.:"‘-":T‘:_-;-":E.". o
v JFile p... | Q Search x |Z| |z| |
File path i
dows\.. Microsoft Cor... 2/6/2015 2:03:40 PM ' Trusted
Company

»  Enter the file path or the name of company in part or full as per the selected criteria in the search
field and press 'Enter' to begin the search.

- Tofilter the list based on the date of installation or storage of the files, click the calendar icon at the right of
the 'First Observed' column header and choose the time/date/period.

served |f File Rating |V || I
015 1203 @ (MNofiltering)

L () Within last 1 | [hour{s)

015 12:03: L= A= |
() Exceptlast 1 -1 [ hour(s)

015 12:03 —
&) Today

LT ™) Current week

01512:04) @ Current month

015 12-04-| © Within the period of

08/20/2015 - |08/20/2015

015 12:04:

- Tofilter the list based on the file rating, click the funnel icon at the right of the 'File Rating' column header
and select the ratings to display only the files with the selected rating(s).

| FiteRating (7]|* [
PM « Trusted SR
[] Unrecognized

"y
[ Malicious

Clicking the handle at the bottom of the panel opens the following options:
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« Add - Allows you to manually add files to the 'File List' with user defined rating

»  File Details - Opens the 'File Details' dialog enabling you to view the details of the file and set user defined
rating

*  Remove - Allows you to remove files from 'File List'.

»  Lookup - Starts the online lookup of selected file with the master Comodo safelist if any details are
available

»  Submit - Begins the file submission process.
« Import - Enables you import a file list from an XML file
»  Export - Enables you export the current file list with existing ratings to an XML file

To manually add files to 'File list'

»  C(Click the handle from the bottom and choose 'Add'

| B K4 x Q v ‘ = =
\ Add File Details Remove Lookup... Submit Import Export

| o Files
{b Folders

Running Processes

Tip: Alternatively, right click inside the File List page and choose 'Add' from the context sensitive menu.

»  You can add files to the File list by three ways:
- Files - Allows you to navigate to the file or executable of the program you wish to add and assign a
rating.
»  Folders - Allows you to navigate to the folder you wish to add. All the files in the folder will be
added to the 'File List' with the rating you assign.

» Running Processes - Allows you to select a currently running process. On selecting a process,
the parent application, which invoked the process will be added to 'File List' with the rating you
assign.

Once you have chosen the file(s) or the folder, you can assign the rating for the file(s) to be added.
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COMODO add Files

Add 45 file(s) as:
i@ Trusted
) Unrecognized

71 Malicious

Cancel

»  Choose the rating to be assigned to the file(s). The available options are:

«  Trusted — The file(s) will be assigned the Trusted' status and allowed to run without any alerts

«  Unrecognized - The file(s) will be assigned the 'Unrecognized' status. Depending on your
HIPS settings, the file(s) will be allowed to run with an alert generation.

+  Malicious — The file will not be allowed to run.
«  Click 'OK"in the 'Add Files' dialog
«  Click 'OK"in the 'Advanced Settings' for your changes to take effect.
To view the 'File Details' and change the rating

»  Choose the file to view its details
«  (Click the handle from the bottom and choose 'File Details'
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5 C:\Program Fi__. globalUpdate 2/9/2015 11:16:17 AM & Trusted

Y C:\Program Fi... cuckoo 2/9/2015 11:16:17 AM 7 Unrecognized
0g ynrecognized
1 [E C\Program Fi.. esc 2/9/2015 11:16:17 AM 2 Unrecognized
g ynrecognized
r' ﬂ A S | I, IR = N e il INALC A4.4C. 40 ARA WY T e |
- o ‘ . ' x Q v =] [=
Add File DeMgils Remove Lookup... Submit Import Export

Cancel

COMODO Fie Details

File Rating

File Mame: | ] T |
f79ccadfi-78ba-4b80-Ofea.. |kt TOEr |

File Rating: Unrecognized
First Observed: 21912015 11:16:17 AM

Certificate Signer: cuckoo

Cirigin: (unknown}
Created By: (unknown)

Cancel

Tip: Alternatively, right click on the selected file inside the File List page and choose 'File Details' from the context
sensitive menu.

The 'File Details' dialog will open. The dialog contains two tabs:

«  Overview

» File Rating
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Overview
The Overview tab displays the general details of the file and the publisher details.

COMODO Fike Details

Overview ] { File Rating

Bl File Mame:
79cca9f-73ba-4b30-9fea

| Jump to Folder |

File Rating: Unrecognized
First Observed: 292015 11:16:27 AM

Certificate Signer: cuckoo

Crigin: (unknown)
Created By: (unknown)

Cancel

«  Clicking the file name opens the Windows 'File Properties' dialog.

+  Clicking 'Jump to folder' opens the folder containing the file in Windows Explorer, with the respective file
selected.

File Rating
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File Rating

Administrator Rating

| Rate Mow v:

Comodo Rating
Unrecognized 21912015 11:16:27 AM

Cancel

The 'File Rating' tab enables you to change the current rating of the file and displays the current rating as per the
analysis result from Comodo.

Note: If the CES installation is remotely managed by the CESM server on your network your Administrator's file
rating for individual file will override your user file rating.

To change the user rating of the file

»  Select the file from the 'File List' pane, click the handle from the bottom and choose File Rating from the
options
»  Click the File Rating tab from the File Details tab

«  Click 'Rate Now' and choose the rating from the drop-down

COMODO Fike Details

File Rating

Administrator Rating

(enoD)

‘ Lnrecognized

| Trusted 4}—”‘]

I Malicious

292015 11:16:27 AM

Cancel

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 418



COMODO

Creating Trust Online®

Comodo Endpoint Secu[’i__fty,.:.,us-er-quﬁé—___

The options available are:

«  Trusted — The file(s) will be assigned the 'Trusted' status and allowed to run without any alerts

»  Unrecognized — The file(s) will be assigned the 'Unrecognized' status. Depending on your
HIPS settings, the file(s) will be allowed to run with an alert generation.

«  Malicious — The file will not be allowed to run.
»  Click 'OK"in the 'Files Details' dialog
+  Click 'OK"in the 'Advanced Settings' interface to save your settings.
To remove files(s) from the File list

«  Select the file(s) to be removed from the 'File List' pane. You can select several entries to be removed at
once by marking the check-boxes beside the entries.

«  Click the handle from the bottom center and choose 'Remove'. The file is only removed from the list and not
deleted from your system.

Tip: Alternatively, right click on a selected file inside the 'File List' page and choose 'Remove' from the context
sensitive menu.

«  Click 'OK' for your changes to take effect.

To perform an online lookup for files

»  Select the files to be checked from the 'File list' pane. You can select several entries at once by marking the
check-boxes beside the entries.

»  Click the handle from the bottom and choose 'Lookup...".

L&y C:\Program Fi globalUpdate 2192015 11:16:17 AM .+
[ ® C:\Program Fi... esc 219/2015 11:16:17 AM ¢ Unrecognized
® C:\Program Fi._. esc 2/9/2015 11:16:17 AM 7 Unrecognized
| B Cc\Windows\... Microsoft Cor... 2/9/2015 11:16:18 AM ' Trusted
i [ YUY S S I LY s SLTVT PRI VY B I
o+ R4 X Q v =] ‘ e
! Add File Details Remove Lookup... Submit Import Export

Tip: Alternatively, right click on a selected file inside the 'File List' page and choose 'Lookup' from the context
sensitive menu.

Comodo servers will be contacted immediately to conduct a search of Comodo's master safe list database to check if
any information is available about the files in question and the results will be displayed.
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COMODO vLookup

ClProgram Files (xB86)\The Sellstv V22\The Sellstv V22-codedownl...

File Name

{;) Rainmeter exe

E; PCComp.exe
=] The Sellsty V22-codedownloader exe Bad - ApplicUnwnt

Send To Background

If any malicious or unwanted file(s) is/are found, you will be given an option to delete the file from your computer on
closing the dialog.

COMODO Endpoint Security

There are malicious files in your list. Would you like to

delete them now?

«  Click 'Yes' to permanently delete the malicious file(s) from your computer.

- Ifafile is found to be safe, it will be indicated as 'Trusted' with a green icon. You can change its rating from
the File Details dialog. Refer to the description of changing the file rating under the section File Details
for more details.

« Ifnoinformation is available, it will be indicated as 'Unknown' with a yellow icon. You can submit the file to
Comodo for analysis. Refer to the explanation below for more details.

To manually submit files to Comodo

«  Select the file(s) to be submitted from the 'File List' pane. You can select several entries to be sent at once
by marking the check-boxes beside the entries.

«  Click the handle from the bottom and choose 'Submit'. The file(s) will be immediately sent to Comodo.

Tip: Alternatively, right click on a selected file inside the 'File List' page and choose 'Submit' from the context
sensitive menu.
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COMODO submit Files

C:\Program Files\RainmeteriRainmeter.exe

File Name

@ C\Program Files\Rainmeter\Rainmeter exe

=] C:\Program Files (86)\The Sellstv V22\f79¢ca9f-78ba-4b90\9abe-800... E Pending

B Stop Send To Background |

You can view the list of files you submitted so far, from the Submitted Files panel.

Exporting and Importing the File List

You can export the list of files with their currently assigned file ratings to an XML file and store the list on a safe
place. This is useful to restore your File List, in case you are reinstalling the CES application for some reasons.

To export the File List

»  Click the handle from the 'File List' pane and choose 'Export' from the options

Tip: Alternatively, right click inside the 'File List' page and choose 'Export' from the context sensitive menu.

- Navigate to the location to store the XML file containing the file list and click 'Save'.

The file will be created and saved. You will be given an option to view the folder containing the XML file for
confirmation.
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The export file has been created.
Would you like to open the containing folder?

| Yes || No

To import a saved file list

+  Click the handle from the 'File List' pane and choose 'Import' from the options

Tip: Alternatively, right click inside the 'File List' page and choose 'Import' from the context sensitive menu.

» Navigate to the location of the XML file containing the file list and click 'Open’.
The 'File List' will be populated as per the imported 'File List'.

6.2.4.4. Submitted Files

The Submitted Files panel displays a list of files you have submitted so far for analysis to Comodo.

COMODO advanced Settings

Submitted Submitted As Q

MSuspisious Programs'wpp_install exe 2162015 3:52,38 ... Unrecognized

Cancel

You can use the search option to find a specific file in the list.

Ql

To use the search option, click the search icon at the far right in the column header.
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Lv Path | Q Search x
Path
Submitted As

»  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
«  Enter partly or fully the file path or the submitted status as per the selected criteria in the search field.
»  Click the right or left arrow at the far right of the column header to begin the search.
«  Clickthe * icon in the search field to close the search option.
Clicking the handle at the bottom of the panel opens the following options:

b 4 £
Clean Refresh

«  Clean - Clears the list

* Refresh - Reloads the list to add items that are submitted recently

6.2.4.5. Trusted Vendors List

In Comodo Endpoint Security, there are two basic methods in which an application can be treated as safe. Either it
has to be part of the 'Safe List' (of executables/software that is known to be safe) OR that application has to be
signed by one of the vendors in the Trusted Vendor' list.

From this point:

« IF the vendor is on the Trusted Software Vendor List AND the user has enabled 'Trust Applications
signed by Trusted Vendors' in the File rating Settings panel, THEN the application will be trusted and
allowed to run.

» |F the vendor is not on the Trusted Software Vendor List OR the user has not enabled 'Trust Applications
signed by Trusted Vendors' THEN the application will be sandboxed. If the application in question is an
installer then CES will generate an elevated privilege alert.

Software publishers may be interested to know that they can have their signatures added, free of charge, to the
'master' 'rusted Vendor list that ships to all users with CES. Details about this can be found at the foot of this page.

The 'Trusted Vendors' panel can be opened by clicking Security Settings > File Rating > Trusted Vendors.

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 423



COMODO

Creating Trust Online®

Comodo Endpoint SECU[’i_!y,-:-fuser-qu%——

The following software vendors digitally sign their files and their files are trusted

Vendors Signer Name in the Code Signing Certificate)
DveSentry Inc

Dropbox

Duplex Secure Ltd

DzSoft Ltd

EAST Technologies

eEye Digital Security

Elaborate Bytes AG

EldoS Corporation

Emsi Software GmbH

Enc Brewster

Cancel

You can use the search option to find a specific vendor in the list.

Q

To use the search option, click the search icon at the far right in the column header.

~ Vendors (Signer... Q X (<>

«  Click the chevron on the left side of the column header and select the search criteria from the drop-down.
+  Enter partly or fully the vendor's name in the search field.
«  Click the right or left arrow at the far right of the column header to begin the search.
»  Click the 3¢ icon in the search field to close the search option.
Click here to read background information on digitally signing software
Click here to learn how to Add / Define a user-trusted vendor
Software Vendors - click here to find out about getting your software added to the list
Background

Many software vendors digitally sign their software with a code signing certificate. This practice helps end-users to
verify:

i. Content Source: The software they are downloading and are about to install really comes from the publisher
that signed it.

ii. Content Integrity: That the software they are downloading and are about to install has not be modified or
corrupted since it was signed.

In short, users benefit if software is digitally signed because they know who published the software and that the code

Comodo Endpoint Security User Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 424



COMODO

Creating Trust Online®

et =

hasn't been tampered with - that are are downloading and installing the genuine software.

The 'Vendors' that digitally sign the software to attest to it's probity are the software publishers. These are the
company names you see listed in the first column in the graphic above.

However, companies can't just 'sign’ their own software and expect it to be trusted. This is why each code signing
certificate is counter-signed by an organization called a 'Trusted Certificate Authority'. '‘Comodo CA Limited" and
"Verisign' are two examples of a Trusted CA's and are authorized to counter-sign 3rd party software. This counter-
signature is critical to the trust process and a Trusted CA only counter-signs a vendor's certificate after it has
conducted detailed checks that the vendor is a legitimate company.

If a file is signed by a Trusted Software Vendor and the user has enabled 'Trust Applications that are digitally signed
by Trusted Software Vendors' then it will be automatically trusted by Comodo Endpoint Security (if you would like to
read more about code signing certificates, see http://lwww.instantssl.com/code-signing/).

One way of telling whether an executable file has been digitally signed is checking the properties of the .exe file in
question. For example, the main program executable for Comodo Endpoint Security is called 'cfp.exe' and has been
digitally signed.

+  Browse to the (default) installation directory of Comodo Endpoint Security.

»  Right click on the file cis.exe.

»  Select 'Properties' from the menu.

»  Click the tab 'Digital Signatures (if there is no such tab then the software has not been signed).
This displays the name of the CA that signed the software as shown below:

I )

K s Properties
Securty | Details | Previous Versions |
General |  Compatbiity | Digital Signatures
Signature list
Mame of signer: E-mail address: Timestamp

Comodo Securty ... ca@comodo.com  Thursday, February ...

Details

Click the 'Details' button to view digital signature information. Click 'View Certificate' to inspect the actual code
signing certificate. (see below).
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Digital Signature Details @ Certificate
General | Advanced General | petails | Certification Path
—_, Digital Signature Information
4| This digital signature is OK. | g Certificate Information
Signer information This certificate is intended for the following purpose(s):
» Ensures software came from software publisher
Mame: IComodo Security Solutions * Protects software from alteration after publication
E-mail: Im@mmodo.mm
Signing time: | Thursday, February 05, 20 L=t
/" *Refer to the certification authority's statement for details.
View Certificate
Issued to: Comodo Security Solutions
Countersignatures
Issued by: COMODO Code Signing CA 2
Mame of signer: E-mail address: Timestamp
COMODO Time 5... Mot available Thursday, February ... Valid from 4/ 1/ 2014 to 4/ 2/ 2015

Details

Install Certificate... | [ Issuer Statement

Learn more about certificates

[ oo ]

[ o ]

It should be noted that the example above is a special case in that Comodo, as creator of 'cis.exe', is both the signer
of the software and, as a trusted CA, it is also the counter-signer (see the 'Countersignatures' box). In the vast
majority of cases, the signer or the certificate (the vendor) and the counter-signer (the Trusted CA) are different. See
this example for more details.

Adding and Defining a User-Trusted Vendor

A software vendor can be added to the local ‘Trusted Software Vendors' list in two ways:
« By reading the vendor's signature from an executable file on your local drive
« By reading the vendor's signature from a running process

To add a trusted vendor by reading the vendor's signature from an executable

»  Click the handle from the bottom and choose 'Add' > 'Read from a signed executable'
[[] ES-Computing

] ESET, spol. s r.o

Cancel

»  Browse to the location of the executable your local drive. In the example below, we are adding the
executable 'YahooMessenger.exe'.
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i Open 5
@©1| L % Yahoo! » Messenger » - | 3 | | Search Messenger pe |
Organize = MNew folder A | @
B Desktop i Mame Date modified Type o
4 Download 111 "
. Dommioacs ) rme_audio.dll 2/10/2015 251 PM  Applicatil
| Recent Pl
*@-‘ seent Haces %) rme_video.dll 2/10/20152:51 PM  Applicati
Shared 5 :
s &35 UNWISE 2/10/20152:51 PM  Applicati
) %] yacscom.dll 2/10/2015 2:51 PM Applicatin—
Librari
""‘;j' ranes | &) yacsuidi 2/10/20152:51 PM  Applicati
5D t = = i
I peHments | (% YahooMessenger 2/10/20152:50 PM  Applicati| =
Muci
s @) yalertcenterM.dll 2/10/2015 251 PM  Applicatil
; ICEHTEs &) YCPFoundation.dll 2/10/20152:51 PM  Applicati
Vid
aees &) YCPSSL 2/10/20152:51 PM  Applicati
] YHTTR.I 2/10/20152:51 PM  Applicati
L Computer . I
a |%| ¥Image.dll 271072015 2:47 PM Applicatis
L, Local Disk (C:
aeal Dk (G) &) YIniDom.dIl 2/10/20152:51 PM  Applicatii +
—a Mew Volume (E:) S o | e
|
File name: YahooMessenger - ’Executahie Files (*.exe, *.dll, *.on v]
| Qpen ivl ’ Cancel ]

On clicking 'Open’, Comodo Endpoint Security checks that the .exe file is signed by the vendor and counter-signed
by a Trusted CA. If so, the vendor (software signer) is added to the Trusted Vendor list (TVL). If the file is already in

the list, you will be notified.

COMODO end point Security

h ' ‘ Yahoo! Inc. is already on the list.

OK

To verify the signer

» Navigate to the installation location of the executable

+ Right click on the executable file

«  Select 'Properties' from the menu.

«  Click the tab 'Digital Signatures (if there is no such tab then the software has not been signed).

«  From the 'Digital Certificate Details' dialog, click 'View Certificate'.

This displays the name of the CA that signed the software as shown below:
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The following software vendors digitally sign their files and their files are trusted

Vendors (Signer Name in the Code Signing Certificate)

| B
]  Xarka Software

Xceed Software Inc.

XenCare Software

Xequte Software

THS

Kiire

Xobni Corporation

Yahoo! Inc.

Digital Signature Details

General | advanced

oy _E; Digital Signature Information
= | This digital signature is OK.

Name: rahoo inc |

E-mail: iNot available
Signing time: | Friday, May 25, 2012 4:55:00FM
View Certificate
Countersignatures
Mame of signer: E-mail address: Timestamp
Symantec Time ... Not available Friday, May 25, 201...

Details

T

In the example above, Comodo Endpoint Security was able to verify and trust the vendor signature on
YahooMessenger.exe because it had been counter-signed by the trusted CA 'Symantec'. The software signer
'Yahoo! Inc." is now a Trusted Software Vendor and is added to the list. All future software that is signed by the
vendor 'Yahoo! Inc." is automatically added to the Comodo Trusted Vendor list UNLESS you change this setting in
File Rating Settings.

To add a trusted vendor from a currently running process

»  Click the handle from the bottom and choose 'Add' > 'Read from a running process'
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(] Actual Tools

L X
Add Remowve

-

[  Albatross Design Group
[

EDRAW LIMITED

Read from a signed executable

Read from a running process

»  Select the signed executable that you want to trust and click the 'OK’ button.

COMO DO browse for Pro

Application
[m5] Searchlndexer.exe
[=7] swchost.exe
[m5] mscorsvw.exe
[=7] YahoohUService.exe
[=5 TrustedInstaller.exe
[»7] taskhost.exe
[=7 svchost.exe

27 Isass.exe
[m] lzm.exe

ﬂ winlogon.exe

=l explorer.exe
B PCCompanion.exe
a Skype.exe

= &5 soffice.exe

soffice.bin

IE}'E- trustedadssve.exe

Cis.EXE

@ YahooMessenger.exe

Cancel

Comodo Endpoint Security performs the same certificate check as described above. If the parent application of the
selected process is signed, CES adds the vendor to the Trusted Software Vendors list.

If Comodo Endpoint Security cannot verify that the software certificate is signed by a Trusted CA then it does not add
the software vendor to the list of "Trusted Vendors'. In this case, you can see the following error message.
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Note: The Trusted Software Vendors' list displays two types of software vendors:

»  User defined trusted software vendors - As the name suggests, these are added by the user via one
of the two methods outlined earlier. These vendors can be removed by the user by selecting and
clicking the 'Remove' button.

«  Comodo defined trusted software vendors - These are the vendors that Comodo, in it's capacity as a
Trusted CA, has independently validated as legitimate companies. If the user needs to remove any of
these vendors from the list, it can be done by selecting the vendor, clicking '‘Remove' and restarting
the system. Please note that the removal will take effect only on restarting the system.

The Trusted Vendor Program for Software Developers

Software vendors can have their software added to the default Trusted Vendor List that is shipped with Comodo
Endpoint Security. This service is free of cost and is also open to vendors that have used code signing certificates
from any Certificate Authority. Upon adding the software to the Trusted Vendor list, CES automatically trusts the
software and does not generate any warnings or alerts on installation or use of the software.

The vendors have to apply for inclusion in the Trusted Vendors list through the sign-up form at
http:/linternetsecurity.comodo.com/trustedvendor/signup.php and make sure that the software can be
downloaded by our technicians. Our technicians check whether:

»  The software is signed with a valid code signing certificate from a trusted CA;
»  The software does not contain any threats that harm a user's PC;
before adding it to the default Trusted Vendor list of the next release of CES.

More details are available at http://internetsecurity.comodo.com/trustedvendor/overview.php.
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Appendix 1 - CES How to... Tutorials

The 'How To..." section of the guide contains guidance on key tasks of Comodo Endpoint Security. Use the links
below to go to each tutorial's page.

How to...:

« Enabling / Disabling AV, Firewall, Auto-Sandbox and Viruscope Easily- Guidance on changing the
current enabled/disabled states of Antivirus, Firewall and Defense+.

»  Set up the Firewall For Maximum Security and Usability - A brief outline of the setting up a secure
connection to Internet

« Block Internet Access while Allowing Local Area Network (LAN) Access - Guidance on configuring the
Firewall to allow only Intranet or LAN connection and to block Internet connection

+ Block/allow Websites Selectively to Users of Your Computer - Guidance on configuring website filtering
rules for different users to selectively allow or block specific websites to them.

« Setup HIPS for maximum security and usability - A brief outline of how to set Host intrusion Protection
for the optimum balance between security and usability

«  Create Rules for Auto-Sandboxing Applications - A brief outline of how to set create auto-sandbox rules
for the maximum security against untrusted applications

* Run an instant Antivirus scan on selected items - Guidance on initiating a manual scan on selected
folders/files to check for viruses and other malware.

» Create an Antivirus scanning schedule - Guidance on time-table scheduling of antivirus scans to be run
on selected items at selected intervals

* Run an untrusted program inside sandbox - Guidance on executing a program that you do not trust to
be safe, inside sandbox to protect any harmful effects of the program upon your system.

*  Run browsers inside Sandbox - Guidance on running your browser, inside sandbox when you plan to
visit untrusted websites.

* Restore incorrectly quarantined item(s) - Help to restore files and executables that were moved to
quarantine by mistake

«  Submit quarantined items to Comodo for analysis - Advice on how to send suspicious files/executables
to Comodo for analysis

» Enable File Sharing Applications like BitTorrent and Emule - Explains how to configure Comodo
Firewall for file sharing through popular software

- Block any downloads of a specific file type - Explains how to configure Defense+ to block downloads of
files of a specific type

« Disable Auto-Sandboxing on a Per-application Basis - Explains how to exclude specific files or file types
from the auto-sandboxing process

«  Switch Off Automatic Antivirus and Software Updates - Explains how to stop automatic software and
virus updates

»  Suppressing CES Alerts Temporarily - Helps you to switch off CES pop-up alerts to avoid interruptions
while configuring the application

« Change your License Type from 'Stand-Alone' to ‘Managed' Installations — Explains how to switch the
endpoints from Stand-Alone to Managed status

» Renewal or Upgrading your License - Explains how to renew or upgrade your license
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Enabling / Disabling AV, Firewall, Auto-Sandbox and Viruscope

Easily

Comodo Endpoint Security allows users to quickly switch the Enabled/Disabled states of Antivirus, Firewall, Auto-

Sandbox and Viruscope by right clicking on the system tray icon.

Antivirus
To enable/disable the Antivirus
1. Right click on the system tray icon

2. Move the mouse cursor over 'Antivirus'

v Enabled b
Disabled Firewall »
Auto-Sandbox b
Viruscope [
Silent Mode
Widget »
100 Open ...

Exit

(o] 5% i (1)

3. Choose 'Enabled or Disabled' as per your choice

You can also set the security level from the Home Screen

Firewall
To enable/disable the Firewall
1. Right click on the system tray icon

2. Move the mouse cursor over 'Firewall'
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| Antivirus »
v Enabled b
Dizabled Auto-Sandbox »
Viruscope [
Silent Mode
Widget »
:I Open ...

Exit
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4. Choose 'Enabled or Disabled' as per your choice
You can also set the security level from the Home Screen

Auto-Sandbox
To enable/disable the Auto-Sandbox
» Right click on the system tray icon
»  Move the mouse cursor over 'Auto-Sandbox'

Antivirus »
Firewall r
v Enabled Auto-Sandbox 3
Disabled Viruscope 3
Silent Mode
Widget 3
:l Cpen ..
10( :
Exit
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»  Choose 'Enabled or Disabled' as per your choice
You can also set the security level from the Home Screen.
To enable/disable the Viruscope
1. Right click on the sys